MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
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Kathenpa nHHOpPMaLMOHHbBIX CUCTEM

05.03.2025

PABEOYASl MPOrPAMMA YYEBHON AUCLUMNJINHDI

51.B.[1B.01.01 AAMUHUCTPUPOBAHNE NHDOPMALIMOHHbBIX CUCTEM

1. Kog n1 HauMeHOBaHMe HanpaBJieHUA NOAroTOBKMU/CNeLManbHOCTH:
02.04.01 MaTemaTuKa 1 KOMMbIOTEPHbIE HayKK

2. Mpodunb noaroToBKU/CcneLnanmn3aLms:

KoMnbloTepHble HaYKN 1 MHPOPMaLMOHHbIE TEXHOIOM NN N5 LUMPOBON SIKOHOMUKN
3. Kanudukauua (cteneHb) BbINyCKHUKA:

MaructpaTypa

4. ®opma obyueHus:

Ou4Has

5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:

Kathenpa nHMopMaLMOHHbIX CUCTEM

6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5
8. YYyeOHbIN ron;:

2026-2027

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4yeHne MeToL0N0MrNN N TEXHONOrUA aMUHUCTPUPOBAHNA NHDOPMaLNOHHBLIX cucTem (LC). CTaBaTca
3a[a4M: Ha NPaKTUYECKUX 3aHATUAX MO3HAKOMUTL CTYAEHTOB C OpraHusaumen cnyxb nognepxkum un
OCHOBaMu agMuHUCTpupoBaHus NC; Ha nabopaTopHbIX 3aHATUAX CTYAEHTbI LOJDKHbI MOJY4NTb HaBbIKK
NPaKTUYeCKOro agMMHUCTPUPOBAHNA KOMMOHEHTOB peabHbix NC - obopynoBaHus IP-ceTen n ceTeBbIX
onepaLnoHHbIX CUCTEM.

Mocsie NPOXoXXAEHUS Kypca CTYLEHTbl AO/KHbI Pa3imyaTb KOMMETEeHUUN U NPodeccum, CBsi3aHHble C
agMuHucTpupoBaHuem MC n obnacTm oTBETCTBEHHOCTU COOTBETCTBYOLWIMX CMNEUWanncToB; 3HaTb
cnocobbl opraHun3auun paboTbl cyx6 nogaepXku; 6biTb B Kypce TeHAEHLMIA opraHM3aumm ocTyna K
pecypcam NC 1 COOTBETCTBYHOLWMX METOAOB UX aAMUHUCTPUPOBAHMNSA; UMETb HaBblkKM B 06nacTu
yrnpaBfieHNs CETEeBON MHPACTPYKTYPON, CETEBbIM 060pPY0BAHMEM N CUCTEMHOIO aAMUHUCTPUPOBAHNS;



LOJ/KHbI yMeTb pellaTb 6a3oBble 3a4a4m aAMUHUCTPUPOBAHNA MHDOPMALMOHHBIX CUCTEM Ha OCHOBE
cepBepHbIx 1 kKaneHTcknux OC Windows n GNU/Linux, ceTeBoro obopynosaHus IP-ceTen.

10. MecTo y4ebOHOM AMCUMNIMHDBI B CTPYKType OOM:

OUCUUMNINHA BapuaTUBHOM YacTu uukna (61.B). BxoaHble 3HaHua: TpebyeTca npeaBapuTenbHoe
0CBOEHMe ancunnanH «OnepaunoHHble Cuctemsl» U «KoMmnbloTepHble CeTun».,

11. MnaHupyeMble pe3ynbTaTbl 00y4eHUA NO AUCLUNIMHE/MOAYJIO (3HAHUA, YMEeHUA, HaBbIKK),
COOTHECEHHble C NIaHUpPYyeMbIMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTesibHOM NPOrpaMmMbl
(KkoMneTeHUMAMM BbINYCKHUKOB) M UHOMKATOPaMM UX OOCTMIXKEHUSA:

Kof v Ha3BaHMe KOMMeTeHLNn

MK-2 CnocobeH co3naBaTb U
NccnenoBaTb HOBblE
MaTeMaTU4Yeckne Mogenu B
€CTeCTBEHHbIX HayKax,
MPOMbILLNEHHOCTU U Br3Hece,
C Y4E€TOM BO3MOXXHOCTEN
COBPEMEHHbIX
NHOPMALMOHHbIX
TEXHONOr i,
NPOrpamMMmnpPOBaHNS 1
KOMMbIOTEPHOM TEXHUKI

MK-2 CnocobeH co3naBaThb U
nccnenoBaTb HOBblE
MaTeMaTUyYeckne Mogenu B
€CTEeCTBEHHbIX HayKax,
NPOMBILLINEHHOCTM 1 Br3Hece,
C Yy4eTOM BO3MOXKHOCTEN
COBPEMEHHbIX
NH(OPMALMOHHbIX
TEXHONOorun,
NpPOrpaMMnpoBaHMA 1
KOMMbIOTEPHON TEXHUKM

Kon v HasBaHWe nHamkaTopa
KoOMMeTeHUUn

MK-2.1 3HaeT OCHOBHbIE
MeToAbl MPOEKTUPOBAHMA 1
Npon3BOACTBaA NPOrPaMMHOro
NPoAYyKTa, NPUHLMMbI
NMOCTPOEHNS, CTPYKTYPbI 1
npuemsl paboThbl C
NHCTPYMEHTaIbHbIMU
cpeacTBamu,
noanepX1BakLLNMN CO30aHNe
NPOrpPaMMHbIX MPOAYKTOB 1
NPOrPaMMHbIX KOMIMAEKCOB, UX
COMPOBOXAEHMS,
AOMUHUCTPUPOBAHMA 1
pa3BuTmKa (3BOSOLINN)

MK-2.2 YMeeT ncnosb30BaThb
METObl MPOEKTUPOBAHNS U
Npon3BOACTBa NPOrPaMMHOro
npoayKTa, NPUHLUMbI
NOCTPOEHNSA, CTPYKTYPbI 1
npvembl paboTsl C
NHCTPYMEHTaIbHbIMU
cpencreamu,
noaaepXvBalLwnummn cosgaHune
NporpaMMHOro NpoaykKTa

3HaHMﬂ,yMEHMﬂ,HaBHKM

3HaTb: CNocobbl OpraHn3aLmm
paboTbl Cyx6 nooaepxku; bbiTb
B Kypce TeHAEHLMI opraHm3aLlmm
[oCcTyna K pecypcam UC n
COOTBETCTBYIOLLNX METOLOB MX
aOMUHUCTPUPOBAHNS; pa3nnyaTb
KOMMNeTeHUMn 1 npogeccuu,
CBAi3@aHHbIE C
afMUHUCTPUpoBaHmem NC n
06nacTn 0TBETCTBEHHOCTH
COOTBETCTBYIOLLMX CNELNaIncToB;
3HaTb 1 COBNOAATb OCHOBHbIE
TpeboBaHUSA MHDOPMALIMOHHOW
He3onacHocTK;

yMeTb: NoAJepXnBaTb
paboTocnocobHoOCTb
NHMOPMALMOHHbIX CUCTEM Ha
OCHOBE CEPBEPHbIX U KIINEHTCKNX
OC Windows n GNU/Linux,
ceTeBoro obopyanosaHusa IP-ceTe;



Kon v Ha3BaHMe KoMMeTeHL K

MK-2 CrniocobeH co3naBaTh U
nccnenoBaTh HOBbIE
MaTeMaTu4yeckme Mmoaenn B

Kof v Ha3BaHWe nHankKaTopa
KoMneTeHunn

MK-2.3 MeeT npakTU4ecKunm
OMbIT MPYMEHEHUS yKa3aHHbIX
BbILLE METOLO0B U TEXHOJIOM A

3HaHMA, YMEHNS, HaBbIKK

BNlageTb: MeTo4aMu
yrnpaBieHus, opraHusaumen u
OCYLLECTBEHNS MNOAAEPXKKN

eCTeCTBEHHbIX HayKax,
NPOMBILNEHHOCTM 1 Br3Hece,
C Y4€TOM BO3MOXXHOCTEWN
COBPEMEHHbIX
NHOPMaLMOHHbIX
TEXHOJI0r 1N,
NpOrpaMMmnPOBaAHUS 1
KOMMbIOTEPHOW TEXHUKM

12. O6beM gucuUNInHbI B 3a4eTHbIX eauHULLax/4yac:

3/108
dopMa NpoMe)XyTO4YHOM aTTecTaLum:
3a4eT C oueHKoMN

13. TpypoeMKOCTb NO Bupam y4yebHoun paboTbl

Bug y4ebHoun paboTbl

AyNTOPHbIE 3aHATUA
JIeKUNOHHbIE 3aHATUSA
lpakTn4eckne 3aHATUSA
JTabopaTopHbIe 3aHATUS

CamocTodATenbHas paboTa
KypcoBas paboTa

MpoMeXXyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNINHbI

n/n  HammeHoBaHue
pasgena guCUMninHbl

Conep)xaHue pasgena
ANCLUNMINHBI

1. lekumn

coBpemeHHomn UT-
NHGPaCTPYKTYpPOW;
mMeTogonoruen papaboTkuy,
BHEAPEHMNSA N NOAAEPKKN CUCTEM
NHOPMaLMOHHOM 6e30MacHOCTY;

CemecTp 3 Bcero
28 28
0
14 14
14 14
80 80
0
0 0
0
108 108

Peannsauuvsa pasgena AUCUUNINHBI C
NMOMOLLbIO OHJTaNH-Kypca, YMK



n/n HauwMeHoBaHue
pasgena aAnCUMnInHBI

1.1 BBepgeHwue B 3aga4u
AAMUHUCTPUPOBAHMS.
Cny»6bl TEXHNYECKOW
NoaLepXKHN.

1.2 YnpaBneHue ceTsaMU.

1.3 Cnyxbbl kKaTanoros.

Coniep>xaHue pa3gena
OVNCLMMINHBI

3afja4u
aAMUHUCTPUPOBAHUS.
ObbeKThI
aAMUHUCTPUPOBAHUS.
2BOJIIOUNSA MOLeNen
focTyna K pecypcam UC.
Cuctemsl
cepTuduKaymm
cneumanuctos T,
aAMUHUCTPATOPOB.
Mpotheccun, nmerouine
OTHOLLEHME K 3aa4aM
aAMUHUCTPUPOBAHUS.

YrpasJsieHne cetamu,
COOTBETCTBYOLLME
CTaH4apThl.
OnepaumnoHHas cucTeMa
I0S. YnpasneHue
ceTeBbIM 0bopyaoBaHMe
nog ynpasseHnem lOS:
KOH(urypuposaHue |P-
ceTn macwTaba
HECKONbKUX hunmnanos
N LLeHTpasibHOro oguca,
AVHaMnyeckon
MapwpyTusaumm RIP,
OSPF, EIGRP, VLAN, ACL,
SNMP.

Cny»6bl KaTanoros
(npumep - MS Active
Directory). I'pynnosas
noanTuUKa. YnpasneHume
noctynom DACL/SID,
Role-based Access
Control
(AGDLP/AGUDLP).
AOIMUHUCTPATUBHbIE
lWabnoHbl 1 WabsoHbI
6esonacHocTw.
NucTannaumsa MO n OC.
MOHUTOPUHI CUCTEMHBbIX
cobbITUI 1
NPON3BOANTENILHOCTMW.

Peanusauua pasgena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIH(hopMaLMnoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «xAAMUHUCTPUPOBAHNE
B IH(hopMaLnoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

DNIeKTPOHHbIN pecypc «ALMUHUCTPUPOBAHNE
B NHdopmaLumoHHbIX CucTemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

14

1.5

2.1

HanmeHoBaHue
pasgena guCUMnInHbI

AQMWHUCTPUPOBaHKE
UNIX-nonobHbix OC

ObecneyeHune
NHHOPMALMOHHOW
6e3onacHocTun UC.

BeepneHue B 3aga4u

ALAMUHUCTPUPOBAHMS.
Cny»6bl TEXHNYECKOW
nooaepxKu. (MpakT.)

Coniep>xaHue pa3gena
OVNCLMMINHBI

Mopsapok 3arpysku OC,
MBR, GPT, EFI.
AncTpubyTmnBbl
GNU/Linux. GNU n
copyleft. Peno3sutapun,
MeHeIXepbl NaKeToB,
yctaHoska OC n MO.
ba3oBoe cucTeMHoe
aAMUHUCTPUPOBaAHMNE

GNU/Linux (ynpaBneHue

Nonb30BaTENAMMU,
OKPY>XEHMneM, run-
levels). X-Window.
SYSLOG.

CraHpapTum3aumsa B
obnactu
NHMOPMaLMOHHOW
6e3onacHocTu (MB).
CtaHpapTbl PO B
obnactn NB.
MeToponorus
MOCTPOEHNSA CUCTEMBI
obecneyeHus Vb Ha
OCHOBE yMpaBJieHUs
pucKamu.

2. MNpaKTunyeckune
3aHATUS

3afja4u
aOMUHNCTPUPOBAHMSA.
O6beKThI
aOMUHNCTPUPOBAHMSA.
IBoNOUNSA MOAENEN

JocTyna K pecypcam UC.

Cucremsl
cepTuduKaumm
cneumanuctos UT,
aAMUHUCTPATOPOB.
Mpoteccun, nmerowne
OTHOLLEHMe K 3aga4vam
aAMUHUCTPUPOBAHUS.

Peanusauua pasgena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIH(hopMaLMnoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «AOMUHUCTPUPOBaHNE
B MIH(hopMaLMnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHME
B MIH(hopMaLnoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n HauwMeHoBaHue
pasgena aAnCUMnInHBI

2.2 YnpaBiieHue ceTamu.
(NpakT.)

2.3 Cnyx6bl KaTasnoros.
(npakT.)

Coniep>xaHue pa3gena
OVNCLMMINHBI

YnpasneHue ceTamu,
COOTBETCTBYOLLME
CTaHZapThl.
OnepauunoHHasa cuctema
I0S. YnpasneHue
ceTeBbIM 060pyA0OBaHME
nof ynpasJseHuem I0OS:
KOH(UrypuposaHue |IP-
ceTn macwTaba
HEeCKOJIbKNX hnsinanos
N LeHTpasibHoro oguca,
OVHaMM4yeckon
MapwpyTtusauum RIP,
OSPF, EIGRP, VLAN, ACL,
SNMP.

Cny»6bl KaTanoros
(mpumep - MS Active
Directory). I'pynnosas
nonmTuKa. YnpaeneHue
noctynom DACL/SID,
Role-based Access
Control
(AGDLP/AGUDLP).
AOMWHUCTPATUBHbIE
LWA6M0HbI 1 WABNOHBI
6e3onacHocTw.
WNHcTannauusa MO n OC.

MOHI/ITOpI/IHF CNCTEMHBbIX

cobbITin 1
NPOV3BOAUTENBHOCTMN.

Peanusauua pasgena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIH(hopMaLMnoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «AOMUHUCTPUPOBaHNE
B MIH(hopMaLMnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

2.4

2.5

3.1

HanmeHoBaHue
pasgena guCUMnInHbI

AQMWHUCTPUPOBaHKE
UNIX-nopobHbix OC.
(npakT.)

ObecneyeHune
NHHOPMALMOHHOW
6e3onacHocTn UC.
(npakT.)

YnpaBneHue cetamu.
(nab.)

Coniep>xaHue pa3gena
OVNCLMMINHBI

Mopsapok 3arpysku OC,
MBR, GPT, EFI.
AncTpubyTmnBbl
GNU/Linux. GNU n
copyleft. Peno3sutapun,
MeHeIXepbl NaKeToB,
yctaHoska OC n MO.
ba3oBoe cucTeMHoe
aAMUHUCTPUPOBaAHMNE

GNU/Linux (ynpaBneHue

Nonb30BaTENAMMU,
OKPY>XEHMneM, run-
levels). X-Window.
SYSLOG.

CraHpapTum3aumsa B
obnactu
NHMOPMaLMOHHOW
6e3onacHocTu (MB).
CtaHpapTbl PO B
obnactn NB.
MeToponorus
MOCTPOEHNSA CUCTEMBI
obecneyeHus Vb Ha
OCHOBE yMpaBJieHUs
pucKamu.

3. labopaTopHble
3aHATUS

CospaHue
KOPMOpaTUBHOWN CeTu
hunnanos c
OVHaMmn4yeckon
MapLpyTusaumen;

Mooy A NOOKNOYEHNA K

onepatopy NHTepHeT;
CeTeBoro
3KpaHNpoBaHMA.

Peanusauua pasgena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIH(hopMaLMnoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «AOMUHUCTPUPOBaHNE
B MIH(hopMaLMnOHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHME
B MIH(hopMaLnoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

3.2

3.3

3.4

13.2. Tembl (pa3pensl) OUCLUNIUHBI U BUAbI 3aHATUN

Ne
n/n

HanmeHoBaHue
pasgena guCUMnInHbI

Cny>0bl KaTanoros.
(nab.)

AOMUHUCTPUPOBaHME
UNIX-nogo6bHbix OC.
(nab.)

ObecneyeHune
NH(MOPMaLMOHHOW
6e3onacHocTn UC.
(nab.)

HaumeHoBaHMe TEMbI
(pa3pena)

BeeneHune B 3apa4m
aAMUHUCTPUPOBAHMS.
Cnyx6el
TeXHN4YecKom
noanep>XKu.

YnpasJsieHne ceTaMun
Cny»x6bl KaTasIoros..

ALMWHUCTPUPOBaHME
UNIX-nopo6Hbix OC

ObecneyeHune
NHOPMaLMOHHON
6e3omnacHocTn UC

JIeKUMOHHble
3aHATUSA

Coniep>xaHue pa3gena
OVNCLMMINHBI

dopMuMpoBaHNE OOMEH];
hopmMupoBaHme
NnoJib30BaTebCKOM
cpeabl C MOMOLLbLIO
FPYNMoBOM NOJINTUKK;
MaccoBas yCTaHOBKa
MNO; ueHTpann3oBaHHoe
yrnpasJjieHue
NHMOPMaLMOHHOW
He3onacHoOCTbIO B
nomMeHe

YcTaHoBKa 1 6a3oBoe
CUCTEMHoE
aLMUHUCTPMPOBaHNE
UNIX-nogobHbix OC;
ynpasaeHue cnyxxbamu;
MeHeOKepbl NaKeToB U
peno3utopun; SELinux.

MocTpoeHme cncTemsl
obecneyeHunsa Vb Ha
OCHOBE yrpaBJ/ieHNs
prucKamum.

3aHATUA

14

MpakTnyeckne JlabopaTopHble

Peanusauua pasgena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

DNIEKTPOHHBIN pecypc «ALMUHUCTPUPOBAHNE
B MIH(hopMaLMnoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «xAAMUHUCTPUPOBAHNE
B IH(hopMaLnoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

DNEKTPOHHBIN pecypc «KAAMUHNCTPUPOBAHNE
B MHopmaLmMoHHbIX CucTemMax»,
https://edu.vsu.ru/course/view.php?id=3102

CamocTosTenbHass Bcero
3aHATNS paboTa
8 10
4 24 30
4 16 24
4 18 26
2 14 18
14 80 108



14. MeToaunyeckue yKasaHus gns oby4yaloLmUxcs No 0OCBOEHUIO AUCLUMNIINHDI

OucumnnnuHa TpebyeT paboThl C hatnamMu-npeseHTauUnaMn NPaKTUYECKUX 3aHATUA 1 COOTBETCTBYOLWUMY
rnaBaMm PeKOMEHAO0BaHHOMW OCHOBHOW AMTepaTypbl, @ Takxe, 0643aTeNbHOro BbIMOJHEHUS BCEX
nabopaTopHbIX 3afaHuNA B KOMMNbOTEPHOM Knacce. CaMocToATeNbHasA NOArOTOBKa K NlabopaToOpHbIM
3aHATUAM He TpebyeTca, T.K. HeobXxoaMMble peKoMeHAauMmn JalTCA B ayAUTOPUN, rTAe BbIMOJHATCS
nabopaTopHble paboThl.

CamocTosTenbHasa paboTa NPOBOAUTCS B KOMMbIOTEPHBIX KNaccax ®KH ¢ ncnonb3oBaHneM MeToLNYECKMX
MaTepMasnoB PacrnosioXKeHHbIX Ha y4yebHo-MeToanveckom cepeepe ®KH "\\fs.cs.vsu.ru\Library", Ha cepBepe
Moodle BI'Y edu.vsu.ru, BbIMOJIHEHMEM 3a[a4 KOHGUIYpUpoOBaHMa BUpTyanusmposaHHon NC. Bo Bpems
CaMoCTOATEeNbHON PaboTbl CTYAEHTbLI NCNOJb3YIOT NEKTPOHHO-OMBNINOTEYHbIE CUCTEMBI, LOCTYMHbIE Ha
nopTane 3oHanbHoW bubnnotekn BrY no agpecy www.lib.vsu.ru. bonblwasa 4acTb 3afaHunin MoOXXeT BbiTb
BbIMNOJ/IHEHA BHE ayAUTOPWIA Ha LOMALLUHEM KOMMbIOTEpPE, NOC/e KOMMPOBAHNS METOANYECKUX YKa3aHWU U
Heobxoanmoro MO ¢ y4yebHo-meTOoaMYecKoro cepeepa OKH.

15. MepeyeHb OCHOBHOM U A,ONOJIHUTEJILHON NUTEpaTypbl, PECYyPCOB MHTEPHET, HeobXoAUMbIX
011 OCBOEHUSA AUCLUMJINHDI

Ne McToYHMK

n/m

1 Cbicoes, 3.B. AIMUHNCTPUPOBaHMNE KOMIMbIOTEPHbIX CeTeli : yyebHoe nocobue / 3.B. Ceicoes, A.B.
Tepexos, E.B. bypuieBa ; TaMbOBCKMI roCcyAapCTBEHHbIA TEXHUYECKUA YHUBEPCUTET. - TamMbO0B :
Tamb0BCKUV roCyAapCTBEHHbIVI TEXHUYECKU yHuBepcuTeT (TITY), 2017. - 80 . : ua.—
YHuBepcuteTckas bubanoTeka OHNavH : 31eKTPOHHO-bnbanoTedHas cnctema. — Pexum
aoctyna : http://biblioclub.ru/index.php?page=book&id=499414

2 loHyapyk, C.B. AamuHnctpuposaHune OC Linux / C.B. FToHYapyk. - 2-e n3g., ucrnp. - Mocksa :

HauwoHanbHbi OTKPbITIV YHUBEpcuTeT «MHTYUT», 2016. - 165 ¢. — YHUBepcuTeTCKas
6ub1MOTEKA OHAAVIH : 3/1IEKTPOHHO-6MbIMOTEYHaA cucTeMa. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=429014

6) nononHWTeNbLHaa NUTepaTypa:

Ne NcToYHMK
n/n

1 AgmuHucTpuposaHmne OC Unix : kypc : y4ebHoe nocobue : [16+4] / HaunoHanbHbIN OTKPbITbIN
YHuepcuteT "UHTYUT". - MockBa : IHTepHeT-YHuBepcuTeT VIHhOpMaLMOHHbBIX TeXHONor i
(MHTYWT), 2008. - 257 c. - Pe)xum gocTyna: no nognucke. -

URL: https://biblioclub.ru/index.php?page=book&id=233563 (gaTa obpaiieHuns: 23.05.2023). -
TeKCT : 3NeKTPOHHbIN.

2 OcHoBbl paboTel B nporpamme CISCO PACKET TRACER : y4ebHo-MeToamyeckoe nocobue /
coctasutenn . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/1eKTPOHHbIN //
JlaHb : an1eKTpoHHO-6nbnnoteyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHuns: 23.05.2023).



Ne
n/n

NCcToYHUK

Bnacos, 10.B. AnMuHNCTpupoBaHne ceTer Ha naatgopme MS Windows Server : yyebHoe nocobume
/ 10.B. Bnacos, T.W. PuikoBa. - MockBa : IHTepHeT-YHuBepcnTeT VIHOPpMaLMOHHBIX TEXHOI0r i
(MHTYUT) : BuHom. JlabopaTopms 3HaHui, 2008. - 384 c. : un.,Tabn. — YHUBEPCUTETCKas
6ubamoTeKa OHAaNH : 31IEKTPOHHO-6MbIMoTEYHas cncTtema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=233291

BsiTkuH, A.W. [TpOEKTMPOBaHNE JIOKaJbHbIX U KOPHOPAaTUBHBIX CETEN: y4EOHO-METOANYECKNI
KoMrieKkc. JlabopaTopHbIV MPaKTUKYM 415 CTYAEeHTOB HanpasaeHns 09.03.02
«VIHhopMaLUMOHHbIE CUCTEMbI Y TEXHOJIOM N> MPOUIIA MOLrOTOBKN «MIHGhOpMaLIMOHHbIe
CUCTEMbI Y TEXHOJIOTW B aAMUHUCTPATUBHOM yripasiaeHun» n HarpasaeHns 09.03.03
«[MpnknagHas nHpopmMaTuKa» rnpogpuia NogroToBku «llpuknagHas HGHoOPMaTUKa B IKOHOMUKE»
04Hou hopmMbl 0by4eHus : [16+] / A.N. BaTkuH | oTB. pea. W.H. Fnyxux ; TOMEHCKu
rocyAapCTBEHHbIN YHUBEPCUTET. - TIOMEHb | TOMEHCKWV roCyAapCTBEHHbIN yHUBepcuTeT, 2016.
- 103 c. : un. — YHnBepcuteTckas bubanoTeka oHNauH | 31EKTPOHHO-6MbIMOTEYHas cuctema. —
Pexum goctyna : http://biblioclub.ru/index.php?page=book&id=574520

CucTeMbl 3aLnThl MHGOPMaLMU B BeAyLUNX 3apybexHbix cTpaHax : y4ebHoe nocobue : [16+] / B.
W. ABepyeHkos, M. I0. PbiToB, I. B. KoHApalumH, M. B. PynaHoBckui ;| Hayd. ped. B. Y.
ABepYyeHKoB. - 5-e nu3a., ctep. - Mocksa : ®JINHTA, 2021. - 224 c. — YHUBEpCUTETCKas
6ubnnoTeka OHAaVIH : 31EKTPOHHO-bnbinoTeyHas cuctema. — Pexum goctyna:
https://biblioclub.ru/index.php?page=book&id=93351

B) MH(DOPMALMOHHbIE 3N1EKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:

Ne n/n

NcToYHMK

bnbnnoteka BI'Y, http://www.lib.vsu.ru

3BC «YHuBepcuTeTckas bubnmnoTteka online», https://biblioclub.ru

9bC «JlaHb», https://e.lanbook.com

Cepsep y4ebHo-mMeToan4ecknx matepuanoB PKH, \\fs.cs.vsu.ru\Library

Obpa3oBaTesNbHbIN NOpTan "INeKTPOHHLIN YyHUBepcuTeT BIY", http://edu.vsu.ru

16. NepeuyeHb yuebHO-MeTOAMYECKOrO obecnevyeHuns gnsa camocToaTesbHON paboTbl

Ne n/n

NCTOYHMK
Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

9YMK «AgMUHUCTpUpOoBaHMe B MHGOpMaLnOHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

17. O6pa3oBaTesnbHblie TEXHOJIOTMYU, UCMOJIb3YyEMbIe NPU peanu3auum y4yeOHOW AUCLUNIINHBI,



BKJ1I0YasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun ([OT), anekTpoHHoe oby4yeHue (30),
CMeluaHHoe oby4yeHue):

1. TexHonoruu BupTyanusaummn: Cpena suptyanmsayum Oracle/Sun Virtual Box
2. Obpa3oBaTenbHbIn nopTan Moodle (cepep Moodle BI'Y)

3. CepBepHble 1 kKnneHTckne OC Microsoft.

4. OnepaunoHHas cuctema GNU/Linux (auctpubyTus PEL OC).

18. MaTepuanbHO-TEXHUYECKOE obecneyeHue AUCLUNIIUHDI:

1. JleKUMOHHaa ayamuTopmus, OCHallleHHas BULEONPOEKTOPOM.

2. KoMnbloTepHbIN Knacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWLEHHbIM MPOrPaMMHbIM
obecneyeHmem VirtualBox. O6bem csobonHom nocne 3arpyskm OC onepaTuMBHOM NamMATn Ha paboyee
MecTo He MeHee 8 I'b (TpebyeTcsa onsd BUPTYasibHbIX MaLUUH).

19. OueHo4YHbIe CpeacTBa ANA NPOBeAeHUA TEKYLLEN U NPOMEXXYTOYHOW aTTecTauun

MopsAoK OLEHKM 0CBOEHMS 00yYaloLWMMNCS y4ebHOro MaTepmana onpeaensieTcs Coaep>XXaHmem
CneayoLwmnx pasaenos ANCUUMINHBI:

Ne Pazpensl Kon komneTeHumn Kop nHamkaTopa OuLeHOYHble CpeacTBa AN4
n/n OUCLUNINHBI Tekyllen aTTecTaumm
(Mozynn)

1 Pa3zpensl 1,2 MNK-2 NnK-2.1 KoHTponbHas 1. J1ab. 3agaHune
1

2 Paspoen 3 NnK-2 MNnK-2.2 KoHTponbHad 2. J1ab. 3agaHune
2

3 Pa3zpensl 4,5 MNK-2 MNK-2.3 KoHTponbHas 3. J1ab. 3agaHune
3

MpomMe)XyTo4YHas aTTecTaums

dopMa KOHTPOJIA - 3a4eT C OLLeHKOW

OueHoYHble CpeacTBa A1 NPOMEXYTOYHON aTTecTaumm

OpnHo 13 nabopaTopHbIX 3adaHnin. Bonpockl U3 KOHTPOJIbHbLIX paboT.

20 TunoBble OUEeHOYHble CPeacTBa U MeToAMYeCcKUue MaTepuansl, onpepensiowme npouenypbl
OLLeHMBaHuSA

20.1 TeKyLwWwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorua npoBepeHus:

Tekylwas aTTecTauuns NPoBoANTCS B (pOpMax NMUCbMEHHbIX (MM B SNEKTPOHHOM BUAE Ha CalTe
edu.vsu.ru) KOHTPObHbIX PaboT No nekuunsMm n nabopaTopHbIX 3agaHnn. OLLEHKWN 33 BOMPOChI KaXX10M
KOHTPOJIbHOMN pPaboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTcs K 50-6annbHOMY 3HaveHuto. Kaxxaas
nabopaTopHas paboTa OLEHNBAETCS KaK BbIMOJIHEHHASA UM HEBbLIMOJHEHHAA COMJTACHO KPUTEPUAM B eé
onncaHuM Ha edu.vsu.ru. B KOHLEe ceMecTpa BblHMCASETCA CPeAHAN OLLEeHKa 3a BCe KOHTPOJIbHblE PaboThbl
1 nabopaTopHble 3aAaHNs. DTa OLLEHKA SIBASIETCA OLEHKON 3a paboTy CTyleHTa B Te4eHMe BCEro
cemecTpa ¥ NCNoJIb3yeTCa A1 pacyeTa UTOFOBOM OLEHKM Mo npeaMeTy (cMm. pasgen 20.2).

CooTHOLLEeHMe noKasaTesnen, KPpUTepMeB U LLKaJibl OLLeHUBAHUA pe3ybTaToB 00y4yeHus



KpnTepumn oueHnBaHns KOMMETEHLUN YpoBeHb LLIkana oueHoK
CHOPMUPOBAHHOCTM
KOMMeTEeHLUN

BepHble 0TBETbI Ha BCE BOMPOCHI KOHTPOJIbHOM paboThl. Bce  |MOBbILLEHHLIN OTAnYHo

KpUTepumn BbiNoJIHEHNA 1 paboTocnocobHOCTH B YPOBEHb

nabopaTopHbIX 3a4aHNSX - YA0BNETBOPEHbI.

BepHble 0TBETHI Ha 60JIbLLIYIO YaCTb BOMPOCOB KOHTPOLHON  |Ba30BbIN XopoLuo

paboTbl. BoNbLIAA YaCTb KPUTEPMEB BbIMOSHEHUS 1 YPOBEHb

paboTocnocobHoCcTM B nabopaToOpHbIX 3afaHNAX -

yO0BJIeTBOPEHaA.

BepHble 0TBeTbl Ha Hanbonee BaXkHble YacTW BOMPOCOB Moporoseii YLOBNEeTBOPUTENBHO

KOHTPOAbHOW paboTbl. ba3oBas YaCTb KpUTEPMEB YpPOBEHb

BbINOJIHEHUS 1 paboTocnocobHOCT B NabopaTopHbIX

3a[l@aHUAX - YOOBJIETBOPEHa.

HeT nnu KpaliHe Mano BepHbIX OTBETOB Ha Hanbosiee BaXkHbIe |- HeynoBneTBopuTeibHO

4acCTy BOMPOCOB KOHTPOJIbHOM paboThl. ba3oBas YacTb

KpUTepureB BbINoAHeHMA 1 paboTocnocobHoCcTN B

nabopaTopHbIX 3a4aHUSAX - HE YO0BNETBOPEHA.

dopMUpoBaHME OLLEHOK:

Mpu OUEHMBAHNM Pe3yNIbTaTOB TEKYLLEN aTTeCTaLUMmN UCMOb3YEeTCA KOMYECTBEHHAA LWKaNa OLEHOK.
YnomsiHyTas Bbilwe 50-6annbHasn cpeHss OLeHKa onpeaenseT ypoBeHb CHOPMUPOBAHHOCTY
KOMMETEHLUMNIA 1 BANSET Ha UTOrOBYIO OLIEHKY (cM. pa3gen 20.2).

ﬂepequb 3apaHUKA pna KOHTPOJIbHbIX pa60T

Ne

Bonpocbl KOHTPOIbHOM paboThl 1

1

Ecnn npaBuabHas, TO 4TO 03Ha4YaeT KoMaHaa: ip route 0.0.0.0 0.0.0.0 10.20.30.40 ? Ecanm
HenpaBWibHas - MOMNpPaBbTe U 06bACHMTE.

Ha kakux ypoBHax mogenu ISO/OSI MOXXHO NpoBOAUTbL (PUAbTPALNIO AaHHbIX, NCAONAb3YS CMIUCKN
noctyna 10S?

B yem oTAmM4Me NPOTOKOMa MapLLpyTM3aumm (routing protocol) oT MapLpyTU3NPYyEMOro
npoTokona (routed protocol)? MpueeguTe npuMepsl routing 1 routed NpoTOKOJIOB.

Y10 o3HayvaloT cumBosbl O, C, R B incTuHre 10S Tabnmubl MaplipyTU3aunm, Kak BOSHUKAOT
Takue (O, C n R) 3anucun?

B 4yem cocToAT 3afauu aﬂ,MI/IHI/ICTpI/IpOBaHI/IFI? MNepeyncnute 00BbEKTbI aﬂ,MI/IHI/ICTpI/IpOBaHI/Iﬂ?

K Kakow rpynne npoToKoJIoB OTHOCUTCA (1 nodvemy) RIP: K rpynne BHELHUX U BHYTPEHHUX
npoTtokonos? A EIGRP? Kakune cyLlecTByIOT orpaHmnyeHns no npuMmeHeHuto EIGRP n RIP?

Ecnn npaBuabHas, TO 4TO 03Ha4YaeT KoMaHaa: access-list 110 permit ip any 0.0.0.0
255.255.255.255 ? Ecnun HenpaBuabHas - nonpaBbTe U 06bACHUTE.

B 4yem ocobeHHOCTM npruMeHeHusa RIPNg no cpaBHeHuto ¢ RIP?

B yem otnnume NAT n PAT (NAT override)? B yem cnoxHocTb peanunsauun NAT ans UDP nakeTtos
no cpaBHeHuto ¢ TCP?

10

B yem oT/M4Me NPOTOKOIA MapLUpyTM3aLMn «BeKTopa cocTosHUs» (distance vector) ot
«cocToAaHns cBa3u» (link state)? Kakol npoTokos oTHOCUTCA K KNlaccy “path vector”?

11

Ecnm npaBuabHas, TO YTO O3HaYaeT KOMaHfa: access-class 123 in ? Ecam HenpaBuibHas -
nonpaebTe 1 06bACHUTE.

12

YT1o Takoe IP Tabnmua MapwpyTr3aTopa, 4TO B HEN HaxoauTca? Mpueeante npumep Tabnauubl,
3aMoJIHMB Napy CTPOK.

13

Moyemy cxemy agpecaumm IPv4, ocHoBaHHas Ha knaccax, bbina 3ameHeHa Ha CIDR?  YTo Takoe
CIDR? YTo0 Takoe VLSM?

14

KakoBbl 0CHOBHble ocobeHHocTH EIGRP? Kak B 10S BkntovaeTcst (E)IGRP MapLuipyTm3aums
(MpuBeanTe NpMMep NOCNen0BaTENbHOCTA KOMaH 1 06bACHNTE OENCTBME Kaxa0M)?




15 |Kakue cywecTBytoT KoMaHabl I0S ons NpoBepKM HaCTPONKK CIMCKOB AOCTYyMNa (NpocMoTpa
CrnCKa npasua n T7.4.)7

16 |4YTO Takoe BHYTpPEHHME 1 BHeLWHMe NnpoTokobl (IGP, EGP)? MpueeauTe npuMepsbl 45 KaXKA0ro
Kfacca.

17 |B 4eM npenmyLLeCTBa, K Kakne eCTb NoTeHUMa bHble Mpobsembl y ANHaMUYECKON
MapLpyTu3aumm? YTo Takoe KOHBepreHuus NpoTokKola MapLpyTusauumn?

18 |Kak B I0S 3apaTh IP-agpec ana nHtepgenca? NMpueeauTe npumep - CEpUO KOMaHg (419 agpeca
4YacTHOW ceTu Kylacca B).

19 |YTo Takoe agMUHUCTPaTUBHOE paccTosHME. [N Kakux NPOTOKOI0B OHO nMeeT 6osibLune
3Ha4YyeHusa 1 novyemy?

20 |Ecnm npaBusibHas, TO 4TO O3Ha4YaeT KOMaHAa: ip access-group 123 in ? Ecnum HenpaBuibHas -
nonpaebTe 1 06bACHUTE.

21 |Ecnm npaBufibHas, TO 4TO O3Ha4YaeT KoMaHga: access-list 123 permit tcp any 0.0.0.0
255.255.255.255 eq 443 ? Ecan HenpaBuibHas - nonpaebTe 1 06bACHNTE.

22 |YTo0 Takoe cnuckn poctyna I0S, Kaknx TUMOB OHM BbIBAIOT U A5 Yero ncnonb3yTcsa? Kakume
KoMaHabl |0OS Hy>KHO BbIMOAHUTb, YTOObLI BOCMO/1b30BaTbCSA CMMCKaMK AOCTyna?

23 |Ecnm npaBuibHas, TO 4TO O3Ha4yaeT KoMaHAa: ip route 163.4.0.0 255.255.0.0 10.1.1.17
Ecnv HenpaBuibHas - NonpaebTe U 00BACHUTE.

24 |47o Takoe VLAN un Kak peasin3oBaH0? Kak Ha3bIiBaaCsA 1 YeM OTANYAJICA MPOTOTMM 3TON
TexHosornu, paspabotaHHbii CISCO?

25 |OcobeHHOCTM NpoToKoNa IS-IS, ons Yero oH MCNOMb3yeTCa N KakoBbl TpeboBaHMA K CETU Mpu
ero UcnoJib30BaHuN.

26 |Ecnm npaBuibHas, TO 4TO O3Ha4YaeT KOMaHAa: access-list 11 permit tcp ip any any eq 807
Ecnv HenpaBuabHas - monpaebTe U 06bACHUTE.

27 |Kakas koMaHAa (komaHAbl) I0S noka)keT MapLupyTHYto Tabnuuy MapwpyTusaTtopa?

28 |YTo Takoe arpermpoBaHue agpecoB, 415 Yero ucnosb3yetcsa? Yto Takoe IP-nogceThb u IP-
cynepceTb? Mpumepsl.

29 |KakoBbl 0CHOBHbIe ocobeHHocTH RIP? Kak B |0S BkitovaeTca RIP (npuBeante npumep
Nnoc/efoBaTeIbHOCTM KOMaH[ U 00BbACHUTE AENCTBUE KaXkoon)?

30 [B yem ocobeHHocTb 06nacTn c Homepom O (Area 0) 1 Kako MPOTOKON MapLUpyTM3aLun
ncnosb3yeTt obnacTu?

31 |B yem otaunyms RIP n EIGRP MapLupyTr3aUnii, B KakUX CaydYasix UCMOb3YOT OA4HY, @ B KaKunX -
apyryto? Kakue macwTabHble orpaHnyeHmns ecTb Y RIP? Moyemy RIP nHorna Ha3biBatloT
«MapLupyTU3aumen no cayxams.

32 |Ecnm npaBuibHas, TO YTO O3Ha4YaeT KomaHpAa: ip route 15.15.0.0 255.255.0.0
151.150.150.150? Ecnv HenpaBuabHas - nonpaebTe U 00bACHUTE.

33 |Ha kakom obopynoBaHum obbl4HO HEOBXOAMMO BbIMOAHATL KOHUrypnposaHne VLAN? B yem
COCTOWT 3TO KOH(DUIYpUpOBaHME (YTO HYXKHO CAeNnaTb, «Mo Lwaram»)?

34 |KakoBbl 0CHOBHble oTan4us EIGRP oT OSPF? K ceTax kakoro maclitaba ucnons3syetcs OSPF un
noyemy? B 4em rnaBHoe orpaHunyeHne ncnonb3oBaHna EIGRP? Kakon n3 npoTokonos
ncnonb3yeT obnacTu (area) n AN YEro OHW HYXHbI?

35 [Ha3oBute n onuwmnte meToabl 60pbbbl C METAAMU MapLpyTU3aunn. Movyemy OHM BO3HUKAIOT U
Kak nx nsbexaTtb (cnocobbl)?

Ne Bonpochkl KOHTPONLHON paboTbl 2

1 B yem cxopcTBo Directory Service ¢ 6onee paHHuMuy peweHunamm: NYS+NFS. OnvwnTte 3Tu
peLleHuns.

2 Kak KoHurypupytoTcs iptables? Kak genatoTca nsmMeHeHns B Tekyllen paboTe iptables n kakum
00pa3oM 3Tu M3MEHEHNS MOXKHO COXPaHUTb, 4TOObI OHM OCTaNUCh K Nocie nepesarpyskn 0C?

3 Kak co3gaTb Active Directory? YTo Takoe cxema Active Directory, BO3MOXXHO 1 ee n3MeHeHmne?
Y10 Takoe n ANd Yero ncnosb3yetca anHammnydeckuin DNS (DDNS) B cny»xbe kaTanora AD.

4 Y10 Takoe cnyxba kaTanora? [lante onpefeneHne n Ha 3TOM onpefeneHnn NokaxxmTe Kak
NMEHHO peanun3oBaHbl B Microsoft Active Directory Te 3fieMeHThl, KOTOpbIE YNOMSAHYThHI B Baluem
onpeneneHunn cnyxbbl kaTanora. Yto Takoe DN 1 RDN?

5 B yem npobnembl AUCKPELMOHHON NOANTUKK Be3onacHoCTK (ynpaBaeHns 4ocTynom)? Moyemy

HecMmoTps Ha 37K npobnembl DAC wWnpoko ncnonblyetcs (MpakTunyeckn Bo Bcex OC)? MoXKHO nu
pewnTb 3T npobnembl B pamkax DAC n Kak?




Y1o Takoe GID, UID B knaccnyeckmx UNIX OC 1 Kak OHW UCMOSIb3YIOTCA 019 YrpaBJieHUs
noctynom? Kakue Bo3MoxHocTu gobasnsioT SUID, SGID?

YTo Takoe NieC 1 Kakne elle CyLWecTBYT CTPYKTYpHbie ypoBHU B Active Directory? ns yero
HY>XHbl 3TW YPOBHUN? YTO Takoe canTbl NpUMeHNTeNbHO K Active Directory n B Kakmnx ciiyqasax u
Kak ux co3patot? [na Yyero co3gatoT CanTbl?

Kakue n3MeHeHunsa B yrnpaBJseHun focTynom knaccuyeckoro UNIX BO3MOXKHbI C UCMOJIb30BaHNEM
SUDQ? PeluatoTcst M 3TON TexHonorumen npobnemsl nogxona DAC v B Kakoi cTeneHn?

Y1o Takoe SELinux, Kakune 3afayn peLliaeT n KeMm pa3paboTaH 1 nogaepxmnaetca? OnuwmnTe
nocaeoBaTe/IbHOCTb AENCTBUI MO BKJIKOYEHNIO U HAaCTporke ero Ha CentOS. Kakne nomHuTe
pacnpocTpaHeHHble yTunuTbl SELinux, ana yero ncnonb3ytoTca?

10

Y10 Takoe pennukauma B Active Directory, pa3aensl n KoHTeKCThl AD? B kakoin obnactu (5x)
BbIMOJIHAETCA penankaumsa? YTo Takoe CxeMa, rae XpaHuTCcsa U Kak moaunduunpyerca?

11

Y10 Takoe AOMEHbI, KOHTEKCTbI, Nob30BaTeNn SELinUX, NOMeYeHHbIe 1 HENMOMEYEeHHbIe
nonb3oBaTenu 1 npoueccol? Kak orpaHuyeHms SELinux paboTatoT BMecCTe C TpagULNOHHbIM
ynpasJjieHnem [oCTyrnoM Ha ocHose GID/UID?

12

Y710 Takoe cybbekTbl 1 06beKTbl B KOHTEKCTE ynpasfeHns foctynom. Kak paboTaeT MmaHAaTHas
(MAC) nonutuka ynpasneHusa goctynom? B 4em ee otamyme ot DAC (nprvBefnTe npuMepbl
poctyna K canny B DAC n MAC? Moyemy MAC Mano pacnpocTpaHeHa B cywiecTtsytowmx OC?

Bonpocbl KOHTpOJIbHON paboThbl 3

Kak paboTaeT X-Window, 4To Takoe X-cepep 1 X-kneHT? C NOMOLLbIO KaKUX TPAHCMOPTHbIX
MeXaHW3MOB OHM MOTYT B3aMMOLENCTBOBAThL, Korga X-cepep U X-KJANEHT Haxo4sTca Ha O4HOM
KOMMblOTEPE M KOrfa Ha pa3Hbix? B 4eM ocobeHHOCTU rpadmnyeckoro pewweHns X-Window, no
CpaBHEHUIO C APYrMMU N3BECTHLIMU BaM rpacduyeckumm cuctemam?

Kakum 06pa3oM agMUHUCTPATOP ONpenenseT Kak 1 B KaKOM NopsaKe 0CTaHaB/IMBAOTCA
cepBuchl/aeMoHbl npu 3aBeplueHmn OC UNIX 1 Kak onpegenseTcs nociefoBaTebHOCTb
3aBepLIEHNS pa3INYHbIX CEPBUCOB/LEMOHOB?.

lNoyemy CHa4ana B CepBepHbLIX, 3aTEM B M0JIb30BaTEIbCKMX KOMMbIOTEPax CTaJi NCMOJIb30BaThb
EFI? Kakne BO3MOXHOCTM MO CPaBHEHWIO CO CTaHAapPTHON cxemol faeT EFI, MoxxHO nn obonTuch
6e3 EFl n B kakux cnyvasax? Kakne ectb npobnembl y MBR-MeToaa?

Y10 Takoe MBR? B kakux cnyyasax HeobxoanMo UCnosb3oBaTb BMeCcTo Hero GPT u kakne
BO3MOXHOCTW 3TO faeT?

OnnwunTe nocnenoBaTensHOCTh 3arpy3ku OC MK (IBM-coBMeCcTMOM) C MOMEHTa BKJIHOYEHNS
NUTaHUA 4O 3arpy3ku sapa. Yto Takoe “cTaHAapTHbIN Koa” MBR, Kak oH paboTaeT?

Kak 1 gs1a 4ero ucnonb3yoT agMUHUCTPATOPbI YPOBHM 3arpy3ku (run levels), cyuiecTsytoLine B
HekoTopblx OC UNIX? Mepedncante ytuantel UNIX ona apxmBmnpoBaHus, nepedncanTe
YTUANTBI 418 KOMNpeccumn (annos.

Kakvnm 0bpa3oM agMUHUCTPATOP ONpeaenseT Kak W B KAKOM MopsaKe 0CTaHaB/IMBaOTCA
cepsuckl/aemMoHbl nNpu 3aBepieHnn OC UNIX n kak onpenenseTcs nocsenoBaTesbHOCTb
3aBepLleHnsa pas3nnyHbIX CepBUCOB/LEMOHOB?

[nsa 4yero Hy>XHbl NporpaMmmbel-meHemxepbl nakeTos MO B OC UNIX? Onuwnte nx yHKLMUN,

Kakune ya3BUMOCTM CYLLECTBYIOT Yy KNaCcCM4eCckon cuctemel syslog? B yem cMmbich
ncnosib3oBaHMA napameTpos facility, priority, Kak UMEHHO UCMOMb3YIOTCA OHM NpPK
YKYpPHanMpoBaHMn? Kakune CyLLeCcTBYIOT BapuaHThbl 3anucu/nepenayn coobueHun B syslog?
Mpeanonoxum Heobxoammo cobpaTb cooblieHns ¢ 5 KoMMyTaTopoB € nomoLbio SYSLOG,
KaKoBa MoC/ief0BaTe/IbHOCTb AENCTBUI agMUHUCTpaTopa?

10

'0e 1 B KaKOM BUAEe MOXeT HaX0AUTbCA MHDopMaLmMs o noab3oBaTtenax, rpynnax 8 OC UNIX?
'oe 0bbl4HO Hax0AUTCA 3Ta MHOPMaUKMs B C/yvae oTAesbHOM paboyen cTaHuumn? Kakum
06pa3oM MOXXHO ynpaBAaTb (Co3AaBaTh/yaansiTb/MOANMDULMPOBATL) NoNb3oBaTeNs MK B OC
UNIX? MpuBeamnTe nocnenoBaTeNbHOCTY OEACTBUA NO CO3AaHNI0, YAaNeHno 1 610KMPOBaHNIO
(Bxoma B cuctemy) nonb3oatens 8 OC UNIX.

11

B 4yem oTan4me nepBmnYHOro (primary) n pacwunpeHHoro (extended) pasgenos gncka? Kakue
CYLEeCTBYIOT OrpaHNU4YeHNs Ha KOJI-BO pa3fenoB 3Tux Tunos? MoxxHo nn 3arpysutb OC,
Haxo4ALYCSA Ha NOrM4eCKoM ANCKEe pacLUMPEHHOro pa3fes, B YeM OTNYMA/KaK OCYLLeCTBUTb
3arpy3ky (ecam B0O3MOXXHO) B CpaBHeHUN ¢ pacnonoxxeHnem OC Ha nepBrMYHOM pa3sgene?

12

OnuwunTe nocneposaTesibHOCTb 3arpy3kn OC UNIX ¢ MOMeHTa 3arpys3ku agpa oo 3anycka
noJib30BaTeNeM MEPBOr0 MNPUIOXKEHMS (pacCMOTPUTE ABa BapuaHTa 3arpy3ku: o 3 m o 5
ypoBHel). B yem ocobeHHOCTb SystemV 3arpy3ku?




MepeyeHb nabopaTopHbIX 3aAaHUN

1 Ha BblOaHHOM OMUCaHUK TOMOJOTUM CEeTW MNpefcTaB/ieHa CeTb OpraHusauum,
cocTosAwas n3 N gpuamanos n LeHTpaabHOro ouca. Heobxoammo
CKOH(UTypupoBaTb MHTPAHET CeTb C MCMNOJ/Ib30BaHNEM KaHasI0B NOCTaBLLNKa
YCAyr CBSA3M U JocTyn B IHTepHeT Yyepes nocTaBLlmnKa ycyr MHTepHeT, a Takxe
obecrneynTb OoCTyn Mexay puamanamu (B T.4. ¢ Tpebyemoin cxemon 0ocTyna)
COr1IaCHO OMUCAHWUIO 3afaHus.

2 BbINONHUTL pa3BepTbiBaHMe CNyX0bl KaTanora AD U MPUMEHNTb K KOHTPOJIIepam
LoMeHa WabnoHbl 6e3onacHocTu. MokasaTb NpenofaBaTesto pesyibTaT
npuMeHeHns WabsoHOB 1 NpPaBa NoJb30BaTes1el COOTBETCTBYIOLLMX Fpynm.

3 PassepTbiBaHne GNU/Linux. MHTerpauns CentOS n PEL OC co cnyxbon kaTanora
AD DS.

OueHKa OCTaTO4YHbIX 3HAHUN
nK-2
3a4aHus 3aKPbITOr0 TUMA

1. B KakoM KOHTeKCTe A4o/KHa ObiTb BbIMONHEHA KOMaHa ip access-group 123 in ?
A. B KOHTEKCTEe CeTeBOro nHTepgenca
B KOHTEKCTe 06LLen KoHpUrypaLmm
B KOHTEKCTe KOH(Urypauum TnHum
B KOHTEKCTe [0CTyrna poyTepa
KOMaH4a HernpaBW/ibHas, HO eC/I HEMHOMO MNOAMNPaBUTb, TO B KOHTEKCTE CeTEeBOro
nHTepdenca
2. B KakoM KOHTeKCTe AoJkHa bbITb BbINOHEHA KOMaHAa ip access-group 123 in-out ?
A. B KOHTEKCTE CeTeBOro nHtepgeinca
B KOHTEKCTe 06LLen KoHurypaumm
B KOHTEKCTE KOH(Urypauum TnHum
B KOHTEKCTe [0CTyrna poyTepa
KOMaHAa HenpaBW/ibHas, HO eCi HEMHOMO NOAMNPaBUTb, TO B KOHTEKCTE CETEBOM0
NHTepernca
3. Tunbl pa3fenos, orpaHnyYeHne no nx KoamyecTsy, cnocob 3arpysku OC ¢ nomowbio MBR
XapaKTepHbI (BbibepnTe camoe noaxogsiiee):
A. TOJIbKO AJ19 KOMMbIOTEPOB MNO/b30BaTeNA
L1 KOMMbIOTEPOB M0JIb30BaTENA U [J19 CepBepoB
A1 KOMMbIOTEPOB MN0J1b30BaTeNa C apxuTekTypow IBM PC
015 KOMMbIOTEPOB M0JIb30BaTENS U CEPBEPOB C apXxuTekTypoin IBM PC
. 4514 NtobbIX KOMMbIOTEPOB C apxuTekTypown IBM PC n Sun Microsystems
4. Y70 03Ha4yaeT KoMaHa "network 192.168.129.16 0.0.0.15 area 11", BbiNOSIHEHHAsA B KOHTEKCTE
router ospf 11 ? CeTb - 04LHO30HHaS.
A. KOMaH[la He COOTBETCTBYeT paboToCnoCobHOM KOHDUIrypaLuum
B. KOMaH[a BbI30BEeT reHepaLmio aHHOHCOB MapLpyTa B ceTb 192.168.129.16
C. KOoMaH[a BbI30BET reHepaumnio aHHOHCOB COCTOSAHUN UHTeMEeNnCoB C agpecaMmn BXOAALLNMY B
192.168.129.16
5. Y10 03Ha4vaeT KoMaHAa "network 192.168.129.16 0.0.0.15 area 11", BbINOJIHEHHAsA B KOHTEKCTE
router ospf 11 ? CeTb - MHOr030HHaA.
A. KOMaH[la He COOTBETCTBYeT paboToCNoCObHOM KOHDUrypaLum
B. KOMaH[a BbI30BEeT reHepaLmio aHHOHCOB MapLpyTa B ceTb 192.168.129.16
C. KOoMaH[a BbI30BET reHepaumntio aHHOHCOB COCTOSAHUN UHTeMeNnCoB C agpecaMmun BXOAALLNMY B
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192.168.129.16
6. Mpouecc He MOXeT NoJIy4nUTb JOCTYN K HeKOTopoMy anny. Bel BeigscHUAK, 4To B OC GNU/Linux
paboTaeT SELinux. Kakne HaCTpOMKy LO/MKHbI ObITb M3MEHEHbI, 4T0bbI pa3pewwmnTs 4OCTyn?
A. ACL, POSIX pa3pelueHunsa n SELINUX-KOHTEKCT (hanna
ACL, POSIX pa3peweHnus n SELinux-gomeH canna
ACL, POSIX pa3peLueHus
ACL pa3peweHuns n SELinux-koHTeKCT thanna
POSIX pa3peLueHns n SELINUX-KOHTEKCT (hanna
ACL pa3peweHnus n SELinux-gomeH ¢aina
G. POSIX pa3peweHus n SELinux-gomeH tanna
7. 410 bygeT ecnm TermpoBaHHbIA Kagp NPUAET Ha access-nopT KoMmmyTaTopa?
A. 6yneT cbpolieH
B. 6yneT NpUHAT 1 pacnpoCTpaHEeH Ha BCe acCess-MopTbl COrnacHo 3agaHHomy B Tere VLAN
C. bygeT NpMHAT 1 pacnpoCTpaHeH TONbKO Ha Apyrue TPaHK-MopThl
D. 6yneT NpUHAT 1 pacnpoCTpaHeH Ha BCe acCess-MopThbl COracHO 3afaHHOMY A5 access-
nopta VLAN
8. YTo bypeT ecnum HeTernpoBaHHbIA Kagp NPUAET Ha access-nopT KoMMmyTaTopa?
A. 6yneT cbpolieH
B. 6yneT NpUHAT 1 pacnpoCTpaHeH Ha BCe acCess-MopThbl COrlacHO 3afaHHOMY O/15 access-
nopta VLAN
C. byneT NpuHSAT 1 pacnpoCcTpaHeH TObKO Ha ApYyrue TPpaHK-MopThbl
D. 6yneT NnpuHAT 1 pacnpoCTPaHEH Ha BCe aCCesS-MoPThbl COrnacHo 3agaHHoMy B Tere VLAN
9. MpaBwnibHa M KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?
A. npaBwibHas, paspeLlaeT AOCTYN C onpefesieHHoN ceTn Ha Beb-cepeep B onpeaeieHHom
ceTu no npoTokony HTTPS
B. npaBwuibHasd, paspelLaeT AOCTyn ¢ tobon ceTn Ha Beb-cepBep B ONpeaesieHHOn CeTun no
npotokosly HTTPS
C. npaBunbHas, paspeLwlaeT 4OCTYN C onpefeneHHON ceTu Ha Beb-cepsep B t0boM ceTn no
npotokosiy HTTPS
D. npaBwibHas, pa3pellaeT 4ocTyn ¢ ntobon cetn Ha Beb-cepsep B JIt0OOM CETK MO MPOTOKONY
HTTPS
E. HenpaBuibHas, HO eC/IM HEMHOIO NOAMNPaBUTb, pa3peLlaeT AoCTyn ¢ noboi ceTn Ha Beb-
cepsep B ftobon cetn no npoTokony HTTPS
F. HenpaBunbHas, HO €CAN HEMHOIO NOAMNPaBUTb, pa3peLllaeT AOCTyn ¢ atobon ceTn Ha Beb-
cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
G. HenpaBWJibHas, HO eC/I HEMHOIO MOAMPaBUTb, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS
10. MpaBuabHa M KoMaHAa access-list 10 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?
A. npaBwibHas, paspeLlaeT AOCTyN C onpenesieHHoNn ceTn Ha Beb-cepBep B onpeaesieHHom
ceTun no npoTokoay HTTPS
B. npaBuibHas, paspelLaeT AOCTyn C Ntobon ceTn Ha Beb-cepBep B ONpeaesieHHon CeTur no
npoTtokosy HTTPS
C. npaBunbHas, pa3pellaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepsep B Ntobo ceTn no
npoTtokosy HTTPS
D. npaBwibHad, paspelLaeT AoCTyn ¢ Ntobon ceTn Ha Beb-cepeep B Nt06OIN CETK MO NPOTOKONY
HTTPS
E. HenpaBuNbHas, HO €C/IM HEMHOIO NOAMNPaBUTbL, pa3peLlaeT A4oCcTyn ¢ nobon ceTn Ha Beb-
cepsep B fitobon cetn no npoTokoay HTTPS
F. HenpaBWnbHas, HO €CAN HEMHOMO NOANPaBUTb, pa3peLllaeT AOCTYN ¢ atobon ceTn Ha Beb-
cepBep B onpeaesieHHoM CeTu no npoTokoay HTTPS
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G.

HemnpaBuW/bHas, HO €C/I HEMHOI0 NOAMNPaBUTb, Pa3peLlaeT A0CTYN C onpeAesieHHOM CeT Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS

11. MpaBuabHa N KoMaHga access-list 123 permit ip any 0.0.0.0 255.255.255.255 eq 443 ?

A.

G.

npaBwWJibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHasA, pa3peLiaeT fOCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWSibHas, pa3peLlaeT AOCTyN C onpeaesieHHon ceTu Ha Beb-cepsep B fil0bo ceTu no
npotokosly HTTPS

. MpaBuUAbHasd, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-ceprep B Nt06OIN CeTM MO NPOTOKOY

HTTPS

. Henpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. Henpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTb, pa3peLLaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr 0 NOAMNPaBUTb, Pa3peLlaeT fOCTYM C ONpefesIeHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

12. MpaBunbHa N1 KoMaHda access-list 123 permit ip 10.0.0.0 0.0.0.255 0.0.0.0 255.255.255.255 eq

4437
A.

G.

npaBwWSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, pa3peLiaeT [OCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWSibHas, pa3peLlaeT AOCTYN C onpeaenieHHon ceTn Ha Beb-cepsep B filoboi ceTu no
npotokosly HTTPS

. NMpaBuUAbHas, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-cepeep B Nt06ON CeTM MO NPOTOKOY

HTTPS

. HernpaBu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. HernpaBu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr O NOAMNPaBUTb, Pa3peLlaeT fOCTYM C ONpefeleHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

13. MpaBunbHa N KoMaHZa access-list 123 permit ip 0.0.0.0 255.255.255.255 10.0.0.0 0.0.0.255 eq

4437
A.

G.

npaBwWSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, pa3peLiaeT fOCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWJibHas, pa3peLlaeT AOCTyn C onpeaesieHHon ceTu Ha Beb-cepsep B fil0bo ceTu no
npotokosly HTTPS

. NMpaBuUAbHad, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-ceprep B Nt06ON CETM MO NPOTOKOY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr 0 NOAMNPaBUTb, Pa3peLlaeT [OCTYN C ONpefesIeHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

14. Bam Heobx0ArMO NOCMOTPETb KaKMe CMUCKU [OCTyMNa eCTb Ha poyTepe U NPOCMOTPETbL UX NpaBuna.



15.

16.

17.

18.

19.

20.

21.

22.

23.

Kakue cyuiecTBytoT KoMaHAabl |I0S ons aToro?
A. shrun, sh ip access-list, sh access-list
B. sh ip access-list, sh access-list
C. sh access-list
Bam Heobx0aMMO NOCMOTPETb CMMCKK AOCTYNa Ha poyTepe, 4Tobbl NpoBepuTb paboTy nx Npasul.
Kakue cywiecTBytoT KoMaHAabl I0S ons 3Toro?
A. shrun, sh ip access-list, sh access-list
B. sh ip access-list, sh access-list
C. shrun
N9 4ero Hy>KeH MeHed)Kep AnCnaes n MoXKHo im 6e3 Hero o6onTuChL?
A. ons npoBepKyM NOAJIMHHOCTW NONb30BaTeNA U 3anycka X-cepBepa, 060ATUCH - MOXXHO
B. O15 npoBepKM MOMHOMOYNIA MOSIb30BaTENS U 3aMyCcka X-cepBepa, 060MTUCH - MOXKHO
C. ons npoBepKy NOAJIMHHOCTY MOJb30BaTeNd M 3anycka X-cepepa, 060MTUCh - HENb3A
D. Ans npoBepKyM MOAHOMOYMIA NOJSIb30BaTENS U 3anycka X-cepeepa, 060NTUCH - HENb3S
MpaBunbHas MM KOMaHAa access-class 123 in, ecnn TpebyeTcs pa3pewnTb AoCTyn no SSH K
poyTepy OT 3afaHHOM CETM WU KOHKPETHOro y3na?
A. npaBuibHas, Tak 00bIYHO 1 peLualoT faHHY 3a4a4y
B. npaBuibHasa hopMasbHO, HO Tak 0ObIYHO He peLlatoT AaHHYH 3ajady
C. HenpaBuibHas
MpaBunbHas MM KOMaHAa access-class 12 in, ecnn TpebyeTcs paspewmnTb oCTyn no SSH K
poyTepy OT 3aA4aHHOWN CEeTU NN KOHKPETHOro y3na?
A. npaBwibHas, Tak 0bbIYHO 1 pellatoT AaHHYI0 3adady
B. npaBuibHasa hopManbHO, HO Tak 06bIYHO HE peLlaloT AaHHY 3adady
C. HenpaBunbHas
Y10 03HavaeT cumBosbl D B ancTtuHre 10S Tabavubl MapLupyTusauumn?
A. pe3ynbTaT paboTbl NpoTokona EIGRP
B. pe3ynbTaTt paboTbl npoTokona OSPF
C. pesynbTaT paboThl npoTokona RIP
D. pe3ynbTaT HAacTpPOWKKM IP Ha NoKanbHOM UHTepdence
Y710 03HavaeT cumBobl O B anmcTuHre 10S Tabnnupl MappyTusaumm?
A. pe3synbTaT paboTbl NnpoTokona EIGRP
B. pe3ynbTaT paboThl NnpoTokona OSPF
C. pe3ynbTaT paboTbl npoTokoaa RIP
D. pesynbTaT HacTponku IP Ha nokasbHOM MHTepdence
Y10 ByneT ecniv TerMpoBaHHbI Kagp NPUAET Ha access-NopT KoMMyTaTopa?
A. 6yneT cbpolieH
B. 6yneT NpUHAT 1 pacnpoCTpaHEeH Ha BCe acCess-MopThbl COrnacHo 3agaHHomy B Tere VLAN
C. bygeT NpMHAT 1 pacnpoCTpaHeH TONbKO Ha Apyrue TPaHK-MopThl
D. ByneT NnpuMHAT 1 pacnpocTpaHeH Ha BCe access-nopThl COrJlacHO 3a4aHHOMY [J1A access-
nopta VLAN
Kaknm 0bpa3om BXoAsALWMIA B JOMEH KOMMbIOTEP onpefensdeT rhe HaxoAuTCa KOHTPpoaep AOMEHa
(Hanpumep, 4T06bI 3aNPOCUTL CMIMCOK FPYMNMOBbLIX NOANTUK)?
A. 4Yepe3 DNS 3anuch Tuna A
yepe3 DNS 3anuck Tuna SRV
yepe3 DNS 3anuce Tuna DC
yepe3 DHCP 3anucb Tvna SRV
yepe3 DHCP 3anucb Tvna A
F. Yepe3 DHCP 3anuck Tnna DC
0na vero co3gatoT canThl Active Directory? MpueeauTe npuMep, Korga 310 XXenaTesbHo caenaTb
A. [oMeH 06beamnHAeT HeCKOIbKO 34aHNIA C pa3HbIMW NOKaJIbHbIMU CETAMU, COeAUHEHHBIMU
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KaHanaMu C HU3KON NPOMyCKHON CNOCOBHOCTLIO.
B. lomeH 06beAnHAeT HECKOJIbKO 34aHUIN C Pa3HbIMU JIOKAJIbHbIMU CETAMM, COeANHEHHBIMM
KaHanamu € BbICOKOW NPOMYCKHOM CMOCOBHOCTLIO.
C. [omeH obbeanHAET HECKONbKO 34aHUIA C pa3HbIMU OKaNbHbIMU CETAMU, COEANHEHHBIMU
KaHanaMu ¢ 04MHaKOBOW MPOMYCKHOM CNOCOBHOCTbLIO.
24. Kak MOXXHO U3MeHUTb 0BbI4HbIN NOPAAOK HacnenosaHus GPO ?
A. 3anpeT HacneposaHus Ha OU
B. 3anpeT HacneposaHus Ha GPO
C. 3anpeT nepeonpenenenus (enforce, no-overide) Ha OU
25. lMpaBunbHa N1 KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?
A. npaBuibHas, pa3pellaeT [OCTyn C onpedeneHHon ceTu Ha Beb-cepsep B onpeaeneHHon
ceTun no npoTokoay HTTPS
B. npaBunbHas, pa3pellaeT foctyn ¢ nobor ceT Ha Beb-cepBep B onpefeneHHon ceTu no
npoTtokosy HTTPS
C. npaBunbHas, paspellaeT AOCTYN C onpefeneHHoON ceTu Ha Beb-cepsep B Nt0bON ceTn no
npoTtokosy HTTPS
D. npaBwibHad, paspelLaeT AoCTyn ¢ Ntobon ceTn Ha Beb-cepeep B Nt06OIN CETK MO NPOTOKONY
HTTPS
E. HenpaBwu/bHas, HO €CAN HEMHOMO NOAMNPaBUTb, pa3peLlaeT AOCTyn ¢ Ntobon ceTn Ha Beb-
cepsep B fitobon cetn no npoTokoay HTTPS
F. HenpaBuabHas, HO €C/I HEMHOro NOAMNPaBUTb, pa3peLlaeT AocTyn ¢ nobon ceTn Ha Beb-
cepBep B onpeaesieHHoM CeTu no npoTokoay HTTPS
G. HenpaBwW/bHas, HO €C/IM HEMHOIO NOAMNPaBUTb, pa3peLlaeT AOCTYN C ornpeAesieHHON CeTu Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS
26. [N 4ero Hy>XeH MeHexep gucnnies n MoxHo nn 6e3 Hero obonTucs?
A. 0na npoBepku NOAJIMHHOCTI NOJIb30BaTeNA U 3anycka X-cepeepa, 060MTUCH - MOXHO
B. Ans npoBepKu MONHOMOYMI NOJIb30BaTENA U 3anycka X-cepeepa, 060NTUCH - MOXKHO
C. onda npoBepkun NoAJMHHOCTU MOJb30BaTeNs U 3anycka X-cepBepa, 060NTUCH - HeNb3S
D. Aans npoBepKy MONHOMOYMI NOJIb30BaTENA U 3anycka X-cepeepa, 000NTUCH - HeNb3S
27. [Ina 4ero Hy)KeH MeHeg)Xep OKOH U MOXKHO 1 6e3 Hero obonTucs?
A. 0nsa 3anycka OKpy>XeHus nosb3oBaTens B Buae Habopa NpuaoXeHUn n onpeneneHus
cnocoboB ynpasneHns oKHaMu, 06oNTUCH - MOXXHO
ANS 3anyCcKa OKPY>XXeHUs NnoJsib3oBaTens B Buae Habopa npuaoxeHnin, 060NTUCh - MOXKHO
ANs onpegeneHns cnocobos ynpaBneHs oKHaMu, 060NTUCH - MOXXHO
D. on4a 3anycka OKpy>XeHus nosb3oBaTens B Buae Habopa NpunoxeHuin n onpeneneHus
cnocoboB ynpasneHns oKHaMu, 06onTUCh - Hesb3A
E. ana onpegenexHnsa cnocobos ynpaBaeHns oKHaMm, 060MTUCH - HENb3S
F. Aons 3anycka oKpy>XeHus nonb3oBaTesns B Buae Habopa npuaoxeHuin, 060NTUCh - Henb3s
28. KaKue CyLLeCTBYIOT OrpaHM4yeHna pasfena Tvna paclumpeHHsbln (extended) npu MBR ?
A. OCTyTCTBYeT 3arpy3o4Has 3anucb pasgena
B. oCTyTCTBYeT 3arpy3o4Has 3anncb AUCKa
C. Henb34 BbINONHUTL 3arpy3ky OC, KoTopas Haxo4UTCA Ha 3TOM pa3sfese
29. OnuwnTe npoLecc 3anycka rpauyeckoro NpuaoXeHns X. eCinm y Bac ecTb lOHUKC-cepsep 1 MK
nog ynpasseHnem Windows
A. ycTaHoBUTb 1 3anycTuTh MO X-cepBepa; BLIMONHUTL ayTeHTudrkaumnio Ha UNIX-cepsepe;
3aflaTb NMOJIOXKeHMe X-CcepBepa; 3anyCTuTb X-KJIMeHTa
B. ycTaHoBUTb 1 3anycTuTh MO X-cepBepa; BbIMONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3a4aTb MON0XeHNe X-K/INeHTa; 3anyCTuTb X-cepsep
C. ycTaHoBUTb ¥ 3anycTuThb M0 X-KNMeHTa; BbINOJHUTL ayTeHTUduKauno Ha UNIX-cepsepe;
3a4aTb MON0XeHNe X-K/INeHTa; 3anyCTuTb X-cepsep
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D. ycTaHoBUTb 1 3anycTuUTh MO X-KANeHTa; BLIMONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3aflaTb NonoXeHne X-cepBepa; 3anyCcTuTb X-cepsep
30. Kak MOXXHO NpoBeCTM MacCoBY0 YCTaHOBKY npuknagHoro MO Ha KoMnbloTepbl nogpasneneHuin? U
Korga B 3ToM c/iyvae bygeT ycTaHosneHo M0?
A. yepe3 GPO (pa3zen nonb3osaTens), cpasy nocne cosgaHua GPO
yepe3 GPO (pa3aoen koMmnbloTepa), cpasy nocse cosgaHuns GPO
yepes GPO (pa3gen komnbloTeEpa), Nocne Bxo4a B CUCTEMY
yepe3 GPO (pa3aen koMmnbloTepa), Nocse 3arpy3kn KoMnbsloTepa
yepes GPO (pa3gen nosb3oBaTens), NoCse 3arpy3kKn KoOMnbloTEPa

mOOw

3a[aHu1A OTKPLITOro TUMa
1. YkaxuTte ans MBR-AMCKa MaKCMMalibHOE KOJIMYECTBO MNePBUYHBLIX Pa3aesoB, B C/y4Yae, eC/iM Ha 3TOM
JNCKe CYLLLeCTBYIOT JIOrMYeCcKMe pasaenbl-ancku.

2. BoinonHme komaHAy show ip route, Bbl yBuaenn HeCKOJIbKO MapLUPYTHbLIX 3anucen:

10.0.0.0/27 via 15.16.17.20 metric =10 AD =90

10.0.0.0/26 via 15.16.17.21 metric = 20 AD = 110

10.0.0.0/27 via 15.16.17.22 metric = 30 AD =90

10.0.0.0/26 via 15.16.17.23 metric = 40 AD =110

Ha kakon w03 (ykaxute agpec) byneTt oTnpaBfieH NakeT C aApecom Ha3sHavyeHns 10.0.0.33 7

3. BoinonHmB KomaHAy show ip route, Bbl yBuaenn HeCKOJIbKO MapLUPYTHbLIX 3anucen:

10.0.0.0/27 via 15.16.17.20 metric =10 AD =90
10.0.0.0/26 via 15.16.17.21 metric =20 AD =120
10.0.0.0/27 via 15.16.17.22 metric =30 AD =90
10.0.0.0/26 via 15.16.17.23 metric =40 AD =110

Ha Kakon w03 (ykaxute agpec) byneTt oTnpaBfieH nakeT C agpecom HasHavyeHns 10.0.0.33 7

4 Ha KakoM MaKcuMasnbHOM ypoBHe Mogenun 1ISO/OSI MoXXHO NMPoBOAUTL PUIbTPALMI0 AAHHbIX, NCMOMb3YS
CTaHOapTHble cnucky goctyna 10S?

5. Ha kakom MakcumansHoM yposHe mogenn ISO/OSI MOXXHO NPOBOANTL (DUNLTPALMIO OAaHHbLIX, UCMOJIb3YS
paclUMpeHHble Cnnucky goctyna 10S?

6. Ha KakoM MakcuMansHoOM yposHe mogenu ISO/OSI MOXXHO NPoBOANTL (PUALTPALUIO AaHHbIX, UCMOJb3YS
CTaHdapHTble cnucky goctyna 10S?

3aflaHune C pa3BépPHYTbIM OTBETOM

1. Y7o Takoe arpernpoBaHue agpecos, 44 4ero ucnosblyetca? Yto Takoe IP-noaceTs u IP-cynepceTs?
Mpumepsi.

2. B yem npenmyulecTBa, U Kakue eCTb NOTEHLMaNbHbIE NPOOAEMbI Y ANHAMMUYECKON MapLipyTu3aumum?
YTo Takoe KOHBepreHums NpoToKoa MapLLpyTusaumm? B kakumx ciyyasx Bbl 66l He CTanm MCNosb30BaTb
NPOTOKOJ AUHAMUYECKO MapLUPYTU3aLUN, aOMUHUCTPUPYIO CETb OpraHn3auumn (MpuMeHnIn ool
CTaTU4eckyto)?

3. NMepeyncnnte ocHoBHble oTanyYns GNU/Linux-anctpunbyTtnsos. Movyemy NOSBUANCH NAaTHbIE
ANCTPMOYTMBLI, HECMOTPS Ha copyleft-nuueHsnn, Kakas bu3Hec-Moaenb UCNOJIb3YeTCs B 3TOM Ciy4vae?

20.2 MpoMeXxyTouyHasa aTrecTaums



TexHonorus nposeneHusn:

MpoMeXxyTo4yHas aTTecTauns NPOBOANTCS B (hOpMe MUCbMEHHOW KOHTPOJIbHOM paboTbl npu
0653aTe/IbHOM YCJI0BU BbIMOJIHEHNS B TEYEHME CEMECTPa BCeX IabopaTopHbIX 3alaHWiA 1 C y4eTOM
MOJTYYEHHbIX TEKYLLMNX OLeHOK. OLLEHKM 3a BOMPOChl KOHTPObHOW PaboThbl CyMMUPYOTCS, CyMMa
HopMupyeTcsa K 50-6an1bHOMY 3Ha4YeHWIO.

TpeGOBaHMﬂ K BbIMOJIHEHUIO 3a4aHUKA, WWKANbl U KpUuTepuu oueHnBaHuA

Mpu oueHNBaHUM pe3yNbTaTOB MPOMEXYTOYHON aTTecTauny CNonb3yeTcs KONMYEeCTBEHHAs LLKana
oueHoK. CornacHo NonoXXeHuo 0 6annbHO-penTUHroBon cncteme obyyveHuns, 50-bannbHas oLeHka 3a
NTOrOBYIO KOHTPOJIbHYI0 paboTy CKnafblBaeTCs C OLEHKOMN, MOYy4YEHHOW MO NToram aTTecTauun.
Mony4yeHHoe 100-bannbHOE 3Ha4YeHWe onpenenseT YpoBeHb CHOPMUPOBAHHOCTI KOMMAETEHLMNIA 1
MTOrOBYIO OLLEHKY (COraiacHO MOMOXKEHNI0 0 BanbHO-PEeNTUHIOBOM cucTeEME 0ByYeHns):

oLeHKa «oTamn4yHo» - 90...100 6bannos

oLeHKa «xopowo» - 70...89 6annos

OLEHKa «yOoBaeTBopuTEenbHO» - 50...69 6annos

OLEHKa «HeyaoBneTeopuTensHo» - 0...49 6annos

MepevyeHb BONPOCOB K UTOFOBOW KOHTPOJILHOM paboTe

1 Mepeyncnute Mogenun ocTyna K pecypcam, B 4eM 0COBeHHOCTb aAMUHUCTPUPOBAHNA KaX oM.

2 B 4eM cocToAT 3af4auv aAMUHUCTpUpPOoBaHKA? Mepeduncnute 06beKkTbl aAMUHUCTPUPOBaHNA? YTOo Takoe YPOBHM
noanepxkn? KomneteHuumn n npodeccmm, nmeroLe otHoweHne K AgMmuHnctpuposaHuto NC. CTpykTypa
CUCTEMbI MEXAYHAPOAHON cepTudmKauum agMUHACTPaTOPOB 1 IT-cneunanncTos.

3 Y70 Takoe IP Tabamua MaplipyTm3aTopa, 4TO B Hell HaxoanTca? MpuseamTe npumep Tabnuubl, 3anoaHUB Napy
CTPOK. YTO Takoe aAMUHNCTPaTMBHOE paccTosHMe. [1ng Kakmx NpOTOKOJIOB OHO MMeeT 60nbLUne 3HAYeHNS 1
noyemy?

4 Ha kakux ypoBHsx mogenu ISO/OSI MOXHO MPOBOANTL (hUbTPALIMIO AaHHbIX, UCMOb3YS CNUCKK gocTyna 10S?

5 B yem npenmylLLecTBa, 1 Kakue eCcTb NoTeHUMa bHble NpobaemMbl y AMHaMMUYeCKon MappyTusaunn? Kakue
6bIBalOT BMAbI AMHAMUYECKOW MapLUpyTU3aLmMmn? YTo Takoe KOHBEPreHL/a NPOTOKOAa MapLLIpyTM3aumum?

6 Y70 Takoe cnucky goctyna l0S, Kakux TUMNOB OHW BbIBAIOT U AN YEro UCnosb3yoTca? Kakme koMaHabl 10S
HY>XHO BbIMOJIHUTb, YTOObLI BOCMOJIb30BaTLCSA CNMCKaMM AOCTyNa?

7 YT1o Takoe VLAN?

8 Kakow 13 TpaHcnopTHbIX NpoToko1oB (UDP unn TCP) ncnonb3yet SNMP 1 noyemy caenaH Takon Beibop?

9 Y10 Takoe GPO? Kaknx TnnoB BbiBatoT n rae xpaHatca GPO?

10 KakK MOXHO M3MeHUTb NOPAAOK HacnenoBaHns GPO 1 Kakne MMEHHO N3MEHEHNS BO3MOXKHbI (MpuBeanTe
npumepsbl)? Kak MOXXHO 3afiaTb NapamMeTpbl, OTHOCALLUMECA K MOJIb30BaTENbCKOV KOH(UrypaLmun, Ans rpynmnbl
KOMMbIOTEPOB.

11 YT0 Takoe JieC 1 Kakme elle CyLLeCcTBYT CTPYKTYpHble ypoBHY B Active Directory? s 4ero Hy»XHbl 3TV YPOBHU?

12 Y70 Takoe cnyxba KaTanora? [lanTe onpeaeneHune n Ha 3TOM onpeAeneHny NoKaXxnTe Kak UMeHHO
peanun3oBaHbl B Microsoft Active Directory Te 3neMeHTbl, KOTOPbIE YNOMSAHYThI B ONpefeneHnmn cnyxbbl kaTanora.
Y1o Takoe DN 1 RDN?
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Kakue cyLecTByOT BO3MOXHOCTW M0 YNPaBJIeHNIO feflernposaHnem nosHoMounini agMuHUCTpuposaHms GPO?
Kak peann3oBaHo 3T0 fenernposaHune? MpusenuTe npuMep 3a4ay AenervposaHus.

14 Y10 Takoe agMUHNCTPATUBHbIE LWABNOHbLI?

15 Kak co3paTb Active Directory? YTo Takoe cxema Active Directory, BO3MOXHO 1 ee N3MeHeHne?

16 Y10 Takoe DACL (Cnncok ANCKPELMOHHOro KOHTPoas focTyna obbekTa halnnoBoi cuctemsl, 0bbekTa Active
Directory)?

17 g 4ero Hy>XHbl NporpaMmmbl-MeHepxepsl nakeTos MO B OC UNIX? OnuwimTte ux yHKLmMK.

18 Y10 Takoe MBR? B kakunx Ccny4asx HeobxoAnMO NCnosib30BaTh BMeCTO Hero GPT 1 Kakne BO3MOXXHOCTU 3TO
naet?

19 OnuwunTe nocnepoBaTenbHOCTb 3arpy3ky OC MK (IBM-coBMeCTVMOM) C MOMEHTa BKJIOYEHNS NUTaHUS [0
3arpysku aapa. Yto Takoe “ctaHOapTHbI kog” MBR, Kak oH paboTaeT?

20 B yem oTanyme nepBmYHOro (primary) n pacwmpeHHoro (extended) pa3genos oucka? Kakume cyLlecTByoT
OrpaHnYeHns Ha KOJ1-BO pa3fesioB 3TUX TUMOB?

21 Kak 1 15 4ero ncnosb3yloT agMUHUCTPATOPbI YPOBHYK 3arpy3ku (run levels), cywecTsytowme B HekoTopbix OC
UNIX?

22 ['oe n B KakOM BUAE MOXKET HaxoauTbCa MHpopMaLns o nonb3osatensx, rpynnax 8 OC UNIX?

23 B03M0OXXHO i1 cnonb3oBaHUe cnyxbbl KaTanora B kKayecTse 6a3bl Mosb30BaTENEN N FPYNN 415
ayTeHTugukaumm nons3sosatens OC UNIX?

24 Kakum 0bpa3om agMUHUCTPATOp onpefenseT Kak 1 B KakoM MOopsiike 0CTaHaB/IMBAOTCA CEPBUCHI/AEMOHbBI MpK

3aBeplueHu OC UNIX 1 Kak onpefnenseTcs noc/iefoBaTeslbHOCTb 3aBepLUeHns PasniHbIX CEPBUCOB/AeMOHOB?




