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PABEOYASl MPOrPAMMA YYEBHON AUCLUMNJINHDI

51.B.1B.03.01 NHdopMaLmoHHas 6e30MacHOCTb UHTPAHET-CeTEN

1. Kog u HauMeHOBaHuMe HanpaBJieHUsA NOArOTOBKU/CNEeLaNbHOCTH:
09.04.02 NHdopMaLMOHHbIE CUCTEMbI U TEXHOJIOT UK

2. Mpodunb NOAroTOBKM:

LindopoBble TEXHONOMMM B XXU3HEHHOM LMKINE N3aenui

3. Keanudukauma (creneHb) BbINyCKHUKA:

MarucTpaTtypa

4. Dopma oby4yeHus:

3ao4Has

5. Kapeppa, oTBeuyatowias 3a peasusauuio AUCLUMNIIUHBI:
Kathenpa NMHHOOPMALMOHHBIX CUCTEM

6. CocTaBUTENIM NPOrpamMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PeKkoMeHp0BaHa:

pekomeHaoBaHa HMC ®KH 05.03.2025, npoTtokon Ne 5
8. YYyeOHbIN ron;:

2025-2026

9. Llenu n 3apa4n y4ueOHOW ANCLUNIMNHBI:

n3yvyeHne CTydeHTaMu MEeTOLOJIOrMN NPOEKTUPOBAHUSA U peanm3aunmn CUCTEMbI 3aLlLUUTbLI MHGOPMaLmnK, C
y4eToM Yrpo3, XapakTepHbIX A8 COBPEMEHHbIX UHTpaHeT-ceTen. CTaBATCA 3af4ayvn: Ha NIEKLNOHHbIX
3aHATMAX MNO3HAKOMUTb CTYOEHTOB C OCHOBaMWU TexHonormin obecneyeHus MHGOOPMALLIMOHHON
B6esonacHocTn (B) n paccMoTpeTb MCNONb30BaHME 3TUX TEXHONOMMI AJiS NOCTpoeHus cuctem Wb,
CHVKAIOLLNX PUCKN, XapaKTePHbIe O KOPMOpaTUBHbIX CETEN.

CTyneHTbl, M0C/1e YCreLIHOro npoxXoX.aeHns Kypca MoryT PpOeKTUPOBaThb U PEaN30BbIBaTb CUCTEMbI
3alUNThl MHTPAHET CeTeVi C y4eTOM XapaKTePHbIX A/ HUX Yrpo3 Y BO3MOXHOCTEN COBPEMEHHbIX
TEXHOJ10rnu, Kak Ha ocHose 10 ceTeBbix OC, Tak U C UC0/Ib30BaHNEM arnapaTHbIX peLleHnH.



10. MecTo yuyebHOM aucunMnAnHbI B CTPYKTYpe OOM:

AncunnanHa BapumaTMBHOW 4YacTu uukna (b1.B). BxoaHble 3HaHUA: «MHOCTPaHHbIN A3blK B
npogeccmoHanbHON chepe», «BBeneHne B nporpammumpoBaHue». TpebyoTcs 3HaHMA B obnactu
NH(POKOMMYHUKALMNOHHBIX CUCTEM U ceTen ypoBHSA Dakanaspa.

11. MnaHupyeMble pe3ynbTaTbl 00y4eHUA NO AUCLUNMHE/MOAYJIO (3HAHUA, YMEHUA, HaBbIKK),
COOTHECEHHble C NIaHUpPYeMbIMU pe3yibTaTaMu 0CBOEHUA obpa3oBaTesibHOM NPOrpaMMbl
(KoMneTeHUUAMMU BbINYCKHUKOB) U MHAMKaTOPaMu UX AOCTUXKEHUA:

Kop » Ha3BaHue
KOMMNeTeHLnn

Kog v Ha3BaHWe nHankKaTopa 3HaHu4, YMEeHUA, HaBblKWN
KoMneTeHuunmn

MK-4 CnocobeH MK-4.1 YmeeT npuMeHaTb
BbIMOHATb MeTonbl U CpeacTBa TexHosiornm obecnevyeHns
NPOEKTUPOBaHME NPOEKTUPOBAHMUSA MHMOPMaLIMOHHON Be3onacHOCTU AN
CTPYKTYpP OaHHbIX 1 6a3 nporpamMmmHoro obecrneyeHmns, MNOCTPOEHMSA cucTem b, CHMXaOLWKNX
OaHHbIX CTPYKTYP AaHHbIX, 6a3 PUCKKN, XapaKTepHble 419 KOpnopaTUBHbIX
OAHHbIX ceTen;
YMEeTb: MPUMEHSATb MeTodbl N CPeacTBa
NPOEKTMPOBAHUSA CUCTEM 3aLLMUThI
WHTPaHeT-CeTEN C Y4ETOM XapaKTePHbIX
A5 HAX YrPO3 1 BO3MOXXHOCTEN
COBPEMEHHbIX TEXHOJIOMUI, KaK Ha OCHOBE
MO ceTeBbix OC, Tak 1 C UCNONb30BaHNEM
annapaTHbIX peLleHni; peaan30BbiBaTb
CNCTEMbI 3alUThbl UHTPAHET-CETEN;

3HaTb: TWNOBOE NCMNOJIb30BaHNE

12. O6bemM AMCUMNIMHBI B 3a4€eTHbIX eAUHMLaX/Yac:
3/108

dopMa NPOMe)XyTOYHOU aTTecTalum:

3a4eT C OUEeHKOoN

13. TpyAoeMKOCTb No BUAAM y4yebHou paboTbl

Bunpg y4yebHon paboThl CemecTtp 1 Bcero
AyONTOpPHbIE 3aHATMA 12 12
JIeKUMOHHbIe 3aHATUS 6 6
MpakTuyeckne 3aHATnA 0
NabopaTopHble 3aHATKA 6 6
CamocTosATeNnbHas paboTa 92 92
KypcoBas paboTa 0
[pomeXxyTo4yHas aTTecTaums 4 4
Yacbl Ha KOHTPOb 4 4
Bcero 108 108

13.1. Copep>xaHue AUCLUNIIUHDI



n/n

HavmeHoBaHWe pa3aena
ONCUMUMANHBI

NHTpaHeT-ceTu:
noeHTuuKaLns
yrpo3, aHanus
PWUCKOB, co3aHne
CUCTEMb
NpOTNBOAENCTBNS,
pa3paboTka
OTBETHLIX Mep 44
BO3MO>KHbIX
HapyLUeHnsx
6e3onacHoCTK

CeTtu IPv4, IPv6 1
TexHonorus IPSec

TexHonorum
BUPTYaslbHbIX
YaCTHbIX ceTen

RADIUS. CeTeBon
KapaHTUH

VHMDpacTpyKTYypaoTKPbITbIX
Kntoyen.CMapT-KapThl.

Colep>xaHue pasgena
AUCLMNNHBI

NHTpaHeT ceTu:
NOeHTUUKaALLNS Yrpos,
aHaJin3 PUCKOB,
CO3[aHune CUCTEMbI
NpOTUBOLENCTBUA,
pa3paboTka OTBETHbIX
Mep L4J19 BO3MOXHbIX
HapyLUeHnsAX
He3onacHoCTw.

IPSec - TexHonorunsa ons
CceTen, NOCTPOEHHbIX Ha
IPv4 n IPv6.

VPN TexHonoruu:
3a4a4”, OCHOBHbIE
TUMbI,

crnocobbl peannsauymm.

NAS-cepBepbl.
LeHTpann3auuns
ayTeHTU(MKaunm Ha
ocHose RADIUS.
OTKa30yCTONYNBOCTb
RADIUS.

NHdppacTpykTypa
OTKPbITbIX K/tOYeN.

Pa3nnyHble
APXUTEKTYPSI
noBsepus.

Mpobnembl
pa3BepTbIBAHUA 1
MHoOroypoBsHeBble PKI
peLueHmns.
MHorocakTopHas
ayTeHTudurKaumsa,
CMapT-KapThl

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

9YMK «NHhopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHhopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHhopMaLmoHHas 6e30nacHOCTb
NHTPaHEeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopmMaLmoHHas 6e30nacHOCTb
NHTPaHEeT-ceTemn»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHhopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

HavmeHoBaHWe pa3aena
ONCUMUMANHBI

be3onacHocTb
XPaHeHUs 1
06paboTKM faHHbIX
B OC xocToB

besonacHocTb
CeTeBbIX YCTPONCTB
2 1 3 YpOBHeM.
TACACS, RADIUS -
peleHuns.

AnnapaTHas
peanusauuns IPSec,
VPN.

AnnapaTHasa peanv3auus
MeXXCEeTeBbIX 3KpaHoB, IDS,
IPS.

Colep>xaHue pasgena
AUCLMNNHBI

be3onacHOCTb XpaHeHuna
OaHHbIX. Wndpauns
ZaHHbIX MacwTaba
thannos, hannosbix
CMCTEM, HOCUTENEN.
besonacHocTb OC B
KOpPropaTUBHOW CEeTU:
WabnoHbl N 3TaNOHbI
6e30MacHOCTN, CUCTEMBI
obHoBNEHMNA.

besonacHoCTb ceTeBbIX
YCTPONCTB 2 YPOBHSA C
OC IOS. be3onacHOCTb
CceTeBbIX YCTPOWNCTB 3
ypoBHa ¢ OC 10S.
TACACS, RADIUS -
pelleHns ans ceTeBoro
obopyanoBaHus.

Peannzayms IPSec B OC
I10S. Peanusaums VPN B
OC I0oS.

ObecneyeHmne Nb
NHTPaHeT ceTen -
KaK

3ajava ynpasaeHus
puckamn. CTpaTeruu
ynpasJjieHuns
pucKamu,
TEXHOJIOr N
BHeapeHus
ynpasfieHuns
prucKamu.
MpoekTupoBaHue
MOAYIbHON
NHPaCTPYKTYpSI
NHTPaHeT ceTewn Ha
OCHOBE TUMOBbIX
peweHnin (NpoeKT
CISCO

SAFE).

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHhopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHhopmMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

2.1

2.2

2.3

2.4

2.5

HavmeHoBaHWe pa3aena
ONCUMUMANHBI

CeTtn IPv4, IPv6 1
TexHosnorus IPSec
(nab.)

TexHonormn
BUPTYasbHbIX
YaCTHbIX CceTen
(nab.)

RADIUS. CeTeBow
KapaHTUH (nab.)

NHdpacTpykTypa
OTKPbITbIX KOYen.

CmapT-KapThl.
(nab.)

besonacHocTb
CeTeBbIX YCTPONCTB
2 1 3 YPOBHe.
TACACS, RADIUS -
peweHunsa. (nab.)

Colep>xaHue pasgena
AUCLMNNHBI

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

2. labopaTopHble 3aHATUA

Co3paHue IPSec
COeMHEHNSA MeXay
cepsepamm Windows ¢
CcepTUdUKaLNOHHON
ayTeHTUgrKaumen

Pa3sepTbiBaHne RAS
cepsepa B Windows u
HacTpoika VPN
NOAKJIIOYEHUS C
ncnonb3osaHnem PPTP.

YctaHoska RADIUS
cepsepa IAS 1 NOANTUK
noctyna gna VPN
knneHToB. NPS. NAP.

Pa3BepTbiBaHMe 2-
ypoBHeBon PKI Ha
KOMMblOTepax nof
ynpasneHvneM Windows
Server. Co3faHune
CepTUPUKALNMOHHbBIX
wabnoHoB ons
aBTOBbIMyCKa
cepTudnKaTos.
Co3paHue cybbekTa,
YNOJIHOMOYEHHOI 0
BbIMyCKaTb
cepTudukaTol gas
CMapT-KapThl.
PesepsHoe
konunposaHue B PKI.
CospaHue DRA n KRA.

ObecneyeHune
b6e3omnacHocTH

kommyTaTopos ¢ OC IOS.

ObecneyeHune
b6e3omnacHocTH

KOMMYTaTOpPOB 3 YPOBHS

N MapLIpyTMU3aTOPOB C
OC I0S. HacTporika
TACACS, RADIUS gns
LeHTpasn30BaHHOM
ayTeHTUdMKaLumm.

IYMK «NHhopmaumoHHas 6e3onacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHhopmMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHhopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHhopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

2.6

2.7

HavmeHoBaHWe pa3aena
ONCUMUMANHBI

AnnapaTHas
peanusauuns IPSec,
VPN. (nab.)

AnnapaTHas
peanv3aums
MeXXceTeBblX
3KpaHos, IDS, IPS.
(nab.)

Colep>xaHue pasgena
AUCLMNNHBI

Peannsaums IPSec 8 OC
I0S 3aHsATHE 1, 2.
Peannzauymsa VPN B OC
I0S ¢ nomoLubio SDM.
Peanusauymsa VPN B OC
I0S B KOMaHOHOM
NHTEpence.

AnnapaTHas
peanv3aums
Me)XCeTeBblX 3KPaHOB
Ha

OCHOBE MaKeTHOM
GunbTpaumn.
AnnapaTHas
peanv3aums

Peanusaumsa pasgena AUCLMMAUHBI C
NMOMOLLbI0 OHNaMH-Kypca, IYMK

9YMK «NHpopMaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «WHhopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

30HaJIbHbIX MEXCETEBbIX

3KpaHOB Ha OCHOBEe
KJlacCnnKaTopos

Tpaduka. AnnapaTHas
peanunsauus IPS (10S)

13.2. Tembl (pa3pensl) AUCLUNIMHBI U BUObI 3aHATUHA

Ne

n/n

HanmeHoBaHune
Tembl (pa3aena)

WHTpaHeT-ceTun: 0
noeHTugrKaums
yrpos, aHanms
PWCKOB, CO3JaHune
CUCTEMb
NPOTUBOLENCTBMA
pa3paboTka
OTBETHbIX Mep AN
BO3MOXHbIX
HapyLleHnaxX
6e3onacHoCTyn

CeTn IPv4, IPv6 1 2
TexHonorus IPSec

TexHonornm 2
BUPTYasbHbIX
YaCTHbIX ceTen

RADIUS. CeTeBow 0
KapaHTWH

JlIeKUVOHHbIe
3aHATUSA

[MpakTunyeckune
3aHATUSA

JNlabopaTopHble CamocTosiTenbHas Bcero
3aHATUSA paboTa

0 4 4

2 6 10

2 6 10

0 8 8



No HanmeHoBaHue JNlekumnoHHble  [MpakTuyeckne JlabopaTopHble CamocTosiTenbHasi Bcero
n/n  Temsbl (pa3gena) 3aHATUSA 3aHATUSA 3aHATMA paboTa

5 NHppacTpykTypa 2 0 2 14 18
OTKPbITbIX
kntoven. CmapT
KapTbl.

6 be3sonacHocTb 0 0 0 15 15
XpaHeHusa n
06paboTkun
JaHHbIX B OC
XOCTOB

7 be3onacHoCTb 0 0 0 18 18
CeTeBbIX
YCTPONCTB 2 1 3
yposHen. TACACS,
RADIUS -
peLueHus.

8 AnnapaTtHas 0 0 0 18 18
peanusaumsa IPSec,
VPN.

9 AnnapaTHas 0 0 0 3 3
peanunsaums
MeXCeTeBbIX
3KpaHos, IDS, IPS.

6 0 6 92 104

14. MeToaunyeckume yKasaHusa gnsa oby4aloLwmxcs no 0CBOEHMIO AUCLUNJINHBI

AvncumnaunHa TpebyeT paboThl C hannamMu-npeseHTaUnAMN NeKLUUA U COOTBETCTBYIOLMUMMK FNaBaMu
PEKOMEHAOBAHHOW OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMNOJHEHNS BCEX TabopaTOPHbIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMmocToATeNbHaa NOArOTOBKa K NabopaTOpPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNN AAOTCA B ayAUTOPUN, TAE BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX KNnaccax ®KH ¢ Mcnonb3oBaHMEM METOANYECKNX
MaTepuanoB PacrnosioXXEHHbIX Ha y4ebHo-meToamyeckom cepBepe ®KH "\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y edu.vsu.ru v BbINo/SHEHNEM 3a4a4 KOHUIYpPMPOBaHUA BUPTYyanusuposaHHon NC. Bo
BpeEMS CaMOCTOATENIbHON pPaboTbl CTYAEHTbl MCMOMb3YIOT 3NEKTPOHHO-OMBANOTEYHbIE CUCTEMBI,
LOCTYMHble Ha nopTane 3oHanbHoM bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3agaHnin MoXxeT
ObiTb BbIMNOJIHEHA BHE ayAUTOPWA Ha AOMAllHEM KOMMbOTEpe, Nocsie KONUMPOBaHUA METOAMNYECKMX
yKa3aHun n Heobxogmmoro MO ¢ y4ebHo-meToANYeckoro cepeepa PKH.

15. MepeyeHb OCHOBHOM M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OXO04UMbIX
AJIA OCBOEHUA OUCLUNIINHBI



Ne n/n

McToYHMK

Bynbiyés, . I'. NporpaMMHo-annapaTHble CPeacTBa 3allnTbl MHGOPMaLMK : y4ebHo
MeToguyeckoe nocobue /I, I'. bynbl4és. — MockBa : PTY MUP3A, 2022 — Yactb 1 — 2022. —
203 c. — ISBN 978-5-7339-1652-1. — TeKCT : 3/IeKTPOHHbIN // J1aHb : 31€KTPOHHO-
bnbnunoteyHas

cuctema. — URL: https://e.lanbook.com/book/310781 (naTa obpaieHns: 23.05.2023).

Bynbiyés, . I'. NporpaMMHo-annapaTHble CpeacTBa 3allnTbl MHGOpMaLnK : y4ebHo
MeToamyeckoe nocobue / I'. . BynblyéB. — MockBa : PTY MUP3A, 2022 — YacTb 2 — 2022. —
177 ¢. — ISBN 978-5-7339-1653-8. — TeKCT : 3/1eKTPOHHbIN // JlTaHb : 371eKTPOHHO-
bnbnnoteyHas

cuctema. — URL: https://e.lanbook.com/book/310784 (nata obpaweruns: 23.05.2023). —
Pexxum

LOCTyna: 4S9 aBTOpu3. NoJsib30BaTesien.

6) nononHWTENbLHas NUTepaTypa:

Ne n/n

McToYHmK

OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-MeToan4eckoe nocobue /
coctasutenu . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/IeKTPOHHbIN
I

JlaHb : anekTpoHHO-6nbanoTeyHasa cuctema. — URL: https://e.lanbook.com/book/154795 (naTa
obpalueHns: 23.05.2023).

HecTepos, C.A. AHanM3 1 ynpaBiieHne puckamm B MHGOPMaLMOHHLIX CucTeMax Ha base
onepaumnoHHbIX cuctem Microsoft : npakTnyeckoe nocobue / C.A. HecTepoBs. - MockBa :
NHTepHeT-YHuBepcuTeT NHGpopMaumnoHHbix TexHonorui (MHTYWUT), 2009. - 233 ¢c. —
YHuBepcuTeTCcKan bnbanoteka oHNANH : 3NEKTPOHHO-6MbAnoTeYHas cnctema. — Pexxmm
noctyna : https://biblioclub.ru/index.php?page=book&id=234529

CncTeMbl 3aWmUTbl MHDOPMaLUK B BeayLnx 3apybexxHbix CTpaHax: y4ebHoe nocobue ons
BY30B :

[16+]/B.WN. ABepyeHkos, M.KO. PuiToB, I'.B. KoHapawwuH, M.B. PygaHoBCKUi. - 4-e n3g., CTep. -
MockBa : ®amHTa, 2016. - 224 c. — YHUBepcUTeTCKas bubanoteka OHAANH : SNEKTPOHHO
bnbnunoteyHasa cnctema. — Pexxum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) MH(OPMALIMOHHbIE 3N1EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n

NCTOYHUK
3BC «YHuBepcuteTckaa bubamoreka online», https://biblioclub.ru
3BC «/JlaHb», https://e.lanbook.com

3YMK «UNHpopMaLmoHHan 6e3onacHOCTb MHTpaHeT-ceTei», https://edu.vsu.ru/course/
view.php?id=2995



16. MepeuyeHb yueOHO-MeTOogUUYECKOro obecneyeHus A1 CaMOCTOATENIbHOW PaboThI

Ne n/n NCTOYHUK
1 Cepsep y4ebHo-MeTOAnYeckux MaTepuanos ®KH, \\fs.cs.vsu.ru\Library
2 3YMK «WHpopmaumoHHas 6€30nacHOCTb MHTPAHET-CeTEeN»,

https://edu.vsu.ru/course/view.php?id=2995

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIlOYasA OUCTaHUMOHHbIe obpa3oBaTesnbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLUaHHoe obyuyeHue):

1. TexHonoruv BupTYyanm3aunm:

Cpepna supTyanmsauum Oracle/Sun Virtual Box

2. dNEeKTPOHHO-b6MbAnoTeYHasa cncTeMbl «YHMBepcMTeTCKasa bubnnoTeka online» (http://biblioclub.ru) n
«JlaHb» (http://lanbook.com)

3. ObpazoBaTenbHbIn NnopTan Moodle (cepsep Moodle BI'Y)

4. CepBepHble 1 kaneHTckne OC Microsoft.

5. OnepaunoHHasa cuctema GNU/Linux (anctpubytune CentOS)

18. MaTepuanbHO-TEXHU4YECKOe obecneyeHne AUCLUNIIUHDI:

1. JleKumnoHHaa ayamuTopms, OCHallleHHas BULEONPOEKTOPOM.

2. KoMnbloTepHbIN Knacc ans nposeneHns nabopaTopHbIX 3aHATUI, OCHALLEHHbIN NPOrpaMMHbIM
obecneyeHunem VirtualBox. O6bem cBobogHom nocne 3arpy3kn OC onepaTMBHOM NaMATK Ha paboyee
MecTo He MeHee 4 ['b (TpebyeTcs ons BUPTYanbHbIX MalLWH).

3. JlabopaTopum nporpaMMHo-annapaTHbIX CpeacTB obecnedyeHns MHopMaLMoOHHON Be3onacHoOCTH
(ayn.303n), BkntovatoLlasa annapaTHo-nporpaMMHble C3U: cMapT-kapThl, RFID-TOKeHbI U KapTbl, KapT-
puaepsl; annapaTHble IPS, IDS, VPN cncTeMbl; pa3BepHyTas BUpTYyasibHas ceTeBas MHPPaCcTpPyKTypa ANs
BbINONHEHUS nabopaTopHbIX PaboT C annapaTHbIMK ceTeBbIMU 3KpaHaMmu 1 VPN. Y4yebHo-meToaNYECKINI
Komnnekc "lMporpaMMHo-annapaTHas 3almTa ceTen ¢ 3awmTon oT HCL" OAO "NHgpoTeKC". ANKLL
«KOHTUHEHT».

4. NabopaTopns 6e30nacHOCTU KOMMbIOTEPHBIX CeTen (aya. 384), BKJtOYatoLasn KOMMyTaTopbl 1
MapwpyTusaTopbl CISCO, annapaTHbIN MeXCeTeBOW 3KpaH, NPOrpaMMHbIA aHaNN3aTop CeTeBOro
Tpadmka WireShark. MporpaMMHbIi CUMYNATOpP, 1S CO3AaHNS BUPTYasibHbIX CTEHA0B, BKJIOYAIOLLINX
KOMMYTaTOopbl 2 1 3 YPOBHEN, MapLLIpyTM3aTopkl, ceTeBble 3KpaHbl 1 COB.

19. OueHou4Hble cpeancTBa AJsia npopeneHus TeKyLI.I,Eﬁ ] ﬂpOME)KyTO‘-IHOﬁ aTTectauumn

MopsALOK OLEHKUN 0CBOEHUS 0Byvatowmmmcs y4ebHoro MaTeprana onpeaenseTcs CofepXXaHnem
CneayloLwmnx pa3aenos AMCLUUMNHBI:

Ne Pa3zpgensl Kono komneTeHumn Kogn mHaukatopa OueHo4YHble cpencTsa AN

n/n IVNCUNMNHBI TeKyLlen atrTectaunm
(Mopynn)

1 1-9 MNK-4 MK-4.1

KoHTponbHble paboTsl 1-3.
[pakTnyeckne 3agaHus
No1-8



MpomMe)XyTo4YHas aTTecTaums

®opMa KOHTPONA - 3a4eT C OLEHKON

OueHoYHble CpeacTBa A1 NPOMEXYTOYHON aTTecTaumm
MncbMeHHas KOHTposibHas paboTa. OaHo 13 nabopaTopHbIX 3a4aHWI

20 TunoBble OUEeHOYHble CPeaAcTBa U MeToAMYeCcKUue MaTepuanbl, onpepensiowime npouenypbl
OLLeHMBaHuSA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorua npoBepeHus:

Tekylwas aTTecTauuns NPoBoANTCS B pOpMax NMUCbMEHHbIX (MM B SNEKTPOHHOM BUAE Ha CalTe
edu.vsu.ru) KOHTPObHbIX PaboT No nekumnsMm n nabopaTopHbIX 3agaHnn. OLLEHKKN 33 BOMPOCHI KaXX10M
KOHTPOJIbHOMN pPaboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTcs K 50-6annbHOMY 3HaveHuto. Kaxxaas
nabopaTopHas paboTa OLEHNBAETCS KaK BbIMOJIHEHHASA UM HEBbLIMOJHEHHAA COMJTACHO KPUTEPUAM B eé
onncaHuM Ha edu.vsu.ru. B KOHLEe ceMecTpa BblHMCASETCA CPeAHAN OLLEeHKa 3a BCe KOHTPOJIbHble PaboThbl
1 nabopaTopHble 3aA4aHNsA. DTa OLLEHKA SIBASIETCS OLEHKON 3a paboTy CTyleHTa B Te4YEeHMe BCEro
cemecTpa ¥ NCNoJIb3yeTCa A1 pacyeTa UTOFOBOM OLEHKM Mo npeaMeTy (cMm. pasgen 20.2).

CooTHOLLEHMe noKasaTesnen, KPpUTepMeB U LLKaJibl OLLeHUBAHUA pe3yibTaToB 00y4yeHus

KpnTepumn oLeHnBaHNA KOMOETEHLNNA YpoBeHb LLIkana oueHoK
CPOPMUPOBAHHOCTY
KOMMNEeTeHL M
BepHble 0TBETbI Ha BCE BOMPOChI KOHTPOJIbHOW paboThl. Bce  TOBbILLEHHbI OTnnYHO
KpUTEepuM BbINOSHeHMA 1 paboTocnocobHocTn B YPOBEHb

nabopaTopHbIX 3a4aHMUSX - YAOBNETBOPEHDI.

BepHble 0TBEThI Ha 60/bLUYIO YaCTb BOMPOCOB KOHTPOJIbHOW  Ba30BbIi Xopouio

paboTbl. BonblUAs YacTb KPUTEPUEB BbIMOJIHEHNS U YPOBEHb

paboTocnocobHoCTM B NabopaTOpHbIX 3aAaHUSAX -

y[OBJIETBOPEHa.

BepHble 0TBETHI Ha Hanbosiee BaXKHble YacTy BOMPOCOB MoporoB.blii YpoBneTBOPUTENBHO

KOHTPOJIbHOW paboThl. ba3oBas 4acTb KPUTEPUEB BbIMOJHEHNSA YPOBEHb
n pabotocnocobHocTn B NnabopaToOpHbIX 3a4aHUSX -
yZLOB/IETBOPEHa.

HeT nnn KpaliHe Mano BepHbIX OTBETOB Ha Haubosiee BaXHble - HeynoBneTBopuTENLHO
4aCTW BOMPOCOB KOHTPOJIbHOM paboThl. Ba3oBas YacTb

KpUTepueB BbiNosHeHNs 1 paboTocnocobHOCT B

nabopaTopHbIX 3aJaHNSAX - HE Y4,0BNETBOPEHaA.

®opMHUpPOBaAHUE OLEHOK:

Mpy OLIEHVBAHMMN Pe3yNbTAaTOB TEKYLLEN aTTeCTaL N NCNOb3YeTCs KOIMYECTBEHHAS LWKaa OLEHOK.
YnomsaHyTas Bbille 50-6anbHas cpefiHas OLEeHKa onpeenseT ypoBeHb CHOPMUPOBAHHOCTH
KOMMETEHLMIA 1 BAUSET Ha UTOrOBYIO OLIEHKY (cM. pa3zgen 20.2).

MepeyeHb BONPOCOB KOHTPOJbHLIX paboT
K.P. 1

1. Kak BO3HMKaeT napa Kjw4en npu cozfaHum ceptudgukaTa B PKI v roe xpaHuTcsa 3akpbiThid, a rae
OTKPbITbIA KNO4N?

2. Ona yero ncnonb3yetca npotokos AH B IPsec? YTo Takoe SA, main-mode (0OCHOBHON pexuM) quick-
mode (ornepaTuBHbIN pexuM)? Kakune Tpu BuAa ayTeHTUDUKALUN KOHEYHbIX CUCTeM 0BbI4HO
nogaepxuBalTcs B peannsaunax IPsec? Korga (B Kakux cLleHapusax) Kakon ncnosibsyeTrca?

3. B xone kKoHurypuposaHus VIPnet Ha paboyem MecTe agMUHUCTpaTOpa ¢ nomolybio LIYC



BbINONHEHA aApecHas agMUHUCTpauma cetu n fobasneHo HoBoe paboyee mecTo (Al). Kakune
YypOBHW/BM A WnhpoBaHus ByayT 3afencTBOBaHbI NPV NOCbIIKK NOJib30BaTesIeM 3alLnNGPOBaHHOIO
nMMCbMa Ha 3TOT All, Kakne COOTBETCTBYIOLLME KO4M NOTPebyloTca AN paclumdpoBaHms
coobLLeHNs, rae 3TN K0YN HaX0AATCA (KOMY MpUHaanexaT/LoCTynHbI)?

. Ins 4yero ncnonb3syoTcsa punbTpbl IPsec? Kakue nocnenctsus npumeHeHuns IPsec 6es gpunbTpos
nnm ¢ rpybeiMm hnnbTpaMm (Hanpumep, TeMU, YTO YCTaHOBJIEHbI MO-YMOYaHUIO Ha BUPTYasibHbIX
MalUnHax nabopaTopHbIX 3aHATUIA 3TOro Kypca)?

. KakoBa cneundguka paboTtsbl IPsec npu ncnonb3oBaHmm NAT (Kak pelaroTcs npobaemsl U B Kakomn
CTeneHn nx BoobLLe BO3MOXKHO peLnTb)?

. B xope kKoHgpurypuposaHus VIPnet Ha paboyeM MecTe agMUHUCTpaTopa ¢ nomowsio LIYC
BbINONIHEHA aApecHas agMUHUCTpauma ceTu n fobasneHo HoBoe paboyee mecTo (Al). Kakune
Kt04M LOJKHBI ObITh NepefaHbl Ha All, Kak OHU CBA3aHbl MexXAay cobo 1 KaKOBO Ha3HavyeHune
Ka)kgoro?

. Mepbl obecnevyeHmns nHopmaunoHHon 6e3onacHOCTM ANna nHppacTpykTypbl PKI: 4TO 1 Kak cnegyeT
3awmwaTh B PKI nHgpacTpykType (Tak Xe onumTe MecTopacrnonoXXeHne KpUTUYeCKnX 3J1eMeHTOB
PKI, koTopble TpebytoT 3awmnThl)?

. Kakue cylecTByIOT MeTObl BOCCTAHOBNIEHNSA 3aKPbIThIX K/OYEN, KaK MOXXHO pelnTb npobniemy nx
noTepu, Kaknue MHCTPYMEeHTbIl A5 3Toro notpebytorca?

K.P. 2

. B xope kKoHgurypuposaHus VIPnet Ha paboyem MecTe agMuUHUCTpaTopa ¢ nomowsio LIYC
BbINOJIHEHA aApecHas afMUHUCTPaLNA ceTn 1 LobaBieH HOBbIN NONb30BaTe b, Kakue Kiyu
LO/MKHbI BbITb NepefaHbl NOJIb30BATES, KaK OHU CBA3aHbl MexxAay coboi 1 KaKoBO Ha3Ha4yeHue
Kaxooro?

. Ons yero HeobxoauMa nepapxmsa yaoCToBEPAOLNX LLEHTPOB, MOYeMy HeAOCTaTO4YHO 0AHOro? B
KaKMx cnyyasx co3faHve nepapxum onpasnaHo? YTo Takoe Kpocc-cepTudukauma? Yto Takoe
nNy6AnMYHBIA 1 YacTHbIA YL, Korga ncnonb3yTca?

. YTo Takoe KRA, kak co3faeTtcs n pabotaeT? Kakue yassmmocTu B PKI noseastoTcs npu pabote RA n
KaK MX MOXXHO 3aKpbITb, XOTS Bbl YHaCTU4HO?

. B xope koHpurypuposaHus ViPNet Ha paboyem mecTe agMUHUCTpaTopa noTpebosanoncs 4obaBnTb
elle oanH "ABoHeHTCKMI MyHKT" Ana aAMUHUCTPALMM HOBOrO palioHa ropoda. OnuwunTe
nocnenoBaTeNIbHOCTb AeNCTBUA agMuHucTpaTopa ViPNet (cxemaTu4HO, HO MO Waram) ons
BBeAEeHMNA 3Toro All (KOMMbIOTEP YXKE 3aKyMJEeH).

. Kakne TpeboBaHus K IP-ceTn npenbasnsatoT 0bbi4HO VPN-TexHoornn? rNoyemMy coBpemMmeHHble
peannsaunn VPN 4acTo ncnonb3yoT TpaHcnopT 443/TCP?

. HazosuTte Tnnbl 1 ponn CA. YTo NpMHMMAOT BO BHUMaHWE Mpu NPOeKTUpOoBaHUn nepapxmm PKI?

. He 3apabotan AMKLU B ponun kpuntownto3a: B MY LLYC cTaTycC "He BKAOYEH".Bbl pelumnmn npoBepunTb
foctynHocTb AMKLL co CTOpOHbI KOMMAbIOTEPA aAMUHUCTPaTOPa KOMaHAoM ping. KoMaHaa
nokasasa TalMayTbl OT IP-agpeca KpunToLwto3a. FOBOPUT S 3TO O TOM, YTO KOMMbIOTEP
AOMUHMACTPaTOPa U KPUNTOLLIO3 B AaHHbI MOMEHT He 0OMeHMBaloTCs NakeTamMn? B Kakom
nocnenoBaTenbHOCTM Bbl 6bl cKanu npuymHy no kotopon AMKLL "He BkaoyveH" B MY LLYC 1 KakoBbl
BO3MOXXHbl€ NMPUYMNHbI 3TOr0?

. B Kakunx cueHapuax uenecoobpasHo NCNOAb30BaTh TPAHCMOPTHbLIN, @ B KAKUX - TYHHENIbHbIA PEXUM
IPSec?

. OnNVWNTE XU3HEHHbIN LMK 3aKPbITOr0 KJKYa: rae npoucxoanT ero opMmnpoBaHue, roe oH MoXxeT
XPaHUTbLCA, Kyfa MOXeT nepemMellaTbca/nepenaBaTbCs.

K.P.

. B xone nabopaTopHbix Bbl co3gaBanan VPN-nogknoveHne PPTP n aHanornyHoe no yHKUMoHany



L3VPN peweHue ¢ npumeHeHrem AMKLL KoHTUHeHT. Kak 0T/In4aeTCs CKOPOCTY pa3BepThiBaHUA
3TUX peLleHn AN CO34aHNA 3aLLMLLEHHON CeTU C 04eHb B0bWNM KONMYecTBOM paboymnx mecT
(Toyek nopkntoydeHns K VPN)? Ob6bACHWTE novemMy O4HO M3 pelleHnin noTpebyeT 3Ha4YnTeNbHO
60/bLLIEro BpEMEHN 1 yCuanin. OnNuwnTe No Waram noc/jieoBaTeNbHOCTb AENCTBUA MO
pa3sepTbiBaHNO PPTP n CO-KOHTUHEHT peLueHui.

. Kak npoBepuTb paboTy KpUNTOKOMMYTATOPOB, PACMOIOXKEHHbIX B puimanax (onuwmTe

nocsienoBaTe/IbHOCTb OENCTBUN)?

. Kakune cywecTByOT MeTOLbl BOCCTAHOBIEHNS 3aKPbIThIX KJIlO4EN, KaK MOXKHO pewnTb r|p06neMy nx

NnoTepu, Kakne NHCTPYMEHTbI AN 3Toro notpebytoTca? MpueeanTe NpuMep peakuun Ha NoTepio
CEeKpeTHOro KJto4a OT cepTudrKaTa Nosib30BaTENS, HANPUMep, B pe3y/ibTaTe NOBPEXAEHUS
NpocuAs, roe oH XpaHuacs (Nonb3oBaTeNb 3aLMGBPOBaT MHOXXECTBO (PaiSIoB 3TUM KIIKOHOM).

. B xope koHpurypuposaHusa B MY LLYC 6bin1 co3aaH HOBbIN KpUNTOLUO3 419 @ AMUHUCTpaLum

HOBOIro pavoHa ropofa. OnuwuTe nocaefoBaTeNlbHOCTb AENCTBUA aAMUHUCTPaTOPa (CXEMATUYHO,
HO MO LWaram) no ganbHenLen HaCTPOMKE 3TOr0 KPUMTOLLSIO3a.

. ONULWINTE XKN3HEHHbLIN LKA cemechlKaTa OT MOMEHTa ero co3faHus. Kak UMeHHO co3faeTcs

cepTudmMKaT, B KaKow nocnefosaTenbHOCTU. Kak B 3TOM npouecce yqacTtsyeT CA?
VHCTpYMeHThI/YyTUANTLI 015 BbiNyCKa cepTudukaTos. Kak nons3osaTtenun PKI monyyatoT goctyn K
ceptudukaty YL? Kak nonb3osatenu PKI nosy4yatoT LOCTYM K CMUCKY 0T3biBa YL?

. KakoBa cneumnduka pabota VPN npu ncnonb3osaHun NAT (Kak pelsatoTcs npobnembl n Kakne)?
. ®opMuMpyeTCa HOBasA 3allMLLEHHAs CeTb C Ucnonb3oBaHnem AMKLL KOHTUHEHT. OnuwnTe

nocnefoBaTeNIbHOCTb AeNCTBUI N0 BKAOYeHMIo B ceTb KLU ¢ LLYC. Yem peweHne KL LLYC
oTandaeTcs ot LYC ViPNet?

NMepeyeHb nabopaTopHbIX 3aAaHUi

N

3agaym nabopaTopHoi paboThl

Co3paHue IPSec coeanHeHns mexay cepsepamm Windows ¢ cepTUGUKALMOHHOW
ayTeHTUhnKaumnen

Pa3zBepTbiBaHne RAS-cepsepa B Windows n HacTporika VPN nogkno4eHus ¢
ncrnonb3oBaHuem PPTP.

YcTtaHoBka RADIUS-cepsepa IAS n nonntuk goctyna gna VPN-kameHTos. NPS. NAP.

Pa3zBepTbiBaHUe 2-ypoBHeBoW PKI Ha KoMmnbloTepax nopn ynpasiaeHnem Windows Server.
Co3paHue cepTUdMKaLMOHHbIX LWabnoHOB N5 aBTOBbINYCKa cepTudukaTos. CospaHme
cybbekTa, YNnosIHOMOYEHHOr 0 BbiMyCKaTb CepTUPUKATLI 419 CMapT-KapTbl. PesepBHoe
konuposaHue B PKI. Co3znaHne DRA n KRA.

PaszBepTbiBaHue EFS. LWndpaumnsa BitLocker Drive. MpyMeHeHWe 3TanaoHHbIX WabnoHoB
6e3onacHoCTK K cepBepHon n knneHTckon OC (Windows 2003, XP). Co3aaHue
NHpacTpykTypbl WSUS B NabopaTopHOn ceTu.

Ob6ecneyeHune besonacHocT koMmmyTaTopoB ¢ OC 10S. ObecneyeHne 6e30nacHOCTM
KOMMYTaTOpOB 3 YPOBHS 1 MapLupyTudaTopos ¢ OC I0S. HacTtpoika TACACS, RADIUS ons
LEeHTpaIn30BaHHON ayTeHTUDUKALNN.

Peanu3auns IPSec B OC I0S 3aHsTre 1, 2. Peanmsauus VPN B OC 10S ¢ nomousio SDM.
Peanu3auwns VPN B OC I0S B KOMaHLHOM nHTepdence.



8 AnnapaTHas peann3auns MexXceTeBbIX IKPaHOB Ha OCHOBE MAaKETHON (huabTpaLmm.
AnnapaTHas peasm3auns 30HajbHbIX MEXCETEBbLIX IKPAaHOB Ha OCHOBE KJTAaCCU(MKATOPOB
Tpaurka. AnnapaTHasa peannsauuns IPS (10S).

OueHKa OCTaTOYHbIX 3HAHUHK
MK-5
3a[aHun4 3aKpbITOro TUna

1. He 3apabotan AMKL B ponn kpuntownto3a: B MY LYC cTaTyc "He BkAo4eH", Tabnumua arp nocne
KoMaHAbl ping cogepxunt MAC-agpec AMKLL. Bo3MOXXHble MPUYNHLI TaKOro cTaTyca?
A. HeBepHas IP-koHpUrypauma koMneloTepa ynpasaeHns nan AMNKLL
B. HecooTBeTCTBME KAtOYeBOW MHGopMaumm AMKLL v MYy LLYC
C. oTcyTCTBUME NpaBusl, pa3peLlatoLx NPoXoXXAeHne nakeToB A4Jia ping
D. HencnpaBHOCTK PM3NYECKOr0o NoaktoYeHna KoMmnbtoTepa ¢ MY LYC nam ANKL k ceTu
2. He 3apabotan AMKLU B ponun kpuntownto3a: B MY LLYC cTaTyc "He BKAtoYeH", Tabanua arp
nokasbiBaeT oTCcyTCcTBME oTBeTa 0 MAC-agpece oT AMKLL. BO3MOXXHble MpUYMHbLI Takoro ctaTyca?
A. HeBepHas IP-koHpUrypauma koMneloTepa ynpasaeHns nan AMNKLL
B. HecooTBeTCTBME KAtOYeBOWN MHGopMaumm AMKLL n MY LLYC
C. oTcyTCTBUME NpaBusl, pa3peLlatoLx NPoXoXXAeHne nakeToB A4Jia ping
D. HencnpaBHOCTK PM3NYECKOr0o NoakIto4eHns koMmnbtoTepa ¢ MY LYC nam ANKLU k ceTu
3. Kak BO3HUKaeT rnapa Kao4en npu cosgaHum ceptudgukaTa B PKI ?
A. reHepupyeTcs Ha CTOPOHe KJIMeHTa
reHepupyeTCcsa Ha CTOPOHe yA0CTOBEPSIOLLErO LeHTpa
reHepupyeTcs Ha CTOPOHE KOPHEBOro yA0CTOBEPAOLLEro LeHTpa
reHepupyeTcs Ha ctopoHe CRL
. reHepupyeTcs Ha cTopoHe AlA
4. T ne MmoxeT (hopMUpoBaTLCA Napa KJYern npu co3faHum ceptudukaTta B PKI ?
A. Ha cMapT-KapTe
B. Ha CTOpOHe y[0CTOBepsIoLero LeHTpa
C. Ha CTOpOHe KOpHEeBOro yA0CTOBEPAIOLLEro LeHTpa
D. Ha cTopoHe CRL
E. Ha cTopoHe AlA
5. B xoae koHgpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTopa ¢ nomoLubio LIYC
BbINOJIHEHA afpecHas aAMUHUCTpauns cetn n gobaeneHo HoBoe paboyee mecTo (AM). Kakune
KJI0YM OOJKHbI ObITh NepenaHbl Ha All?
A. knto4m obMeHa KOIeKTUBOB, KJTI0YM 3aLluUThl KJo4Yen obmMeHa, Kno4n cBsasm ¢ LYC
B. KJ04M 3aWunThl KAtoYen obMeHa, AeNCTBYIOLNA NEPCOHANbHbIN K04, K04 NOANNCH
C. Kno4n obMeHa KOIeKTUBOB, LEeNCTBYIOLLMIA NePCOHAJIbHBIA KOY, KN0YN NOAMUCY
D. kno4m obMeHa KONNEKTNBOB, K/OYN 3alMThI KJlo4Yeln obMeHa, AENCTBYOLWMUIA NEPCOHANbHbIN
KJTI04
E. kKno4n obMeHa KONEKTMBOB, KOYN 3aLLMThl KatoYen obMeHa, Kayy nognucu
F. DencTByloWMiA NepCcoHaNbHbIN KoY, KUY NOANUCK
6. B xone KoH(urypuposaHusa VIPnet Ha paboyem mecTe agMuMHUCTpaTopa ¢ nomowblollYC BbinosHeHa
afpecHas agMUHUCTpaumsa cetn n gobasneH HOBbIM NOJIb30BaTeNb. Kakne KoYM f0/KHbI ObITh
nepenaHbl NoJib30BaTeNO?
A. knto4m obMeHa KOIeKTUBOB, KJTI0YM 3aLluUThl KJo4Yern obmMeHa, Knwo4m cBsasm ¢ LUYC
B. KJ04YM 3aWmUThl KAtoYen obMeHa, AeNCTBYOLNA NEPCOHANbHbIN K04, K04 NOANNCH
C. Kno4n obMeHa KOIeKTUBOB, LEeNCTBYIOLLNIA NePCOHAJIbHBIA KOY, KN0YN NOAMUCH

moow



D. knto4m obMeHa KOIEKTUBOB, KJTHOYM 3aLlUTbI Kto4en obMeHa, OeACTBYIOWNIA NePCOHaNbHBbIN
KJTI04
E. Kno4n obMeHa KONNEKTMBOB, K/OYN 3alLMThl KatoYen obMeHa, Kayy nognucu
F. 0eNCTBYIOLWMUI NepCcoHasbHbIN K04, K04 MOANNCH
7. Kakue yassumocTu B PKI nossasoTca npu ncnosib3osaHum KRA?
A. nepepaya OTKPbLITOro KJto4Ya Yepes ceTb
B. nepepada 3aKkpbITOro KJt4a yepes ceTb
C. nepepfava Kno4eBOW Napbl Yepes ceTb
D. reHepauusa KOYeBOW Napbl HE Ha CTOPOHE KNEeHTa
8. Kakue ya3sumocTu B PKI nosiBns0TCA Npu ncnosb3osaHum KRA?
A. nepepaya OTKPbLITOro KJto4a Yepes ceTb
B. XpaHeHMe 3aKpbITOro KJo4a He Ha CTOPOHE KJIMeHTa
C. nepepnava Kn04eBOW Napbl Yepes ceTb
D. reHepauus KJIl04eBOW Napbl He Ha CTOPOHE KJMeHTa
E. XpaHeHue OTKPLITOro KJto4a He Ha CTOPOHE KSIMeHTa
9. KomnoHeHTbl VPN (Kak cMCTeMbl yAaleHHOro 4ocTyna) o6a3aTelbHO LOOKHbI BKJIIOYaTb:
A. NAS
B. DHCP
C. AAA
D. ADDS
E. Kerberos
10. KomnoHeHTbl VPN (Kak CMCTeMbl YAa/leHHOro 40CTyna) MOryT BKJIOYaThb:
A. NYS
YP
AAA
WPA
AIA

mOOw

3afaHna OTKPLITOro Tuna

1. Bbl nuieTe HencnpaBHOCTb IPsec (HeBepHas KoHpurypaums, IPsec - He paboTaeT). [1ns 3T0Or0
BKJIIOYUAN 3aXBaT BCEro Tpaduka Yyepes nHTepdenc n MHNLUMPOBan nepeaayvy AaHHbIX.
BbIKJIIOYMB 3aXBaT, NakeTbl KAKOro NPOTOKOJ1a Bbl yBUANUTE nepsbiMu, ecnuv hasa IKE Havana
paboTy?

2. Bbl nuiete HemcnpaBHOCTb IPsec (HeBepHas KoHdurypauus, IPsec - He paboTaeT). ns 3TOro
BKJIIOYUAN 3aXBaT BCEro Tpaduka Yyepes HTepdenc n MHNLUMPOBan nepeaayvy AaHHbIX.
Bbiknto4ms 3axBaT, UDP-genTarpaMmMbl C KakuM HOMEpPOM MopTa Bbl YBUAMUTE NepBbIMY, eCin (hasa
IKE Havana paboTy?

3. CamblIh 6bICTPbIN BapuaHT npoBepkn CRL (B ny6anyHbIX ceTax) TpebyeT BapuaHT onybankoBaHus
(HTTP, HTTPS, OCSP, CIFS/SMB, FTP):

4, N3 Tpex 0CHOBHbIX CBOMCTB MH(OPMaLUN: LEeNoCTHOCTW, LOCTYMHOCTU U KOH(UOEHUNANBHOCTMH,
npoTokon AH B IPsec npumeHsieTcs ana obecnevyeHnsa CBONCTBa

3ajaHue ¢ Qa3BépH§(TbIM OTBETOM

1. Y710 Takoe L2 VPN? OnuwimnTe CLeHapum, Npu KOTOPbIX BO3HUKAET HEOOX0AMMOCTb B peannsaLunm 3Ton
TEXHOJIOr K.

2. B 4eM OTANYMA TPAHCNOPTHOIrO OT TYHHENLHOro pexxnMma IPSec? B kaknx cueHapusax LenecoobpasHo
MCMONb30BaTh KaXK bl pexum?

20.2 MpoMeXyTo4yHasa aTrectaums

TexHoJsIOrMA NpoBefeHus:



MpoMeXxyTo4YHas aTTecTauus NpoBOAUTCS B PopMe MUCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeIbHOM YCJI0BUM BbIMOIHEHWS B TE@YEHNE CEMECTPa BCeX S1abopaTopHbIX 3a4aHUIA U C y4eTOM
NOJYYEHHbIX TEKYLLMX OLeHOK. OLLEeHKM 33 BOMPOChI KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTca K 50-6annbHOMyY 3Ha4eHuHo.

TpeGOBaHMﬂ K BbIMOJIHEHUIO 3a4aHUK, WWKANbl K KpUTepuun oueHnBaHuA

Mpy oLeHMBaHUW Pe3ySIbTaTOB MPOMEXYTOYHON aTTecTauMm UCMOb3yeTCA KOIMYECTBEHHAA LWKaa
oueHoK. CornacHo NooXXeHnto 0 6anbHO-PENTUHTOBOM cucTeme 0byyeHns, 50-6annbHas oueHKa 3a
NTOrOBYI KOHTPOJIbHY0 paboTy CKNaablBaeTCs C OLLEHKON, NOJIyHYEHHOWN N0 MTOraM aTTecTauni.
MonyyeHHoe 100-6annbHOe 3HaYeHWe onpeaenseT ypoBeHb CHOPMUPOBAHHOCTU KOMMETEHLWI 1
NTOrOBYIO OLLEHKY (COra1acHO MONOXKEHMNI0 0 BanabHO-PENTUHIOBOM cMcTeMe 0By4YeHns):

oLeHKa «oTan4yHo» - 90...100 6bannos
oueHKa «xopowo» - 70...89 6annos
OLeHKa «yhoBaeTBopuTensHo» - 50...69 bannos

OLEHKa «HeyaoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K UTOrOBOW KOHTPOJIbHOW paboTe

No Bonpocbl KOHTPOLHOM PaboThbI

1 YTo Takoe IPsec, Kakune 3afa4u pelaeT, B YeM oTan4Yume n/unu HecootseTcTere TepMnHy VPN? Kak HacTpouTb
IPsec, 4To Takoe hunbTpbl, NONNTUKK IPsec? Kakue cpencTBa ciyxaT AN oTnagku IPsec? Kakue y>xe rotosble
nonuTukm IPsec npeakoHgurypuposaHbl Ha OC cemencTtea Windows?

2 OnuwnTe XXN3HEHHBIN LUKN cCepTUdMKaTa OT MOMEHTa ero co3gaHuns. Kak MMeHHo co3faeTcs cepTudumkaT, B
Kakom nocnefoBaTenbHOCTH. Kak B 3TOoM npouecce ydacTeyeT CA? MHCTPYMEHTbI/YTUAUTLI 415 BbiNyCKa
CepTUMUKATOB.

3 Mepbl obecneyeHns nHDopMaLnoHHoN 6e3onacHoCTM ANna nHGpacTpyKTypbl PKI.

4 YT1o Takoe ypoctosepstowmi LeHTp (CA - Certification Authority)? Haszosute Tunbl n ponn CA. YTo Takoe

nepapxmsa CA, 4TO NPUHMMAIOT BO BHUMaHWE Npu NPOEKTUPOBaHNMN 3TOW nepapxmum?

5 YT0 TaKoe TPaHCMOPTHLIA PEXNM N TYHHENbHBIN pexxum IPsec? nsa yero ucnons3yetcs npotokon IKE B IPsec?
Ons 4ero ncnonb3yoTcs GunbTpsl IPsec?

6 Y10 Takoe WSUS, Kakune 3aaym peliaeT, U3 KakKUX KOMMOHEHTOB coCTOUT? MBSA - OCHOBHble peXuMbl U
BO3MOXXHOCTW.
7 Ons yero ucnonb3ytoTcs NpoTokosbl ESP AH B IPsec? Kakune npobaembl MOTyT BO3HMKaTb Y IPsec npu

ncnonb3oBaHum NAT?

8 Y1o Takoe VPN, nepeyncamte KomnoHeHTbl VPN. Kakune cyLecTByoT TexHonorum peannsauuv VPN, kakme
TpeboBaHus K IP-ceTv NpenbABASET KaxAas TEXHONorna?

9 Ons yero ucnons3yetcs npotokon IKE B IPsec? YTo Takoe SA, main-mode (ocHOBHOI pexxum) quick-mode
(onepaTuBHbIA pexxnm)? Kakme Tpu BuAa ayTEHTUHMKALMN KOHEYHbIX CMCTEM 0ObIYHO NMOALEPXKMNBAIOTCS B
peanu3aumnax IPsec? Korga Kakon ucnosb3yerca?

10 YT0 Takoe ceTeBOW 3KPaH YPOBHA «MPUIOXKEHNA», B YEM OT/IMYME OT CETEBOr0 IKPaHa «MaKeTHbIA uabTp»?
YT1o Takoe unsolicited Tpauk 1 4em oTamyaoTca danepsosibl statefull n stateless? Kak pasmelleHsl rno
OTHOLLEHMIO K KOPMOPaTWUBHOW CETU CeTeBble 3KPaHbl, ONULWNTE OCHOBHbIE apXUTEKTYPbI
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Y10 Takoe EFS, kKakune 3agayn pewaeT, U3 Kaknx KOMNOHEHTOB COCTOMT? KaK TeXHUYecKn peasiv3oBaHa
BO3MO>XHOCTb paclUNGPOBKY halina ApyrnMu nosb3oBaTeNaMmn, NeEPeYNCINTE YCI0BUS, B KOTOPbIX 3TO
BO3MOXHO?






