MuHobpHayku Poccum
®ELEPAJIbHOE TOCYOAPCTBEHHOE BIOA>KETHOE OBPA30BATEJIbHOE YYPEXOEHUE
BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
(®Pre0Oy BO «BIr'Y»)
YTBEP)XXOAIO
3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy

Kathenpa nHHOpPMaLMOHHbBIX CUCTEM

05.03.2025

PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
561.0.25 AIMUHNCTPUPOBaHME B UH(POPMALIMOHHbLIX CUCTEMAaX
1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.03.02 NHopMaLMOHHbIE CUCTEMbI U TEXHOJIOT UK
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
NH>XeHepns MHDOPMALIMOHHBIX CUCTEM U TEXHOJIOTUN
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuat
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5
8. YYyeOHbIN ron;:

2028-2029

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4yeHne MeToh0JI0rMu YU TEXHOOM A aAMUHUCTPUPOBaHNS MHGPOPMaLNOHHbIX cuctem (UIC). CTaBAaTcA
3afaqn; Ha IEKUNOHHbIX 3aHATUAX MO3HAKOMUTL CTYAEHTOB C OpraHu3aumnen cayxx6 nogaep>xKu v
OCHOBaMy aAMUHUCTPupoBaHus VUC; Ha 1abopaToOpPHbIX 3aHATUSAX CTYAEHTbI AOJIKHbI MOJYYNTb HaBbIKN
MPaKTU4eCcKoro aaMMHNCTPUPOBAHNS KOMIOHEHTOB peasibHbiX VIC - obopyaoBaHuns IP-ceTev n ceTeBbix
ornepaumoHHbIX CUCTEM.

10. MecTo y4yebHOM aucuunanHbl B CTPYKTYype OOM:

BxofHble 3HaHMA: «/IHPOKOMMYHUKALNOHHbIE cucTeMbl U ceTu», «OcHoBbl OC UNIX», «OnepaunoHHble
CUCTEMbI».,



11. MnaHupyemblie pe3ynbTaThl 0OyYeHUs No AUCLUNIMHE/MOAYNIO (3HAHUA, YMEHUSA, HAaBbIKK),
COOTHECEHHbIE C MNJIaHMPyeMbIMU pe3ysibTaTaMU 0CBOeHUA obpa3oBaTesibHOW NPOrpamMMbl
(koMneTeHUMAMMU BbINYCKHUKOB) U UHOUKATOPAMM UX BOCTUXKEHUS:

KopA » Ha3BaHue
KOMMNeTeHLnn

OMNK-5 CnocobeH
WNHCTaNNMpoBaThb
NporpaMMHOe 1 annapaTHoe
obecneyeHune gna
NHMOPMALMOHHBIX U
aBTOMATM3MPOBAHHbIX
CUCTEM;

OlNK-5 CnocobeH
WHCTaNMpoBaTb
NporpamMMHoe 1 annapaTHoe
obecneyeHune ana
NH(OPMALMOHHBIX 1
aBTOMaTW3MPOBAHHbIX
cnucTeM;

OMK-5 CnocobeH
WHCTaNIMpoBaTb
NPOrpamMMHOEe 1 annapaTHoe
obecneyeHune ons
NH(OPMALMOHHBIX 1
aBTOMaTM3MPOBaHHbIX
cucTeMm;

Kog v Ha3BaHWe nHanKaTopa
KOMMNeTeHLUn

OMK-5.1 3HaeT OCHOBbI
CMCTEMHOr0
aAMUHUCTPMPOBAHMA,
agMuHucTpuposaHma CYB[,
COBpeMeHHble CTaHAapThI
NHMOPMaLMOHHOI O
B3aVMOAENCTBUA CUCTEM

OlK-5.2 YMeeT BbINONHATb
napaMeTpuyecKyto HaCTPOMKY
NHHDOPMALMOHHbBIX 1
aBTOMaTM3M-POBAHHbIX CUCTEM

OlK-5.3 NimeeT HaBbIKK
NHCTaNAALUN NPOrpaMMHOro u
annapaTHoro obecneyeHus
NH(OPMALMOHHbLIX U
aBTOMAaTM3MPOBAHHbLIX CUCTEM

12. O6beM aucLUNIMHBI B 3a4€THbIX eauHULLax/yac:

4/144

®opMa NpoMeXXyTOYHON aTTecTaluu:

JK3aMeH

13. TpypoeMKOCTb NO Bupam y4yedbHou paboTbl

Bug y4ebHon paboTbl

AyNTOPHbIE 3aHATUA
JleKUnoHHbIe 3aHATMA
[pakTn4eckne 3aHATUSA
NabopaTopHble 3aHATUA

3HaHu4, YMeHWNA, HaBblKN

3HaTb: TEHOEHUMN opraHm3aLmm
[ocTyna K pecypcam UC n
COOTBETCTBYIOLLUX METOLO0B UX
aAMUHUCTPUPOBAHNS; pa3nnyaTb
KOMMeTeHLUMK 1 npogeccun,
CBSI3aHHbIE C
agMuHucTpuposaHnem NC n
061acT OTBETCTBEHHOCTM
COOTBETCTBYIOLLMX CNeLnanncTos;
OCHOBbI agMuHUCTpUpoBaHus OC,
CepBepPOB NPUIOXKEHUI, CTaHOAPTbI
1 NPOTOKOJIbI MHOPMALMOHHOMO
B3aUMOLEeNCTBUSA CUCTEM

YyMeTb: BbINOJHATb
KOH(UrypupoBaHue
NHMOPMALMOHHbIX 1
ABTOMATM3MPOBAHHbLIX CUCTEM.

MMETb HaBbIKW: WMHCTaNNALMN
NPOrpaMMHOro 1 anmnapaTHoOro
obecneyeHuns; ynpassieHNs
CETEeBON MHPPACTPYKTYPOWN,
ceTeBbiM 060pyAOBaHMEM U
CUCTEMHOr0 aAMUHNCTPUPOBAHMNSA

CemecTp 7 Bcero
66 66
34 34
16 16
16 16



Bunpg y4yebHon paboThl CemecTp 7 Bcero

CamocTosATeNbHas paboTa 42 42
KypcoBas paboTa 0
MpoMeXxxyTo4yHas aTTecTauns 36 36
Yacbl Ha KOHTPOJIb 36 36
Bcero 144 144

13.1. Copep>XaHue AUCLUMJINHBI

n/n  HanmeHoBaHMe CopepxxaHue pasgena Peanunsauns pasgena UCLUMINHBI C
paszena gucunnanHbl  AUCLUMNANHBI MOMOLLbIO OHANH-Kypca, YMK
1. lekuunn
1.1 3apgaun 3agauu SYMK «AOMUHUCTPUPOBaHME B
AAMUHUCTPUPOBAHNSA.  aAMUHUCTPUPOBAHMS. NHpopMaumoHHbIX CuctemMax»,
O6beKTbI O6beKThbI https://edu.vsu.ru/course/view.php?id=3102

aOMUHUCTPMPOBAHMA  aAMWUHUCTPUPOBAHUS.
Cuctembl cepTugmKaLmm
crneunannctos UT,
aAMUHNCTPATOPOB.
Cnyx6bl pernctpauum.
JlabopaTopHbIe TEMbI:
MeToauka
aAMUHUCTPUPOBaHNA
ceTeBoro obopynoBaHus
CISCO. Bugbl
obopynoBaHus.



n/n  HanmeHoBaHue

pasfena aAuCUUnInHBbI

1.2  YnpaBneHue CeTSMMU.

CopepxxaHue pa3gena
OUCUUMANHBI

YnpaBJsieHne ceTsaMu.
OnepaunoHHas cncTema
10S. nHaMmmnyeckas
MapupyTmu3auusa. RIP,
EIGRP. uHamunyeckas
MappyTmsaunsa. OSPF,
BGP. TexHonoruu 2
YPOBH$ B KOPNOPaTUBHbIX
cetax. VLAN, xSTP, LACT.
Mpobnembl 6e30MacHOCTH
Ha 2 ypoBHe.
JlabopaTopHbIe TEMbI:
OnepaunoHHas cnctema
ceTeBoro obopynoBaHus
I0S. YcTaHoBKa
CTaTUYeCKNX MapLIpyToB
N MapLIpyTOB Mo-
YMOJIHaHMIO.
KoHurypumposaHme
NPOTOKOJI0B
OVHaMn4yeckon
MapuwpyTmu3auum RIP,
EIGRP.
KoHgurypupoBaHue
NPOTOKOJI0B
OVHaMMn4yecKon
MapLpyTu3saumm OSPF,
BGP. KoHuryprposaHue
NAT/PAT.
KoHdurypuposaHue VTP,
VLAN. YnpassieHune
TpaMKOM 1 CUCKK
poctyna |0S.
PaclumpeHHble Crnckun
poctyna I0S.
ALMUHNCTPUPOBaHME
nabopaTopHoO ceTu
(nHAMBMAYyanbHoOE
3aflaHue).

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanmeHoBaHue

pasfena aAuCUUnInHBbI

1.3 Cnyx6bl KaTanoros.

CopepxxaHue pa3gena
OUCUUMANHBI

Cny»x6bl KaTanoros
(npumep - Active
Directory). Cny6bl
ynpasneHus
KOHUrypauuen.
AOMWHNCTPATUBHbIE
wabnoHbl. LLabnoHbI
6e3onacHocTw.
JlabopaTopHble TEMbI:
ALMUHNCTPUPOBaHMNE
ceTen Ha ocHoBe MS
Windows Server.
3HaKOMCTBO C
Tononorunen
nabopaTopHoW
NHPPaCTPYKTYPbI.
MnaHupoBaHme un
pasmeLLeHme cayxobbl
KaTanoros Active
Directory. YpoBHU
COBMECTUMOCTY Nleca u
LOMeHa Ans CUCTEM Ha
ocHose Windows Server.
AOMWHNCTPMPOBaHMeE
cnyxbbl kaTanoros Active
Directory.
AOMWHNUCTPMPOBaHMeE
YYETHbIX 3anuncen un
pecypcos. Pe3epBHoe
KonunpoBaHwe.
BoccTtaHoBneHune B
cnyyae aBapun. O6beKThl
FPYNNoOBOWA MOJINTUKMN.
YnipaBneHue cpenomn
noJib30BaTesia JOMeHa.
YnpaBneHue
napameTtpamu OC
KOMMNbIOTEPOB LOMEHa.
Ncnonb3osaHue
AOMUHUCTPATUBHBIX
wabnoHoB. O6bEKTHI
FPYNNOBOWA MOJINTUKMN.
YcTaHoska 10,
pa3sepTbiBaHue MO ¢
nomoubto RIS, WDS.

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

1.4

1.5

HanmeHoBaHue
pasgena guCuunnvHbl

OnepaTusHoe
ynpasieHue un
nognepxka.

ObecneyeHne
NHMOPMaLMOHHOM
6e3onacHocTn NC

CopepxxaHue pa3gena
OUCUUMANHBI

OnepaTtusHoe
yrnpasJieHne n
nogaepxxka.
WNHcTannauus
KoMmrnoHeHToB UC.
MOHUTOPUHI CUCTEMHbIX
cobbITNI 1
NPON3BOANTENBLHOCTMW.
CIM. AnnapaTHo-
nporpaMMHsble
nnaTgopmbl
AAMUHUCTPUPOBAHMS.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbix OC.
NabopaTopHble TEMBI:
XypHanbl
NPOVN3BOANTENBHOCTU 1
OMOBELLEHUS.
ALMUHUCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
ycTaHoBKK FreeBSD,
GNU/Linux (SuSe),
GNU/Linux (Gentoo),
Solaris.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
CUCTEMHOE
AAMUHNCTPUPOBAHMNE 1
ynpasneHue MO
(GNU/Linux).

ObecneyeHune Wb - kak
3ajava ynpasneHus
puckamn. CTpaTterun
ynpasieHnsa puckamu,
TEXHONI0r MM BHeApeHus
yrpaBJieHnsa pruckamu.
Mognenn ynpasyieHus
poctynowm, SELinux.

2. JlabopaTopHbie
3aHATMSA

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPUpPOBaHME B
NHpopMaumoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanmeHoBaHue

pasfena aAuCUUnInHBbI

2.1 YnpasnieHue CeTsAMu.
(nab.)

2.2 Cnyx6bl KaTanoros.
(nab.)

2.3 OnepaTtusHoe
yrnpaB/eHne 1
nogaepxka. (nab.)

CopepxxaHue pa3gena
OUCUUMANHBI

Ha BblJaHHOM OMNMCaHnn
TOMoJIornn CeTu
npeacTaBJsieHa CeTb
opraHu3auuu,
coctoswas ns N
hnnnanos u
LeHTpasnbHOro ouca.
Heobxonnmo
CKOH(MrypnpoBaThb
NHTPaHeT ceTb C
NCNONb30BaHNEM
KaHanoB NoCTaBLyMKa
YCNyr CBA3M U [OCTYN B
NHTepHeT yepes
nocTaBLUMKa yCnyr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. C Tpebyemon cxemon
LOCTyna) cornacHo
OMMCaHuIO 3allaHuns.

BbIMONHNTBL
pa3BepThbIBaHUE CyXObl
KaTasnora AD un
NPUMEHNTH K
KOHTPOJISIepaM OOMeHa
LwabnoHbl 6e30nacHOCTW.
lMoka3aTb
npenogasaTesnto
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTeNemn
COOTBETCTBYIOLMX FPynmn.

Pa3BepTbiBaHMe CETEBOr0
3KpaHa XocCTa.
KoHurypurposaHme
iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHpurypumposaHume
nonnTuk SELinux.

3. lMpakTuyeckne 3aHATUSA

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

IYMK «AOMUHUCTPUpPOBaHME B
NHpopMaumoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPMpPOBaHME B
NHpopMaymoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanMeHoBaHMe Copep»xxaHue pasgena Peanunsauns pasgena GUCLUMINHBI C
paszena gucumnanHbl  OUCLUMANHBI MOMOLLbIO OHMANH-Kypca, YMK

3.1 YnpasfieHue CeTAMN. Ha BblZaHHOM onncaHum IYMK «AOMUHUCTPUPOBaHME B
(NpakT.) TOMoJIornn CeTu NH(popMauoHHbIX Cuctemax»,
npencTaBfieHa CeTb https://edu.vsu.ru/course/view.php?id=3102
opraHu3auuu,
coctoswas ns N
hnnnanos u
LeHTpasnbHOro ouca.
Heobxonnmo
CKOH(MrypnpoBaThb
NHTPaHeT ceTb C
MCMNOJIb30BaHNEM
KaHasI0B MOCTaBLUMKa
YCNyr CBA3M U [OCTYN B
NHTepHeT yepes
noCTaBLUMKa yCayr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. C Tpebyemon cxemon
[0CTyMa) corjiacHo
OMUCaHNIO 3afaHNS.

3.2  Cnyx6bl KaTanoros. BbINOMHNTB IYMK «AOMUHUCTPUpPOBaHME B
(NpakT.) pa3BepThbiBaHME CyXObl NH(popMauoHHbIX Cuctemax»,
KaTanora AD u https://edu.vsu.ru/course/view.php?id=3102

NPUMEHNTH K
KOHTpOJIIepaM AOMEHaA
LwabnoHbl 6e30nacHOCTW.
lMoka3aTb
npenoaaBaTesio
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTeNemn
COOTBETCTBYIOLUMX Fpynnm.

3.3 OnepaTtusHoe Pa3BepTbiBaHue ceTeBoro  dYMK «AOMUHUCTPUpPOBaHME B
ynpasieHue un JKpaHa XxocTa. NHpopMaLoHHbIX Cuctemax»,
nogaepxka. (npakt.)  KoHpurypmpoaHue https://edu.vsu.ru/course/view.php?id=3102

iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHpurypumposaHume

nonnTuk SELinux.

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3QHATUHA



Ne HanmMmeHOBaHMe TeMbI JlekumoHHble  [MpakTuyeckme JlabopaTopHble CamocToAaTenbHas Bcero

n/n (pasgena) 3aHATUA 3aHATUA 3aHATUA paboTa
1 3agayn 4 0 0 2 6
aAMUHUCTPMPOBAHNS.
O6beKTbI
aAMUHUCTPMPOBAHNS
2 YnpaBfieHve ceTamu. 8 6 6 10 30
3 Cny>x6bl KaTanoros. 8 6 6 10 30
4 OnepaTunBHOE 8 2 2 10 22
yrnpaB/eHune un
noafepxkKa.
5 ObecneyeHue 6 2 2 10 20
NH(pOPMaLIMOHHON

6e3onacHocTn NC

34 16 16 42 108

14. MeToaunyeckue yKasaHusa ansa oby4aloLwmxcs no 0CBOEHMIO OUCLUNJINHbI

AncumnaunHa TpebyeT paboThl C hannamMu-npeseHTaUnAMN NeKLUUN U COOTBETCTBYIOLMUMMK FNaBaMu
PEKOMEHOBAHHOW OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMNOJHEHNS BCEX TabopaTOPHbIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCcToATeNIbHaa NOArOTOBKa K 1ab0OpaTOPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNM AAOTCA B ayAUTOPUN, TAE BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX kKNnaccax ®KH ¢ Mcnonb3oBaHMEM METOANYECKNX
MaTeprasnoB PacrnosioXKeHHbIX Ha y4ebHo-meToanyYeckom cepepe ®KH "\\fs.cs.vsu.ru\Library”, Ha cepBepe
Moodle BI'Y edu.vsu.ru v BbIMOJIHEHMEM 33434 KOH(DUTYPUPOBaHUA BUPTYyanusmposaHHonm UC. Bo Bpemsa
CaMOCTOATENIbHON paboThl CTYAEHTbI MCMOJIb3YIOT 3/1EKTPOHHO-OMBANOTEYHbBIE CUCTEMBI, 4OCTYMHbLIE Ha
noptane 3oHanbHoM bnbanoTtekn BIrY no agpecy www.lib.vsu.ru. YacTb 3agaHnin MoXXeT ObITb BbINOJIHEHA
BHE ayAWTOpPMIA Ha LOMallHEM KOMMbIOTepe, Nociae KOMUPOBaHMS MeTOAUYECKUX YKa3aHum u
Heobxoamumoro MO ¢ yyebHo-meToaMYeckoro cepBepa OKH.

15. MepeyeHb OCHOBHOM M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OXO04UMbIX
AJIA OCBOEHUA OUCLUMNIINHBI

No NCTOYHMK
n/n
1 CbicoeB, 3.B. AGMUHNCTPUPOBaHMNE KOMMbIOTEPHLIX ceTel : y4ebHoe nocobume / 3.B. Cricoes, A.B.

Tepexos, E.B. bypueBa ; TaMb0OBCKM roCyAapCTBEHHbI TEXHUYECKUI YHUBEPCUTET. - TaMbOB :
TaMbOBCKUNY roCyAapCTBEHHbIV TEXHUYeCKui yHusepcuteT (TITY), 2017. - 80 c. : nn.—
YHuBepcuTeTckaa bubanoTeka OHAavH : 31EKTPOHHO-bMbIMoTeYHas cnctema. — Pexum
noctyna : http://biblioclub.ru/index.php?page=book&id=499414



Ne
n/n

McToYHMK

loH4apyk, C.B. AamuHuctpupoBaHne OC Linux / C.B. FToH4YapyK. - 2-e u3a., ncrp. - Mockaa :
HauwnoHanbHbi OTKpbITeIV YHUBEpCcuTeT «MHTYUT», 2016. - 165 ¢. — YHMBEpcuTeTCKas
6ubnnoTeKka OHAAVIH : 31EKTPOHHO-6MbInoTeYyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=429014

6) nononHuTeNbHas AnTepaTypa:

No
n/n

NcToYHUK

AnomuHucTprposaHune OC Unix : Kypc : yyebHoe nocobue : [16+] / HaumoHanbHbIi OTKPbLITbI
YHusepcuTeT "MHTYUT". - MockBa : IHTepHeT-YHuBepcmTeT HGOpMaLNOHHbBIX TeXHONOr A
(MHTYWT), 2008. - 257 c. - Pexxnum gocTyna: no noanucke. -

URL: https://biblioclub.ru/index.php?page=book&id=233563 (gaTa obpauwieHus: 23.05.2023). -
TeKCT : 2/1eKTPOHHBINR.

OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-MeToau4eckoe nocobue /
coctasutenu I'. B. Abpamos [u ap.]. — BopoHex : BI'Y, 2017. — 31 c. — TeKCT : 3/IeKTPOHHbIN //
JlaHb : 3N1eKTpoHHO-bnbnnoTeyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaweHns: 23.05.2023).

Bnacos, t0.B. AiMnHNCTpUpOBaHne ceTen Ha naatgopme MS Windows Server : y4ebHoe nocobue
/ 10.B. Bnacos, T.N. PnuykoBa. - MockBa : IHTepHET-YHuBEpCUTET VIHhOPMAaLIMOHHLIX TEXHOI0r Ui
(MHTYWUT) : buHom. JlabopaTopums 3HaHuy, 2008. - 384 c. : un.,Tabn. — YHUBEPCUTETCKas
b6ubmoTeKa OHAaVH : 31IEKTPOHHO-bMbIMoTEYHasA cucTtema. — Pexum JocTyna :
http://biblioclub.ru/index.php?page=book&id=233291

CucTeMbl 3alUNThl MHGOPpMaLmn B BeAyLUMX 3apybexHbix cTpaHax: y4ebHoe nocobuve A/ By30B :
[16+] / B.N. ABep4yeHkoB, M.KO. PbiToB, I'.B. KoHapalunH, M.B. PynaHoBCKni. - 4-e u3g., ctep. -
MockBa : ®anHTa, 2016. - 224 ¢. — YHnBepcuteTckas bubinoTeka OHAauH | 31€KTPOHHO-
bubnnoTeyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n

NcToYHMK

bnbnnoteka BIY, http://www.lib.vsu.ru

3BC «YHuBepcuTeTckas bubnunoTteka online», https://biblioclub.ru

9BC «JlaHb», https://e.lanbook.com

Cepsep yyebHo-mMeToanyYecknx matepmanoB PKH, \\fs.cs.vsu.ru\Library

Obpa3oBaTesnbHbI NOPTaN "DNeKTPOHHbLIN YyHMBepcuTeT BIY", http://edu.vsu.ru



16. MepeuyeHb yuebHO-MeTOogUYECKOro obecneuyeHus pnsa caMocToATesIbHOU PaboThl

Ne n/m WCTOYHUK
1 Cepsep y4ebHo-MeToanYecknx maTepuanoB PKH, \\fs.cs.vsu.ru\Library

2 SYMK «AgmuHucTpupoBaHue B HhopMaLMoHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIlOYasA OUCTaHUMOHHbIe obpa3oBaTesnbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLUaHHoe obyuyeHue):

1. TexHonoruv BupTYyanm3aunm:

Cpega supTyanmsauum Microsoft Virtual PC

Cpegna supTyanmsauum Oracle/Sun Virtual Box

2. Obpa3oBaTenbHbIn nopTan Moodle (cepep Moodle BI'Y)

3. CepBepHble 1 kKnneHTckne OC Microsoft.

4. OnepauunoHHasa cuctema GNU/Linux (anctpnbytms CentOS).

5. AnnapaTHble ceTeBble 3kpaHbl D-Link, CISCO.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHne AUCLUNIIUNHDI:
1. JleKuMoHHaa ayamuTopms, OCHallleHHas BULEONPOEKTOPOM.

2. KoMnblOTEpHbIN KNacc Ans npoBegeHns nabopaTopHbIX 3aHATWNA, OCHALWLEHHbI MPOrPaMMHbIM
obecnevyeHnem VirtualBox. Obbem cBoboagHom nocne 3arpysku OC onepaTuBHOM NaMsaATu Ha paboyee
MecTo He MeHee 8 I'b (TpebyeTcsa onsd BUPTYasibHbIX MaLUUH).

19. OueHou4Hble cpencTBa OJsia npoeeneHun TEKyllJ,eﬁ n I'IpOMe)KyTO‘-IHOﬁ aTTrectauumn

MopsAoK OLEHKM 0CBOEHNS 00yYaloLWMMNCS y4ebHOro MaTepuana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasaenos AUCUMIINHGI:

Ne Pazgensl Koa komneTeHumn Kog mHaonkaTopa OueHOYHble CpelcTBa A4

n/n ANCUNMNHBI Tekyllen aTTecTaunm
(Mopynn)

1 Pasgenbl 1,5 OrnK-5 OMnK-5.1 KoHTpoibHble paboThl 1,3

2 Paspenbl 2-4 OMnK-5 OlnK-5.2 KoHTposbHble paboThl 1-3

NabopaTopHble 3agaHns Nel-3

3 Pasnenbl 2-4 OMnK-5 OMK-5.3 KoHTpoibHble paboThl 1-3
NabopaTopHble 3agaHns Nel-3

[MpomMe)xyTo4Hasa aTTecTaums
dopMa KOHTPOIA - IK3aMeH
OueHoYHble CpeacTBa A9 NPOMEXYTOYHOM aTTecTalmmn

MMcbMeHHas KOHTPosibHast paboTa. Bo3MOXXHO NoslyyeHne OLLEHKU Mo pe3ysbTaTaM TEKYLLMX aTTecTaluii,
COrJIaCHO MOJIOXKEHW0 0 6aIbHO-PEATUHIOBON CUCTEME 06YYEHNS N OLLEHKM yCNeBaeMoCTH CTYAEHTOB.

20 TunoBbie OUuEeHOYHble CPpeaAcTBa U MeToAMYecKue MaTepuanbl, onpepensiowme npouenypbl



OUEeHUBaHUA
20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorua npoBepeHus:

Tekylwas aTTecTauuns NPoBoANTCS B POpMax NMUCbMEHHbIX (MM B SNEKTPOHHOM BUAE Ha CalTe
edu.vsu.ru) KOHTPObHbIX PaboT No nekuunsMm 1 nabopaTopHbIX 3a4aHMn. OLLEHKWN 33 BOMPOChI KaXX10M
KOHTPOJIbHOMN paboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTcs K 50-6annbHOMY 3HaveHuto. Kaxxaas
nabopaTopHas paboTa OLEHNBAETCS KaK BbIMOJIHEHHASA UM HEBLIMOJHEHHASA COMJTACHO KPUTEPUAM B €
onncaHuM Ha edu.vsu.ru. B KOHLEe ceMecTpa BblHMCASETCA CPeAHAN OLLEeHKa 3a BCe KOHTPOJIbHble PaboThbl
1 nabopaTopHble 3aAaHNsA. DTa OLLEHKA SIBASIETCS OLEHKON 3a paboTy CTyleHTa B Te4eHMe BCEro
cemecTpa ¥ UCNoJIb3yeTCa A1 pacyeTa UTOFOBOM OLEHKM Mo npegMeTy (cMm. pasgen 20.2).

CooTHOLLEeHMe noKasaTesnen, KpUTepMeB U LLKaJibl OLLeHUBAHUA pe3y/ibTaToB 00y4yeHus

KpuTepumn oLeHNBaHNS KOMMNETEHLNIA YpoBeHb LLIkana oueHokK
ChopMMPOBAHHOCTM
KOMMETEHL NN
BepHble 0TBETHI Ha BCE BOMPOChI KOHTPOJIbHOM paboThl. Bce  |MoBbILWEHHbIN OT/n4HO
KpuTepumn BbiNosHEHUA 1 paboTocnocobHOCTH B YPOBEHb

NabopaTopHbIX 3a0aHUAX - YI0BIETBOPEHbI.

BepHble 0TBETHI Ha 60/ILLLYIO 4aCTb BOMPOCOB KOHTPOJIbHON  |Ba30Bbin XopoLuo

paboTbl. Bosiblias YacTb KPUTEPUEB BLIMOJHEHNS 1 ypOBeHb

paboTocnocobHOCTM B NabopaTOpHbIX 3aAaHNAX -

y[OB/E€TBOPEHaA.

BepHble oTBeTHI Ha Hanbosiee BaXKHble 4aCTW BONPOCOB Moporosbin Y, 0BNETBOPUTESIbHO
KOHTpOJIbHOM paboTbl. Ba3oBas YacTb KpUTEpueB YPOBEHb

BbINOJIHEHUS U PabOTOCNOCOOHOCTM B TabOPATOPHBIX
3a[aHUAX - yO0BNETBOPEHA.

HeT unu KpailHe Masio BEpHbIX OTBETOB Ha Hanbosiee BaXkHble
4aCTM BOMPOCOB KOHTPOJIbHOW paboThl. Ba3oBas YacTb
KpUTEpUEB BbINOJHEHMS U paboTocnocobHOCTM B
nabopaTopHbIX 3aaHUAX - HE YA OBJETBOPEHA.

HeynoBneTBopuTENLHO

®opMUpPOBaHUE OLEHOK:

Mpwn oLeHMBaHUKN pe3yibTaTOB TEKYLLEeN aTTecTalun NCNosb3yeTCa KONMYeCTBEHHAs LWKala OLLEHOK.
YnomsiHyTas Bbilwe 50-6annbHas cpeaHas oLeHKa onpeaensieT ypoBeHb CHOPMUPOBAHHOCTH
KOMMEeTEHLUMI N BANSET Ha UTOTrOBYIO OLEHKY (CM. pa3gen 20.2).

MepeyeHb 3apaHU OIS KOHTPOJbHLIX paboT

Ne  [Bonpockl KOHTPONLHOW paboThl 1

1 Ecnv npaBunbHas, To 4TO 03Ha4YaeT koMaHza: ip route 0.0.0.0 0.0.0.0 10.20.30.40 ? Ecsu
HenpaBwW/bHas - NoNpaBbTe U 06bACHMTE.

2 Ha Kaknx ypoBHsX mogenun 1ISO/OSI MOXKHO MPOBOAUTL (PUNLTPALMIO AaHHbIX, UCMOJIb3YS CMUCKK
noctyna I0S?

3 B 4yem oTan4me npoToKosa MapLupyTu3aumm (routing protocol) oT MapLLpyTM3MpPyeMOro
npoTokona (routed protocol)? MpueenuTte npumMepsl routing 1 routed NpoTOKOJIOB.

4 Y10 o3HavatoT cumBosbl O, C, R B incTuHre 10S Tabnnubl MapLupyTU3aLmnmM, Kak BOSHUKAOT
Takue (O, C n R) 3anucun?

5 B 4em cocToaT 3a4a4vm agMUHUCTPUPOoBaHMA? Mepedncante 06bEKTbl aAMUHUCTPUPOBAHNAT

6 K KakoW rpynne npoToKoa0B 0THOCUTCA (1 noyemy) RIP: K rpynne BHELHWUX WAN BHYTPEHHWX
npoTtokosios? A EIGRP? Kakue CyLLeCcTBYIOT orpaHuyeHuns no npumeHeHuo EIGRP u RIP?

7 Ecnv npaBunbHas, TO YTO 03Ha4YaeT KoMaHAa: access-list 110 permit ip any 0.0.0.0
255.255.255.255 ? Ecnu HenpaBuabHas - nonpasbTe U 06bACHUTE.




8 B 4yem ocobeHHoCTW npuMeHeHns RIPng no cpaBHeHuto ¢ RIP?

9 B 4yem otanyme NAT n PAT (NAT override)? B yem cnoxHocTb peanunsauun NAT agns UDP nakeTtos
no cpaBHeHuto ¢ TCP?

10 |B 4yeMm oT/IMYME NPOTOKOJSIA MapLIpyTM3aLumn «BeKkTopa coctosHma» (distance vector) ot
«cocTosHus cBA3m» (link state)? Kakon npoTokon oTHOCMTCS K knaccy “path vector”?

11 |Ecnm npaBu/bHas, TO 4TO O3Ha4YaeT KoOMaHAa: access-class 123 in 7 Ecnu HenpaBuabHas -
nonpaebTe 1 06bACHUTE.

12 |Y70 Takoe IP Tabnmua mMapLlipyTu3aTopa, 4TO B HEN HaxoanTca? Mpuseante npuMep Tabanubl,
3aMoJIHUB napy CTPOK.

13 |MNoyemy cxemy agpecaumu IPv4, ocHoBaHHas Ha Knaccax, bbina 3ameHeHa Ha CIDR?  YTo Takoe
CIDR? YT1o Takoe VLSM?

14  |KakoBbl 0CHOBHble ocobeHHocTu EIGRP? Kak B 10S BktovaeTcs (E)IGRP mapwpyTusaumns
(MpmBeanTe NpMMep NOCNen0BaTENbHOCTA KOMaH 1 06bACHNTE OENCTBME Kax4oN)?

15 |Kakue cywecTBytoT KoMaHabl I0S ons npoBepKM HaCTPONKK CINCKOB AOCTYyMNa (NpocMoTpa
CrnCKa npasua n T7.4.)7

16 |4YTO Takoe BHYTpPEHHME 1 BHeLWHMe NpoTokobl (IGP, EGP)? MpueeauTe npuMepsbl 45 KaXKA0ro
Kflacca.

17 |B 4eM npenmyLLeCcTBa, U Kakne eCTb NoTeHUnaabHble Npobsemsl y ANHaMUYECKON
MapLIpyTU3aLnmn? YTo Takoe KOHBEpPreHums npoTokKosia MapLupyTmnsaumm?

18 |Kak B I0S 3apaTh IP-agpec ons uHtepdenca? MNpreennte npuMep - CEpuo KOMaHA (419 afpeca
4YacTHOW ceTu KNlacca B).

19 |YT0 Takoe afMUHUCTPATUBHOE paccTosHUE. s KakMX MPOTOKOMN0B OHO uMeeT Boblumne
3HaYyeHusa n novyemy?

20 |Ecnm npaBusibHas, TO 4TO O3HaYaeT KOMaHAa: ip access-group 123 in ? Ecnum HenpaBuiabHas -
nonpasbTe U 06BACHUTE.

21 |Ecnm npaBuSbHas, TO 4TO O3Ha4YaeT KoMaHga: access-list 123 permit tcp any 0.0.0.0
255.255.255.255 eq 443 ? Ecan HenpaBubHas - NonpaebTe 1 06bACHNTE.

22 |YT0 Takoe cnucky poctyna I0S, Kaknx TUMOB OHW BbIBAIOT U A5 Yero ncnonb3yTcsa? Kakne
KoMaHabl |0OS Hy>KHO BbIMOAHUTL, YTOObLI BOCMO/1b30BaTbCS CMMCKaMK AOCTyna?

23 |Ecnm npaBuibHas, TO 4TO O3Ha4yaeT KoMaHAaa: ip route 163.4.0.0 255.255.0.0 10.1.1.17
Ecnn HenpaBwuiibHas - MoNpaBbTe M 06bACHUTE.

24 |47o Takoe VLAN un Kak peasin3oBaH0? Kak Ha3bIiBaaCs 1 YeM OTANYAJICA MPOTOTMM 3TON
TexHosornu, paspabotaHHbii CISCO?

25 |OcobeHHOCTM NpoToKoNa IS-IS, ons Yero oH MCNOMb3yeTCA N KakoBbl TpeboBaHMA K CETU npu
ero UCnoJib30BaHuN.

26 |Ecnm npaBuibHas, TO 4TO O3Ha4YaeT KOMaHAa: access-list 11 permit tcp ip any any eq 807
Ecnv HenpaBuabHas - monpaebTe U 06bACHUTE.

27 |Kakas koMaHAa (komaHAbl) I0S noka)keT MapLupyTHyto Tabnuuy MapwpyTusaTtopa?

28 |YTo Takoe arpermpoBaHue agpecoB, A5 Yero ucnosb3yetcsa? Yto Takoe IP-nogceTsb u IP-
cynepceTb? Mpumepsbl.

29 |KakoBbl 0CHOBHbIe ocobeHHocTH RIP? Kak B |0S BkatovaeTca RIP (npuBeante npumep
NnocsenoBaTeIbHOCTM KOMaH U 00BbACHUTE AENCTBUE Kaxkaomn)?

30 [B yem ocobeHHocTb o6nactn c Homepom O (Area 0) 1 Kakoi MPOTOKON MapLUpyTM3aLun
ncnosb3yeTt obnacTu?

31 |B yem otaunyms RIP n EIGRP MapLupyTr3aUnii, B KakUX CaydYasix UCMOb3YIOT OAHY, @ B KaKunX -
apyryto? Kakue macwTabHble orpaHnyeHmns ecTb Y RIP? Moyemy RIP nHorna Ha3biBatloT
«MapLIpyTU3aLmen no cayxams.

32 |Ecnm npaBufbHas, TO 4TO O3Ha4YaeT KomaHpAa: ip route 15.15.0.0 255.255.0.0
151.150.150.150? Ecnv HenpaBuabHasa - nonpaebTe U 00BbACHAUTE.

33 |Ha kakom obopymnoBaHum obbl4HO HEOBXOAMMO BbIMOAHATL KOHUrypmnposaHne VLAN? B yem
COCTOUT 3TO KOH(UIYpMpOBaHME (YTO HYXXHO CAeNnaTb, «Mo Lwaram»)?

34 |KakoBbl 0CHOBHble oTan4us EIGRP oT OSPF? K ceTax kakoro maclitaba ucnons3syetcs OSPF 1
noyemy? B 4em rnaBHoe orpaHunyeHne ncnonb3oBaHua EIGRP? Kakon n3 npoTokonos
ncnonb3yet obnacTu (area) n Ons YEro OHW HYXHbI?

35 |Ha3oBwuTe n onuwmTe MeToAabl 6opbbbl € NeTAAMU MapLipyTU3auuu. NMovyeMy OHM BO3HUKAOT 1

Kak nx nsbexatb (crocobbl)?




Bonpockl KOHTPONLHON paboTsl 2

B 4yem cxoncTBo Directory Service ¢ 6onee paHHuMK peweHnsamu: NYS+NFS. Onuwnte 3Tu
peLeHns.

Kak KoHurypupytoTcs iptables? Kak genatotca nsmMeHeHns B Tekylien pabote iptables n kakum
06pa3om 3T N3MEHEHNS MOXKHO COXPaHUTb, YTOObI OHM OCTaNIMCb U Nocne nepesarpy3ku OC?

Kak co3paTtb Active Directory? Yto Takoe cxema Active Directory, BO3MOXHO N1 ee n3MeHeHune?
Y10 Takoe n a5 4yero ncnonblyetcs anHamudecknin DNS (DDNS) B cnyxbe kaTanora AD.

YT1o Takoe cnyxba kaTanora? [lanTte onpefeneHne n Ha 3TOM oNpeaeneHnn NokaxxmTe Kak
MMeHHO peann3oBaHbl B Microsoft Active Directory Te anemMeHTbl, KOTOpble YNOMSAHYThI B Baluem
onpeneneHnn cnyxbel kaTanora. Yto Takoe DN 1 RDN?

B 4yem npobnembl ANCKPELMOHHON NONUTHKK Be3onacHocTK (ynpaBaeHus foctynom)? Moyemy
HecMoTps Ha 3Tu npobnembl DAC WMPOKO Ucnonb3yeTcs (NpakTnyecky Bo Bcex OC)? MoXKHO v
pewmnTb 3T Npobnemsl B paMmkax DAC 1 kak?

YT1o Takoe GID, UID B knaccuyeckunx UNIX OC 1 Kak OHU MCMNOJIb3YIOTCA A5 YpaBieHNUs
noctynom? Kakue BosmoxHocTu gobasnsioT SUID, SGID?

YTo Takoe fieC 1 Kakue elle CyLecTBYT CTPYKTYpHble ypoBHM B Active Directory? [Ins yero
HY>XHbl 3TW YPOBHN? YTO Takoe canTbl NpUMeHnTeNbHO K Active Directory 1 B Kakmnx ciiyqasax u
Kak ux co3patoT? [as 4ero co3natoT CalThl?

Kakune nsmeHeHns B yrnpassiieHUn SOCTYNOM Kiaccmyeckoro UNIX BO3MOXHbI C MCMOJIb30BaHMEM
SUDQ? PeluatoTcst in 3TON TexHonormen npobnemsl nogxona DAC 1 B Kakol cTeneHn?

YT1o Takoe SELinux, Kakne 3amaun pelaeT u kem pa3paboTaH 1 nogaepxuneaerca? OnuwmnTe
nocsie0BaTeIbHOCTb AeCTBMI MO BKJIDYEHUIO 1 HAacTponke ero Ha CentOS. Kakne noMHuTe
pacrnpocTpaHeHHble yTuanTel SELInUX, 4518 4ero ncnosb3yTca?

10

YT1o Takoe pennukaumsa B Active Directory, pa3aensl n KOHTeKCTbl AD? B kakoi obnactu (sx)
BbIMOJIHAETCS pernankaumsa? YTo Takoe CxeMa, rae XpaHuTCsa U Kak Moanduunpyerca?

11

YTO Takoe JOMEHbI, KOHTEKCTbI, M0Jib30BaTeNM SELinUX, MOMeYeHHbIe 1 HEMOMEYEHHbIE
noJib3oBaTeNun 1 npouecchl? Kak orpaHunyeHns SELinux paboTatoT BMecTe C TpaanLMOHHbIM
ynpasieHneM oCTyrnoM Ha ocHose GID/UID?

12

Y10 Takoe cybbekThl 1 06BEKTbI B KOHTEKCTE yrpaBieHns 4OCTynoM. Kak paboTaeT MaHAaTHas
(MAC) nonuTturka ynpasaeHns goctynom? B yem ee otan4me ot DAC (npuBenuTe npuMepsl
noctyna K canny B DAC n MAC? MNoyemy MAC mMasio pacnpocTpaHeHa B cyliecTBytoLwwmx OC?

Bonpockl KOHTpoabHOM paboThl 3

Kak paboTtaeTt X-Window, 4T0 Takoe X-cepBep 1 X-kmeHT? C MOMOLLbI0 KaKUX TPaHCMOPTHbIX
MeXaHW3MOB OHM MOTYT B3aUMOAENCTBOBaTb, Korfaa X-cepeep v X-KJMeHT HaxXoAsTCA Ha OLHOM
KOMMbIOTEPEe 1 Korfa Ha pa3Hbix? B 4em ocobeHHOCTH rpadmnyeckoro pewweHns X-Window, no
CPaBHEHMIO C APYrMMn n3BeCTHbIMK BaM rpadmnyeckmmm cuctemam?

Kakum 06pa3om afMUHUCTPATOP onpeaenseT Kak 1 B KakoM nopsiike 0CTaHaBANBaKOTCA
cepsuchbl/oeMoHbl npu 3aBeplueHmnn OC UNIX 1 Kak onpegenseTcs noc/sieLoBaTebHOCTb
3aBepLIeHNs pas3InNYHbIX CEPBNCOB/LEMOHOB?.

loyeMy cHaYana B CepBepPHbIX, 3aTEM B M0JIb30BaTENbCKMUX KOMMbIOTEPAX CTaJI UCMOJIb30BaThb
EFI? Kakne BO3MOXXHOCTM NO CPaBHEHMIO CO CTaHAApPTHON cxemon gaeT EFI, Mo)xHO nn obonTuch
6e3 EFl n B Kaknx cnyvaax? Kakune ectb npobnembl y MBR-meToaa?

Y10 Takoe MBR? B kakux cnyyasax HeobxoAnMo UCnosib3oBaTb BMeCTo Hero GPT u Kakne
BO3MOXKHOCTW 3TO faeT?

OnuwwnTe nocnenoBaTesibHOCTb 3arpy3ku OC MK (IBM-COBMeCTUMOM) C MOMEHTa BKJIOYEHNS
nUTaHUS L0 3arpy3ku sapa. Yto Takoe “cTaHfapTHbIN koL” MBR, kak oH paboTaeT?

Kak 1 0s1a 4ero ncnonb3yoT agMUHUCTPATOPbI YPOBHM 3arpy3ku (run levels), cyuiecTsytoLine B
HekoTopbix OC UNIX? Mepeyncnute ytuamtel UNIX ons apxvBupoBaHus, nepevncanTe
YTUAUTBI A1 KOMMNPeCccumn (ainsios.

Kakum 06pa3oM agMUHUCTPATOP OMpPedeNnseT Kak 1 B KaKOM NopsaKe 0CTaHaB/IMBAOTCA
cepBuchl/aeMoHbl npu 3aBeplueHmn OC UNIX 1 Kak onpegenseTcs nocnenoBaTeNbHOCTb
3aBEpLIEHNS pa3INYHbIX CEPBUCOB/LEMOHOB?

[nsa 4yero Hy>XXHbl NporpaMmel-meHemxepbl nakeTos MO B OC UNIX? OnuwnTe nx gyHKLMN,




9 Kakune ysa3BMMOCTU CYLLECTBYIOT Y KJIAaCCMYECKON CUCTeMbI Syslog? B 4yeM cMbich
ncnosib3oBaHusA napameTpos facility, priority, Kak UMEHHO UCNOJIb3YIOTCA OHM NpPU
XKYpHanupoBaHumn? Kakue CyLLeCcTBYIOT BapuaHThl 3anucu/nepeaayn coobuieHunin B syslog?
Mpennonoxum Heobxoaumo cobpaTb coobuieHns ¢ 5 kommyTaTopoB € nomolubio SYSLOG,
KakKoBa Nnoc/iefoBaTeNbHOCTb AENCTBUA agMUHUCTPaTopa?

10 |'oe n B KakOM BUAe MOXET HaxoAUTbCs MHopMaumns o nosib3osaTtensax, rpynnax 8 OC UNIX?
e 0bblYHO HaxoAUTCS 3Ta NHGOPMaLLMA B CilyYae OTAEeNbHON paboyel CTaHuun? Kakum
obpa3omM MOXXHO ynNpaBnATh (Co3a4aBaTb/yAanaTb/MOANGMLMPOBaTL) Nosb3oBaTensmm B OC
UNIX? NMpuBeamnTe nocsefoBaTeNbHOCTM AENCTBUN NO CO3A4aHNI0, yaaneHuno 1 610KMpoBaHMto
(Bxopa B cuctemy) nonb3osatens B OC UNIX.

11 |B 4yem oTan4me nepBruYHOro (primary) n pacwmnpeHHoro (extended) pasgenos gucka? Kakue
CYLLECTBYIOT OrPaHNYEHMA Ha KO-BO pa3fesioB 3TUX TUMoB? MoxxHO nn 3arpy3utb OC,
HaXO4ALLYICA Ha JIOFMYeCKOM AUCKE pacLUMPEHHOr0 pa3aes, B YeM OTNYNSA/KaK OCYLLeCTBUTb
3arpysKy (ecav Bo3MOXXHO) B CpaBHeHUN ¢ pacnonoxeHnem OC Ha nepBMYHOM pa3pene?

12 |OnuwwuTe nocnepoBaTenbHOCTL 3arpy3kn OC UNIX ¢ MOMeHTa 3arpy3ku sapa 4o 3anycka
noJib30BaTeJsIEM NEePBOro NPUIOXKEHUs (paccMOTpUTE ABa BapuaHTa 3arpysku: 4o 3 m go 5
ypoBHen). B 4em ocobeHHOCTb SystemV 3arpy3sku?

Mepe4yeHb nabopaTopHbIX 3amaHUN

1 Ha BblZaHHOM OMUCaHUX TOMOJIOTUM CeTW MpefcTaB/ieHa CeTb OpraHusauum,
coctosAwas n3 N gpuamanos n LeHTpasabHOro ouca. Heobxogmmo
CKOH(UTYypUpoBaTb MHTPAHET CEeTb C UCMOJSIb30BaHNEM KaHaI0B NOCTaBLLNKa
yCnyr CBA3M 1 JoCTyn B VIHTepHeT Yyepes3 nocTasluka ycyr MHTepHeT, a Takxe
obecneynTb JOCTYN MexAy (mnnanamum (B T.4. C Tpebyemon cxemon focTyna)
COrNacHO ONMUCaHWUIO 3afaHuns.

2 BbimonHUTb pa3BepThiBaHME Cnybbl KaTanora AD 1 NMpUMEHUTL K KOHTpOJI1Iepam
noMeHa wabnoHbl 6esonacHocTr. Moka3aTk NpenoaaBaTenNto pe3yabTaT
npuMeHeHmns WwabnoHOB 1 NpaBa NoJib30BaTeIell COOTBETCTBYIOLLUX FPYMM.

3 Pa3BepTbiBaHne GNU/Linux. WHTerpauma CentOS n PEL OC co cnyxboi kaTanora
AD DS.

OueHKa OCTaTO4YHbIX 3HAHUH
ONK-5

3aaHuna 3aKpbITOro Tuna

1. B KakOM KOHTeKCTe A0JKHa bbiTb BbIMONHEHA KOMaHa ip access-group 123 in ?
A. B KOHTEKCTE CeTeBOro nHTepdeinca
B KOHTEKCTe 06LLen KoHuUrypawumm
B KOHTEKCTe KOHUrypaLmm MMHUN
B KOHTEKCTe [oCTyna poyTepa
KOMaHa HernpasuibHas, HO eC/i HEMHOI0 MOANPaBNUTb, TO B KOHTEKCTE CeTEBOr0
NHTeperca
2. B KakOM KOHTeKCTe fo/KHa BbiTb BbIMOJIHEHA KOMaHAa ip access-group 123 in-out ?
A. B KOHTEKCTe CeTeBOro nHtepgenca
B KOHTEKCTe obLien KoHgpurypaumm
B KOHTEKCTE KOHUrypaLmm MMHNN
B KOHTEKCTe JoCTyna poyTepa
KOMaHAa HernpaBWJibHas, HO eC/i HEMHOMO NOLAMNPaBUTb, TO B KOHTEKCTE CeTEBOr0
NHTepdenca
3. Tunbl pa3fenos, orpaHn4yeHne no nx konmnyecTay, cnocob 3arpysku OC ¢ nomowbio MBR
XapaKTepHbl (BbibepnTe camoe noaxogsiiee):
A. TO/MbKO AN5 KOMMbIOTEPOB MOJb30BaTENS
B. ANd KOMMbOTEPOB MONb30BaTENA U 15 CEPBEPOB

mOoOw
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C.
D.
E.

415 KOMMbIOTEPOB M0JIb30BaTENA C apxuTekTypon IBM PC
015 KOMMbIOTEPOB M0JIb30BaTENS U CEPBEPOB C apXxuTekTypown IBM PC
ans nobbix KOMMbIOTEPOB C apxuTekTypon IBM PC n Sun Microsystems

4. Y10 03Ha4vaeT KOMaHAa "network 192.168.129.16 0.0.0.15 area 11", BbINOJIHEHHAS B KOHTEKCTE
router ospf 11 ? CeTb - 04HO30HHaS.

A.
B.
C.

KOMaH[a He COOTBeTCTBYeT paboToCnocobHON KOH(pUrypaLuum

KOMaH[a BbI30BeT reHepaLmio aHHOHCOB MapLupyTa B ceTb 192.168.129.16

KOMaHAa BbI30BET reHepaLnio aHHOHCOB COCTOSHUIA NHTe(enCoB C afpecaMmmn BXOAALWMMMN B
192.168.129.16

5. Y710 03HavyaeT KoMaHaa "network 192.168.129.16 0.0.0.15 area 11", BbIMOJIHEHHAS B KOHTEKCTE
router ospf 11 ? CeTb - MHOr030HHaA.

A.
B.
C.

KOMaH[a He COOTBeTCTBYeT paboToCnocobHON KOH(pUrypaLuum

KOMaH[a BbI30BET reHepaLmio aHHOHCOB MapLlipyTa B ceTb 192.168.129.16

KOMaHAa BbI30BET reHepaLnio aHHOHCOB COCTOSAHUIA NHTe(enCcoB C afpecaMmun BXOAALWMMUN B
192.168.129.16

6. Mpouecc He MOXeT MNoJIy4nUTb JOCTYN K HeKoTopoMy arnny. Bel BeigscHUAK, 4To B OC GNU/Linux
paboTaeT SELinux. Kakue HaCTPOMKy LO/MKHbI ObITb M3MEHEHbI, 4TObbI pa3pewwmnTs 4OCTyn?

A.

ACL, POSIX pa3pelueHunsa n SELInUX-KOHTEKCT (hanna

B. ACL, POSIX pa3speleHns n SELinux-gomeH tanna
C. ACL, POSIX pa3speLueHus

D. ACL paspelueHns n SELinUx-KoHTeKCT ¢hanna

E.
F
G.
0

POSIX pa3pelueHns n SELINUX-KOHTEKCT (hanna

. ACL pa3peweHunsa n SELinux-goMeH tanna

POSIX pa3pelueHns n SELinux-goMeH aina

7. Y10 ByneT ecnm TernpoBaHHbLIA Kaap NpuAeT Ha access-nopT KoMMmyTaTopa?

o>

bynet cbpolueH

OyneT NPUHAT 1 pacnpoCTPaHEH Ha BCe acCess-nopThbl COrnacHo 3agaHHoMy B Tere VLAN
OyLeT NPUHAT U PacnpoCTPaHEH TOJIbKO Ha Apyrue TPpaHK-nopThbl

OyneT NPUHAT 1 PacnpoCTPaHEH Ha BCe aCCess-NopThl COrNacHO 3a4aHHOMY 4N15 access-
nopta VLAN

8. YTo byneT ecnim HETErMPOBaHHbLIA Kaap NPUAET Ha access-NopT KoMMyTaTopa?

A.
B.

C.
D.

6ynet cbpolueH

OyneT NPUHAT 1 PacnpoCTPaHEH Ha BCe aCCess-NopThl COrNacHO 3a4aHHOMY 415 access-
nopta VLAN

OyneT NPUHAT 1 pacnpoCTPaHEeH TOLKO Ha ApYyrue TPaHK-MopThbl

O6yneT NPUHAT 1 PacnpPOCTPaAHEH Ha BCE aCCesS-MopThbl COrnacHo 3agaHHoMy B Tere VLAN

9. MpaBwnibHa M KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?

A.

npaBwWSibHas, pa3peLllaeT fOCTYn C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, paspeLiaeT fOCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWSibHas, pa3peLlaeT AOCTyN C onpeaenieHHon ceTu Ha Beb-cepsep B fil0bo ceTu no
npotokosly HTTPS

. NMpaBuUAbHad, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-ceprep B Nt06ON CETM MO NPOTOKOY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS

. HenpaBuW/bHas, HO eC/IM HEMHOr O NOANPaBUTL, pPa3peLlaeT AOCTYN C ONpeaeNieHHON CeTU Ha



Beb-cepBep B Ntobor ceTn no npotokoay HTTPS

10. MpaBuabHa M KoMaHAa access-list 10 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?

A.

G.

npaBubHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepeep B onpeaeeHHom
ceTun no npoTokoay HTTPS

. MpaBUSibHas, pa3peLlaeT JOCTynN ¢ toboi ceTu Ha Beb-cepBep B ONpee/ieHHON CETU MO

npoTtokosy HTTPS
npaBWbHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepsep B Ntobol ceTn no
npoTtokosy HTTPS

. NpaBWAbHas, pa3pellaeT 4ocTyn ¢ ntobon ceTn Ha Beb-cepsep B Nt06OM CETM NO NPOTOKONY

HTTPS

. Henpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepBep B stobor ceTn no npoTokony HTTPS

. Henpasu/bHas, HO eC/IM HEMHOIO NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpeaesieHHon CeTu no npoTokoay HTTPS
HernpaBW/ibHas, HO eCI HEMHOMO MNOAMPaBUTb, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS

11. MpaBuabHa N KoMaHga access-list 123 permit ip any 0.0.0.0 255.255.255.255 eq 443 ?

A.

G.

npaBuSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, pa3peLiaeT [OCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWSibHas, pa3peLlaeT AOCTYN C onpeaenieHHon ceTn Ha Beb-cepsep B filoboi ceTu no
npotokosly HTTPS

. NMpaBuUAbHas, pa3peLllaeT goCcTyn ¢ atobon ceTu Ha Beb-cepeep B Nt06OIN CETM MO NPOTOKOY

HTTPS

. HernpaBu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. HernpaBu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOI 0 NOAMNPaBUTb, Pa3peLlaeT fOCTYM C ONpefeIeHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

12. MpaBunbHa N1 KoMaHda access-list 123 permit ip 10.0.0.0 0.0.0.255 0.0.0.0 255.255.255.255 eq

4437
A.

G.

npaBwWSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, pa3peLiaeT fOCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWJibHas, pa3peLlaeT AOCTyn C onpeaesieHHon ceTu Ha Beb-cepsep B fil0bo ceTu no
npotokosly HTTPS

. NMpaBuUAbHad, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-ceprep B Nt06ON CETM MO NPOTOKOY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr 0 NOAMNPaBUTb, Pa3peLlaeT fOCTYN C ONpefeIeHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

13. MpaBunbHa N KoMaHZa access-list 123 permit ip 0.0.0.0 255.255.255.255 10.0.0.0 0.0.0.255 eq

4437
A.

npaBUSibHas, pa3peLllaeT AOCTyN C ONpeaeNeHHO CETU Ha Be6-cepBep B ONpeaeneHHoN



14.

15.

16.

17.

18.

19.

20.

21.

ceTu no npoTokony HTTPS
B. npaBusbHas, pa3peluaeT focTyn ¢ aobor ceT Ha Beb-cepBep B onpedeneHHoN ceTu no
npotokosly HTTPS
C. npaBunbHas, paspeLlaeT AOCTYN C onpefeneHHon ceTu Ha Beb-cepsep B Nt0bON ceTn no
npotokosly HTTPS

D. npaBwibHas, pa3pellaeT 4ocTyn ¢ atobon ceTn Ha Beb-cepBep B JIt0OOM CETK MO MPOTOKONY

HTTPS

E. HenpaBwu/ibHas, HO €C/IM HEMHOTO NOAMNPABUTb, pa3pellaeT J4ocTyn ¢ Nboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

F. HenpaBuW/bHas, HO €C/I HEMHOIO NOANPaBUTb, Pa3peLlaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS

G. HenpaBw/bHas, HO eC HEMHOMO MOAMNPaBUTh, Pa3peLlaeT AOCTYM C ONpeeeHHOR CeTh Ha

Beb-cepBep B Ntobor ceTn no npotokoay HTTPS

BaM Heo6x04MMO MOCMOTPETL KaKUe CNNCKK [0CTyrNa eCTh Ha POyTEpe U MPOCMOTPETL MX NpaBuna.

Kakue cyuwiecTBytoT KoMaHAabl |I0S ons 3Toro?
A. shrun, sh ip access-list, sh access-list
B. sh ip access-list, sh access-list
C. sh access-list

Bam Heobxo4MMOo NOCMOTPETL CNUCKM AOCTYNa Ha poyTepe, 4Tobbl NPoBepUTL PaboTy UX NpasBul.

Kakue cywiecTByoT KoMaHAabl I0S ans 3Toro?
A. shrun, sh ip access-list, sh access-list
B. sh ip access-list, sh access-list
C. shrun
N9 4ero Hy>KeH MeHed)Kep AMCnaes n MoXKHO im 6e3 Hero o6onTuChL?
A. ons npoBepKyM NOAJIMHHOCTW NONb30BaTeNA U 3anycka X-cepBepa, 060ATUCH - MOXKHO
B. O15 npoBepKM MOMHOMOYNIA NMOJIb30BaTENS U 3aMyCcka X-cepBepa, 060MTUCH - MOXKHO
C. Ons npoBepKy NOAJIMHHOCTY MOJb30BaTeNs 1 3anycka X-cepepa, 060MTUCh - HENb3A
D. Ans npoBepKyM MOAHOMOYMIA NOJSIb30BaTENS U 3anycka X-cepeepa, 060NTUCH - HENb3S
MpaBunbHas MM KOMaHAa access-class 123 in, ecnn TpebyeTcs pa3pewnTb AoCTyn no SSH K
poyTepy OT 3afaHHOM CETU WX KOHKPETHOro y3na?
A. npaBuibHas, Tak 00bIYHO 1 peLLaloT faHHY 3af4a4vy
B. npaBuibHasa hopManibHO, HO Tak 0ObIYHO He peLlatoT AaHHYH 3adady
C. HenpaBuibHas
MpaBunbHas MM KOMaHAa access-class 12 in, ecnn TpebyeTcs paspewmnTb 4oCTyn no SSH K
poyTepy OT 3a4aHHOWN CEeTU NN KOHKPETHOro y3na?
A. npaBwibHas, Tak 0bbIYHO 1 pellatoT AaHHY0 3adady
B. npaBuibHasa hopManbHO, HO Tak 06bIYHO HE peLlatoT AaHHY 3adady
C. HenpaBunbHas
Y10 03HavaeT cumBosbl D B ancTtuHre 10S Tabavubl MapLpyTusauumn?
A. pe3ynbTaT paboTbl NpoTokona EIGRP
B. pe3ynbTaTt paboTbl npoTokona OSPF
C. pesynbTaT paboThl npoTokona RIP
D. pe3ynbTaT HAaCTpoOWKKM IP Ha NoKanbHOM UHTepdeice
Y710 03HavaeT cumBobl O B amcTuHre 10S Tabnnupbl MappyTusaumm?
A. pe3synbTaT paboTbl NnpoTokona EIGRP
B. pe3ynbTaT paboThl NnpoTokona OSPF
C. pe3ynbTaT paboTbl npoTokona RIP
D. pesynbTaT HacTponku IP Ha nokasbHOM MHTepdence
Y10 ByneT eciv TErMpoBaHHbLIM Kagp NPUAET Ha access-NopT KoMMyTaTopa?
A. 6yneT cbpolieH



B. 6yneT NpUHAT 1 pacnpoCTpaHEeH Ha BCe acCess-MopTbl COrnacHo 3agaHHomy B Tere VLAN
C. bygeT NpMHAT 1 pacnpoCTpaHeH TONbKO Ha Apyrue TPaHK-MopThl
D. byneT NpUHAT 1 pacnpoCTpaHeH Ha BCe acCess-MopThbl COracHO 3afaHHOMY O/15 access-
nopta VLAN
22. Kakum o0bpa3oM BXOAALLNIA B AOMEH KOMMNbIOTEP onpenenseT rae HaxogMTCs KOHTPOJIiep AOMeHa
(Hanpumep, 4T06bI 3aNPOCUTL CMIMCOK FPYMNMOBbLIX NOANTUK)?
A. 4Yepe3 DNS 3anucb Tuna A
yepe3 DNS 3anuck Tuna SRV
yepe3 DNS 3anuce Tuna DC
yepe3 DHCP 3anucb Tvna SRV
yepe3 DHCP 3anucb Tvna A
yepe3 DHCP 3anucb Tvna DC
23. [nda 4ero co3patoT canTbl Active Directory? MNMpusennte npuMep, KOrga 3To KenaTenbHo caenaTb
A. [oMeH 06beamnHAeT HeCKObKO 34aHNI C Pa3HbIMX NOKaJIbHbIMU CETAMU, COeAUHEHHBIMU
KaHanaMu C HU3KOWM NPOMyCKHON CNOCOBHOCTbIO.
B. JomeH 06beamHAeT HEeCKONbKO 3AaHNIA C pa3HbIMU NOKAbHLIMU CETAMU, COEANUHEHHBIMM
KaHanamu € BbICOKOW NPOMYCKHOM CMOCOBHOCTLIO.
C. OomMeH 0bbeauHSAET HECKOJIbKO 34aHMN C Pa3HbIMU JI0KaJIbHbIMU CETAMU, COeANHEHHBIMU
KaHanaMu ¢ 04MHaKOBOW MPOMYCKHOM CNOCOBHOCTbLIO.
24. Kak MOXXHO U3MeHUTb 00bI4HbIN NOPAAOK HacnenosaHus GPO ?
A. 3anpeT HacneposaHus Ha OU
B. 3anpeT HacneposaHus Ha GPO
C. 3anpeT nepeonpenenenus (enforce, no-overide) Ha OU
25. lMpaBunbHa 11 KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?
A. npaBwibHas, pa3peLlaeT AOCTyN C onpenesieHHoNn ceTn Ha Beb-cepeep B onpeaesieHHom
ceTun no npoTokoay HTTPS
B. npaBuibHas, paspelLaeT AOCTyn C Ntobon ceTn Ha Beb-cepBep B ONpeaesieHHOon CeTr no
npoTtokosy HTTPS
C. npaBunbHas, pa3pellaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepsep B Nt0bo ceTn no
npoTtokosy HTTPS
D. npaBwibHad, paspeLllaeT AoCTyn ¢ Ntobon ceTn Ha Beb-cepeep B Nt06ON CeTK MO NPOTOKONY
HTTPS
E. HenpaBuNbHas, HO €C/IM HEMHOIO NOAMNPaBUTbL, pa3peLlaeT A4oCTyn ¢ nobon ceTn Ha Beb-
cepsep B sitobor cetn no npoTokony HTTPS
F. HenpaBWnbHas, HO €CAN HEMHOMO NOANPaBUTb, pa3peLllaeT AOCTYN ¢ tobon ceTn Ha Beb-
cepBep B onpeaesieHHon CeTu no npoTokoay HTTPS
G. HenpaBW/ibHas, HO eCI HEMHOMO MOAMNPaBUTL, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS
26. [N 4ero Hy>XeH MeHexep gucnnies n MoxHo nn 6e3 Hero obonTucs?
A. NS npoBepKu NOAJIMHHOCTY NONb30BaTeNA U 3anycka X-cepsepa, 060ATUCH - MOXXHO
B. o715 NnpoBepKyM MNOAHOMOYNIA NOSIb30BaTENS U 3amnycka X-cepepa, 060N TUCH - MOXKHO
C. ons npoBepky NOAJMHHOCTY MOJIb30BaTeNs 1 3anycka X-cepsepa, 060MTUCh - HeNb3A
D. ons npoBepKun NOMHOMOYNIA NOJSIb30BaTENS U 3anycka X-cepepa, 060NTUCH - HeSb34
27. [Ina 4ero Hy)KeH MeHep)Xep 0KOH U MOXKHO 1 6e3 Hero obonTucs?
A. [ons 3anycka OKpy>XeHuUs Nofib3oBaTens B Buae Habopa NpuioxeHun n onpeneneHns
cnocoboB ynpasneHns okHamu, 060NTUCH - MOXHO
AN19 3anyCKa OKPY>XeHMs nosb3oBaTens B Buae Habopa npmnoxeHnin, 06onTUCH - MOXXHO
ANa onpefeneHns cnocobos ynpaBaeHns oKHaMm, 060ATUCH - MOXXHO
. ON5 3anyCKa OKPY>XeHWs Nnosib3oBaTens B Buae Habopa NpUIOXeHUn 1 onpeaeneHns
cnocoboB ynpasieHns okHamu, 060NTUCH - HEeNb3$
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E. ana onpegenexHnsa cnocobos ynpasaeHns oKHaMm, 060MTUCH - HENb3S
F. Ans 3anycka oKpy>XeHus nonb3oBaTesns B Buae Habopa npuioxeHuin, 060NTUCh - Henb3s
28. Kakue CyLLecTBYIOT OrpaHMyeHuns pasgesa Tuna pacwmnpeHHoin (extended) npu MBR ?
A. OCTYTCTBYET 3arpy3o4Has 3anucb pasfesa
B. ocTyTCTBYeT 3arpy3o4Has 3anucb AUCKa
C. Henb34 BbINONHUTL 3arpy3ky OC, KoTopas Haxo4UTCA Ha 3TOM pa3sfesie
29. OnuwnTe npoLecc 3anycka rpauyeckoro NpuaoXeHns X. eCinm y Bac ecTb IOHUKC-cepsep 1 MK
nog ynpasseHnem Windows
A. ycTaHoBUTb 1 3anycTuTh MO X-cepBepa; BLIMONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3aflaTb NMOJIOXKeHMe X-CcepBepa; 3anyCTuTb X-KJIMeHTa
B. ycTaHoBUTb 1 3anycTuTh MO X-cepBepa; BbINONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3a4aTb MOJN0XeHNe X-K/INeHTa; 3anyCTuTb X-cepsep
C. ycTaHoBUTb 1 3anycTuTb M0 X-KNIMeHTa; BbINOAHUTL ayTeHTUduKauuo Ha UNIX-cepsepe;
3a4aTb MOJN0XeHNe X-K/INeHTa; 3anyCTuTb X-cepsep
D. ycTaHoBUTb 1 3anycTUTh MO X-KANeHTa; BLIMONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3a4aTb MONOXeHne X-cepsepa; 3anyCcTuTb X-cepBep
30. Kak MOXXHO NpoBeCTM MacCOBY0 YCTaHOBKY npuknagHoro MO Ha KoMnbloTepbl nogpasneneHunin? U
Korga B 3ToM c/iyvae bygeT ycTaHosneHo M0?
A. yepe3 GPO (pa3zen nonb3osaTens), cpasy nocne cosgaHua GPO
yepe3 GPO (pa3nen koMmnbloTepa), cpasy nocse cosgaHuns GPO
yepes GPO (pa3gen komnbloTeEpa), Nocne BXxo4a B CUCTEMY
yepe3 GPO (pa3aen KkoMmnbloTepa), Nocse 3arpy3kn KoMnbsloTepa
yepes GPO (pa3gen nonb3oBaTens), NOCse 3arpy3kKn KoMnbloTEPa

mOOw

3a[aHu1A OTKPLITOro TUMa
1. YkaxuTte ans MBR-AMCKa MaKCMMalibHOE KOJIMYECTBO MNePBUYHBLIX Pa3esoB, B C/yYae, eC/iM Ha 3TOM
JNCKe CYLLLeCTBYIOT JIOrMYeCcKMe pasienbl-ancku.

2. BoinonHme komaHAy show ip route, Bbl yBuaenn HeCKOJIbKO MapLUPYTHbIX 3anucen:

10.0.0.0/27 via 15.16.17.20 metric =10 AD =90

10.0.0.0/26 via 15.16.17.21 metric = 20 AD = 110

10.0.0.0/27 via 15.16.17.22 metric = 30 AD =90

10.0.0.0/26 via 15.16.17.23 metric = 40 AD =110

Ha kakon w03 (ykaxute agpec) byneTt oTnpaBfieH NakeT C aApecom HasHavyeHns 10.0.0.33 7

3. BoinonHmB KomaHAy show ip route, Bbl yBuaenn HeCKOJIbKO MapLUPYTHbLIX 3anucen:

10.0.0.0/27 via 15.16.17.20 metric =10 AD =90
10.0.0.0/26 via 15.16.17.21 metric =20 AD =120
10.0.0.0/27 via 15.16.17.22 metric =30 AD =90
10.0.0.0/26 via 15.16.17.23 metric =40 AD =110

Ha kakon w03 (ykaxute agpec) byneTt oTnpaBfieH nakeT C adpecom HasHavyeHns 10.0.0.33 7

4 Ha KakoM MaKcuMasnbHOM ypoBHe Mogenun ISO/OSI MoXXHO NMPoBOAUTL PUIbTPALMI0 AAHHbIX, NCMOMb3YS
CTaHOapTHble cnncky goctyna 10S?

5. Ha kakom MakcumansHoM yposHe Mogenn ISO/OSI MOXXHO NPOBOANTL (DUNLTPALMIO OAaHHbLIX, UCMOJIb3YS
paclUMpeHHble Cnnucky goctyna 10S?

6. Ha KakoM MakcuMansHOM yposHe mogenu ISO/OSI MOXXHO NPoBOANTL (PUALTPALUIO faHHbIX, UCMOJb3YS



CTaHdapHTble cnucky goctyna 10S?

3ajaHue ¢ Qa3BépH§(TbIM OTBETOM

1. Y7o Takoe arpernpoBaHue agpecos, 44 4ero ncnosblyetca? Yto Takoe IP-noaceTs u IP-cynepceTs?
Mpumepsi.

2. B yem npenmyLlecTBa, U Kakue eCTb NOTEHLMaNbHblE NPOOAEMbI Y ANHAMMUYECKON MapLipyTU3aumum?
YTo Takoe KOHBepreHums NpoToKoa MapLLpyTusaumm? B kakumx ciyyasx Bbl 66l He CTanm MCNosib30BaTb
NPOTOKOJ1 AUHAMUYECKO MapLUPYTU3aLUN, aOMUHUCTPUPYIO CETb OpraHu3auumn (MpuMeHnIn ool
CTaTU4eckyto)?

3. NMepeyncnnte ocHoBHble oTan4Yns GNU/Linux-anctpunbyTtunsos. Movyemy NoOSBUANCH NAaTHblE
ANCTPMOYTMBLI, HECMOTPS Ha copyleft-nuueHsnn, Kakas bM3Hec-Moaenb UCNOJIb3YeTCs B 3TOM Ciy4vae?

20.2 MpoMeXxyTouyHasa aTrecTaums
TexHonorua npoBepeHus:

MpoMeXxyTo4YHas aTTecTauns NPOBOANTCS B (hOPME NMUCbMEHHOW KOHTPOJIbHOM paboTsl npu
06513aTe/IbHOM YCNOBUW BbIMOJIHEHNS B TEYEHME CeMeCcTpa BCeX IabopaTopHbIX 3alaHWiA U C y4eTOM
MOJTYYEHHbIX TEKYLLMX OLLEHOK. OLLEHKHM 3a BOMPOCHI KOHTPObHOW PaboThbl CyMMUPYIOTCS, CyMMa
HopMupyeTcs K 50-6a511bHOMY 3HaUYeHWO.

TpeboBaHuUA K BbINOJIHEHUIO 3a4aHUN, LUKaJbl U KPUTEPUMN OLLeHUBAHMUSA

Mpw oueHMBaHUKN pe3ybTaTOB MPOMEXYTOYHON aTTeCTauumn NCNob3yeTcsa KoIMYeCcTBeHHas WKana
oueHok. CornacHo NonoXXeHuto o0 6anbHO-PENTUHTOBOM cucTeMe 0byyeHnsi, 50-6annbHas oUeHKa 3a
NTOrOBYIO KOHTPOJIbHYIO paboTy CKNaAblBaeTCs C OLLEHKOW, MOMYYEHHOW MO UTOraM aTTecTaumnn.
Mony4yeHHoe 100-bannbHOe 3Ha4YeHUe onpenenseT YpoBeHb CHOPMUPOBAHHOCTI KOMMETEHLMNIA 1
NTOrOBYO OLIEHKY (COrNacHO MOMOXKEHNIO 0 BaNSIbHO-PENTUHIOBOM CUCTEMe 0By4eHNns):

oLeHkKa «oTam4Ho» - 90...100 6annos
OLEeHKa «xopowo» - 70...89 6annos
oLeHKa «yfnoBneTBopuTENbHO» - 50...69 6annos

OLleHKa «HeynoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K UTOroBOW KOHTPOJIbHOW paboTe

1. BapuaHT:

a. MoxHo nm ncnonbzosatb DNS He MS (Hanpumep, DNS nog OC UNIX) onsa pa6oTel AD u
Kakunm obpasom? YTo Takoe SRV RR?

b. OnnwuTe nocnenoBaTenbHOCTb 3arpy3kn OC MK (IBM-coBMeCcTMMOM) C MOMEHTa BKJIIOYEHUS
NMTaHUA [0 3arpy3ku gapa. YTo Takoe CTaHAapTHbIN kKoad MBR, kak oH paboTaeT (no
waram)?

C. B yem otnmnyme NAT un PAT (NAT override)? B 4em cnoxHocTb peanusauun NAT gna UDP
nakeToB Mo cpaBHeHuto ¢ TCP?

d. Y70 03HayvatoT cumBosibl O, C, R B amcTuHre tabanubl mapwpyTtmnsauum [0S, Kak BO3HUKAKOT
Takue (O, Cu R) mapwpyTsl ?

e. YTo Takoe penavkaumsa B Active Directory, pasgensl n KoHTeKcTbl AD? B Kakoi obnacTtu (5x)
BbINOJIHAETCS pernnkaumna? YTo Takoe cxema, rae XpaHuTca U Kak moanduumnpyertca?

f. B 4yeM npeumMyliecTBa, U Kakue e€CTb MOTEHUMabHble NpobnemMbl y AMHAMUYECKON
MapLIpyTU3aunmn? YTo Takoe KOHBEPreHLnsa NpoToKoa MapLupyTulaumm?



2. BapwuaHT:

a.

YTO Takoe nec 1 Kakue eLle CyLLeCcTBYIOT CTPYKTYpHble ypoBHU B Active Directory? [na yero
HY>XHbI 3TN YPOBHM? YTO Takoe canTbl NpuMeHnTenbHO K Active Directory n B Kakux cnyyasx
N Kak Mx co3gatoT? [nsd 4ero co3gatoT canThbl (MpuMepsl)?

MovyeMy CcHa4ana B CepBepHbIX, 3aTeM B MOJIb30BaTe/NbCKUX KOMMblOTEpax cTanu
ncnonb3osaTh EFI? Kakmne BO3MOXXHOCTW MO CPaBHEHUIO CO CTaHLapTHOW cxemoin faet EFI,
MO>XXHO Jin 06onTnce 6e3 EFl n B Kaknx cnyyasx ?

. Yto Takoe SELinux, Kakue 3amaym pellaeT 1 kem pa3paboTaH 1 noanepxxusaetca? OnuwmTe

nocsefoBaTeNbHOCTb AENCTBIWIA MO BKIKOYEHMIO U HacTpolke ero Ha CentOS. Kakne nomMHuTe
pPacnpoCTPaHeHHble yTuAnTbl SELINUX, Ana Yero ncnonb3yeTcs Kaxaan?

. Kakune BapmaHTbl xpaHeHuns 3anucen (RR) nogoepxmsaet DNS kKomnaHum MS? Ha 4T1o

nosnmseT BbIbOp MecTa XxpaHeHns?

Y710 Takoe cybbekTbl 1 06beKTbl B KOHTEKCTe ynpaBseHuns pgoctynom. Kak paboTaeTr
MaHAaTHaa (MAC) nonnTuka ynpasnaeHns goctynom? B 4yem ee otaundmne ot DAC (npuseguTe
npuMmepbl goctyna K danny B DAC n MAC? MNMoyemy MAC Mano pacnpocTpaHeHa B
cyuwecTsytowmx OC

Kakune cnocobbl ncnonb3ytoTcs (Kak oHu paboTaeT) ona peweHus npobnem obpazoBaHus
LuunKnoB bpoagkacT-goMeHa (JOMEeHa LUMPOKOBELLLAHNA)?

3. BapuaHT:

a.

Y10 Takoe GID, UID B knaccnyecknx UNIX OC 1 Kak OHW UCNONb3YIOTCA 4S9 ynpaBaeHus
noctynom? Kakne Bo3moxxkHocTu gobasnsatoT SUID, SGID?

['0e 1 B KaKoM BUAE MOXKET Haxo4uTbCs MH(OopMaLmnsa o noas3oBatensx, rpynnax 8 OC UNIX?
Ine 06bI4HO HaxoAMTCS 3Ta MHGOPMaLMa B Cyvyae oTAenbHOW paboyen ctaHunn? Kakum
obpa3oM MOXHO ynpaBnsATh (co3paBaTb/yfanaTe/MoANMMLNPOBaTL) Nonb3osaTenamm B OC
UNIX? TMpuBennTe nocnenoBaTe/lbHOCTU AEeWCTBUW MO CO3LaHWUIO, YLAJNIEHUID U
6nokuposaHuio (Bxofa B cuctemy) nonb3osatens B8 OC UNIX ¢ ncnonb3osaHmem 06bI4YHOMO
pefakTopa (Hanpumep, vi).

. T'ne pasmelyeHbl napameTpbl OC 1 nonb3oBaTens, mocse NpUMeHeHUsa rpynnosbiX NOJANTUK?

Kakve cywecTBYOT UHCTPYMEHThLl OT/JafAKW MeXaHW3Ma rpynnoBbiX NOAUTUK? KOHCOJNb
FPYNMoBOWN NONUTUKM HELOCTYMHA, Kak UCnpaBuTb NapameTpsl GPO?

Y1o Takoe DACL, SACL, ACE?

YTo Takoe «cepTuMKauMOHHAa nporpaMmma», 4TO BXOAWUT B 3TO MOHATME, KTO
pa3pabaTbiBaeT. YTo Takoe VUE n Prometric?

YTo Takoe aAMMHUCTPATMBHOE paccTosaHMe. Ond Kakux NpoTOKOJIOB OHO umeeT 6onbline
3HaYeHUs n novyemy?

4. BapuaHT:

a.

b.

C.

d.

B yem npobnembl ANCKPELMOHHON NONMTUKK Be3onacHOCTY (ynpaBneHns gocTynom)? MNoyvemy
HecMoTps Ha 3Tn npobnembl DAC WKNPOKO ncnonb3yetcs (NpakTuyeckn Bo Bcex OC)? MoxHO
NN pewmnTb 3TK npobnemsbl B pamkax DAC n kak?

Y1o Takoe GID, UID B knaccuyeckux UNIX OC 1 Kak OHU MCMNONb3YIOTCA ONA yrnpas/ieHus
poctynom? Kakume Bo3aMoxxHocTu gobasnsioT SUID, SGID?

KomneTeHunn u npodeccun, nMmerlwme OoTHOWeEHMe K agMmuHuctpuposaHuio WC.
MHoroypoBHeBas Nogaep>Ka.

B 4em oT/indme nepsu4HOro (primary) n pacwmpeHHoro (extended) pasgenos gucka? Kakue



CYyLEeCTBYIOT OrpaHNUyYeHns Ha KOJ-BO pa3fesioB 3TUX TMNoB? MoXXHO aun 3arpy3nTb OC,
HaXO4SALWYCS Ha JIOrMY4eCKOM OUCKe pacCliMpPeHHOro pasfen, B 4eM OTJNYUA/KAK
OCYLLECTBUTb 3arpysKky (ecam BO3MOXHO) B CpaBHeHMM ¢ pacnonoxeHnem OC Ha nepBUYHOM
pasgene?

. OnnwunTte nocneposaTeNibHOCTL 3arpy3km OC UNIX ¢ MOMeHTa 3arpysku sgpa 4O 3anycka
nosib3oBaTeNeM nepBoro NPUIOKeHnsa (pacCMOTpUTe LBa BapuaHTa 3arpysku: 4o 3 n [0 5
ypoBHew). B yem ocobeHHoCTb SystemV 3arpyskun?

. HazoBuTe n onnwunte metoabl 60pbbbl C NeTAAMU MapLwpyTu3aumnmn. NovyemMy OHU BO3HMKAIOT
N Kak ux nsbexatb (cnocobbl)?



