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BbICLLUEIO OBPA30BAHUSA
«BOPOHEXXCKUWI rOCY BAPCTBEHHbIN YHUBEPCUTET»
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3aBenyoLmin Kaghenpon
bopucos OMuTpuin HUKonaesmy

Kathenpa nHHOpPMaLMOHHbBIX CUCTEM
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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
561.0.41 AIMUHNCTPUPOBaHME B UH(POPMALIMOHHbIX CUCTEMAaX
1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.03.04 MporpamMmmMHas nHXeHepus
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
VIHhopMaLMOHHbIe CUCTEMbI U CeTEBbIe TeXHOM0r N
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuat
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5
8. YYyeOHbIN ron;:

2028-2029

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4yeHne MeToh0JI0rMu YU TEXHOOM A aAMUHUCTPUPOBaHNS MHGPOPMaLNOHHbIX cuctem (UIC). CTaBAaTcA
3afaqn; Ha IEKUNOHHbIX 3aHATUAX MO3HAKOMUTL CTYAEHTOB C OpraHu3aumnen cayxx6 nogaep>xKu v
OCHOBaMy aAMUHUCTPupoBaHus VUC; Ha 1abopaToOpPHbIX 3aHATUSAX CTYAEHTbI AOJIKHbI MOJYYNTb HaBbIKN
MPaKTU4eCcKoro aaMMHNCTPUPOBAHNS KOMIOHEHTOB peasibHbiX VIC - obopyaoBaHuns IP-ceTev n ceTeBbix
ornepaumoHHbIX CUCTEM.

10. MecTo y4yebHOM aucuunanHbl B CTPYKTYype OOM:
BxofHble 3HaHMA: «/IHpopMaLmnoHHble ceTu», «OcHoBbl OC UNIX», «OnepayoHHbIE CUCTEMbI».

11. MnaHupyeMblie pe3ynbTaThl 0Oy4yeHUs No AucCUUNINHE/MOAYNIO (3HAHUA, YMEHUSA, HABbIKK),



COOTHEeCEeHHble C NJIaHUpPyeMbIMU pe3yJsibTaTaMU OCBOEHUA oGpasoBaTeanoﬁ nporpamMmmbl
(koMneTeHUUAMHU BblnyCKHVIKOB) U UHOUKaTOPaMU UX AOCTUIXEeHUA:

Kof v Ha3BaHMe KOMMeTeHLNn

OMNK-5 CnocobeH
WNHCTaNAMpoBaTh
nporpaMMHoe 1 annapaTHoe
obecrneyeHune ana
NHOPMaLMOHHbLIX U
aBTOMaTM3MPOBAHHbLIX CUCTEM

OMK-5 CnocobeH
NHCTaNIMpoBaTb
NPOrpamMMHOE 1 annapaTHoe
obecneyeHune ons
NH(MOPMALMOHHBIX 1
aBTOMaTM3MPOBAHHbIX CUCTEM

OMNK-5 CnocobeH
WHCTaNMpoBaTb
nporpaMMHoe 1 annapaTHoe
obecneyeHune ans
NH(OPMALMOHHbIX 1
aBTOMaTN3MPOBAHHbIX CUCTEM

Kog v Ha3BaHue NHOWNKaTOpPa
KoMneTeHunmn

OrMK-5.1 3HaeT 0CHOBbI
CUCTEMHOrO
aOMUHUCTPUPOBAHMS,
agMuHucTpuposaHua CYB[,
COBpPEeMeHHble CTaHAapThbl
NH(OPMALMOHHOI0
B3aWMOAENCTBUA CUCTEM.

OMMK-5.2 YmMeeT BbINOJIHATb
napameTpU4ecKyto HaCTPONKY
NHOPMALMOHHBIX U
aBTOMaTU3MPOBAHHbLIX CUCTEM.

OMMK-5.3 NimeeT HaBbIKK
NHCTaNAaLMmM NporpamMmMHoro u
annapaTHoOro obecnevyeHus
NHMOPMALMOHHBIX U
aBTOMATM3MPOBAHHbLIX CUCTEM.

12. 0O6beM AuCUMNAUHBI B 3a4eTHbIX eAuHUuLax/yac:

4/144

¢0pMa npoMeXxyTo4 HOM aTTecTaLuu:

9K3aMeH

13. TpymoeMKoCTb N0 BUAaM y4ebHoi paboThl

Bung y4yebHon paboThl

AyounTOpHbIE 3aHATMA
JIEKLMOHHbIE 3aHATMA
lpakTnyeckne 3aHATUSA
NabopaTopHble 3aHATUA

CamocTodATeNbHas paboTa
KypcoBas paboTa

3HaHu4, YMEHWNA, HaBblKW

3HaTb: TEHAEHLMM opraHm3aLumm
nocTtyna K pecypcam UC un
COOTBETCTBYIOLLNX METOLO0B UX
aOMUHUCTPUPOBAHMNSA; pasfinyaTb
KOMMneTeHuun 1 npodgeccun,
CBfI3aHHbIE C
agMUHUCTpUpoBaHmem NC n
06/1aCcTN OTBETCTBEHHOCTH
COOTBETCTBYIOLLMX CNeLmnaancTos;
OCHOBbI afiMUHUCTPUpoBaHma OC,
CepBepoB NPUIOXKEHWU, CTaHAaPTHI
1 NPOTOKOJIbI UHOPMALMOHHOIO
B3aMMOAENCTBUSA CUCTEM

YMeTb: BbINOJHATb
KOH(UryprpoBaHue
NHMOPMALMOHHBIX U
aBTOMATU3MPOBAHHbLIX CUCTEM.

MMEeTb HaBbIKU: WMHCTaNNALMM
MpPOrpamMMHOro v anmnapaTHOro
obecneyeHuns; ynpaBaeHWs
CeTeBON MHPPACTPYKTYpoOn,
ceTeBbIM 060pYyAOBaHMEM U
CUCTEMHOro agMUHNUCTPUPOBAHMNSA

CemecTp 7 Bcero
66 66
34 34
16 16
16 16
42 42
0



Bunpg y4yebHon paboThl

npOME)KyTO‘-IHaFI aTTectauund

Yacbl Ha KOHTPOJ1b

Bcero

13.1. Copep>XaHue AUCLUMIINHBI

n/n

1.1

HanmeHoBaHue
pasgena guCunnvHbl

3agayn
alMVHUCTPUPOBAHNS.
Ob6BbeKThI
alMUHUCTPUPOBAHNSA

ColepxxaHue pa3gena
AUCLUMVHBI

1. lekuunn

3apayn
AAMUHNCTPUPOBAHMS.
O6BbeKTbI
aAMUHNCTPUPOBAHKS.
CucTembl cepTuuKaLnm
cneunanncrtos UT,
aAMMHNCTPATOPOB.
Cny»x6bl pernctpauum.
JNlabopaTopHble TEMBI:
MeToauKa
aAMUNHUCTPUPOBAHMSA
ceTeBoro obopynoBaHmsa
CISCO. Bugbl
obopyanoBaHus.

CemecTp 7 Bcero
36 36
36 36
144 144

Peannsaunsa pasgena AMCUMNANHBI C
MOMOLLbIO OHANH-Kypca, YMK

IYMK «AOMUHUCTPUpPOBaHME B
NHpopMaumoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanmeHoBaHue

pasfena aAuCUUnInHBbI

1.2  YnpaBneHue CeTSMMU.

CopepxxaHue pa3gena
OUCUUMANHBI

YnpaBJsieHne ceTsaMu.
OnepaunoHHas cncTema
10S. nHaMmmnyeckas
MapupyTmu3auusa. RIP,
EIGRP. uHamunyeckas
MappyTmsaunsa. OSPF,
BGP. TexHonoruu 2
YPOBH$ B KOPNOPaTUBHbIX
cetax. VLAN, xSTP, LACT.
Mpobnembl 6e30MacHOCTH
Ha 2 ypoBHe.
JlabopaTopHbIe TEMbI:
OnepaunoHHas cnctema
ceTeBoro obopynoBaHus
I0S. YcTaHoBKa
CTaTUYeCKNX MapLIpyToB
N MapLIpyTOB Mo-
YMOJIHaHMIO.
KoHurypumposaHme
NPOTOKOJI0B
OVHaMn4yeckon
MapuwpyTmu3auum RIP,
EIGRP.
KoHgurypupoBaHue
NPOTOKOJI0B
OVHaMMn4yecKon
MapLpyTu3saumm OSPF,
BGP. KoHuryprposaHue
NAT/PAT.
KoHdurypuposaHue VTP,
VLAN. YnpassieHune
TpaMKOM 1 CUCKK
poctyna |0S.
PaclumpeHHble Crnckun
poctyna I0S.
ALMUHNCTPUPOBaHME
nabopaTopHoO ceTu
(nHAMBMAYyanbHoOE
3aflaHue).

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanmeHoBaHue

pasfena aAuCUUnInHBbI

1.3 Cnyx6bl KaTanoros.

CopepxxaHue pa3gena
OUCUUMANHBI

Cny»x6bl KaTanoros
(npumep - Active
Directory). Cny6bl
ynpasneHus
KOHUrypauuen.
AOMWHNCTPATUBHbIE
wabnoHbl. LLabnoHbI
6e3onacHocTw.
JlabopaTopHble TEMbI:
ALMUHNCTPUPOBaHMNE
ceTen Ha ocHoBe MS
Windows Server.
3HaKOMCTBO C
Tononorunen
nabopaTopHoW
NHPPaCTPYKTYPbI.
MnaHupoBaHme un
pasmeLLeHme cayxobbl
KaTanoros Active
Directory. YpoBHU
COBMECTUMOCTY Nleca u
LOMeHa Ans CUCTEM Ha
ocHose Windows Server.
AOMWHNCTPMPOBaHMeE
cnyxbbl kaTanoros Active
Directory.
AOMWHNUCTPMPOBaHMeE
YYETHbIX 3anuncen un
pecypcos. Pe3epBHoe
KonunpoBaHwe.
BoccTtaHoBneHune B
cnyyae aBapun. O6beKThl
FPYNNoOBOWA MOJINTUKMN.
YnipaBneHue cpenomn
noJib30BaTesia JOMeHa.
YnpaBneHue
napameTtpamu OC
KOMMNbIOTEPOB LOMEHa.
Ncnonb3osaHue
AOMUHUCTPATUBHBIX
wabnoHoB. O6bEKTHI
FPYNNOBOWA MOJINTUKMN.
YcTaHoska 10,
pa3sepTbiBaHue MO ¢
nomoubto RIS, WDS.

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n

1.4

1.5

HanmeHoBaHue
pasgena guCuunnvHbl

OnepaTusHoe
ynpasieHue un
nognepxka.

ObecneyeHne
NHMOPMaLMOHHOM
6e3onacHocTn NC

CopepxxaHue pa3gena
OUCUUMANHBI

OnepaTtusHoe
yrnpasJieHne n
nogaepxxka.
WNHcTannauus
KoMmrnoHeHToB UC.
MOHUTOPUHI CUCTEMHbIX
cobbITNI 1
NPON3BOANTENBLHOCTMW.
CIM. AnnapaTHo-
nporpaMMHsble
nnaTgopmbl
AAMUHUCTPUPOBAHMS.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbix OC.
NabopaTopHble TEMBI:
XypHanbl
NPOVN3BOANTENBHOCTU 1
OMOBELLEHUS.
ALMUHUCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
ycTaHoBKK FreeBSD,
GNU/Linux (SuSe),
GNU/Linux (Gentoo),
Solaris.
ALMUHNCTPUPOBaHMNE
UNIX-nogobHbIx cuctem:
CUCTEMHOE
AAMUHNCTPUPOBAHMNE 1
ynpasneHue MO
(GNU/Linux).

ObecneyeHune Wb - kak
3ajava ynpasneHus
puckamn. CTpaTterun
ynpasieHnsa puckamu,
TEXHONI0r MM BHeApeHus
yrpaBJieHnsa pruckamu.
Mognenn ynpasyieHus
poctynowm, SELinux.

2. JlabopaTopHbie
3aHATMSA

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPUpPOBaHME B
NHpopMaumoHHbIX CuctemMax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanmeHoBaHue

pasfena aAuCUUnInHBbI

2.1 YnpasnieHue CeTsAMu.
(nab.)

2.2 Cnyx6bl KaTanoros.
(nab.)

2.3 OnepaTtusHoe
yrnpaB/eHne 1
nogaepxka. (nab.)

CopepxxaHue pa3gena
OUCUUMANHBI

Ha BblJaHHOM OMNMCaHnn
TOMoJIornn CeTu
npeacTaBJsieHa CeTb
opraHu3auuu,
coctoswas ns N
hnnnanos u
LeHTpasnbHOro ouca.
Heobxonnmo
CKOH(MrypnpoBaThb
NHTPaHeT ceTb C
NCNONb30BaHNEM
KaHanoB NoCTaBLyMKa
YCNyr CBA3M U [OCTYN B
NHTepHeT yepes
nocTaBLUMKa yCnyr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. C Tpebyemon cxemon
LOCTyna) cornacHo
OMMCaHuIO 3allaHuns.

BbIMONHNTBL
pa3BepThbIBaHUE CyXObl
KaTasnora AD un
NPUMEHNTH K
KOHTPOJISIepaM OOMeHa
LwabnoHbl 6e30nacHOCTW.
lMoka3aTb
npenogasaTesnto
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTeNemn
COOTBETCTBYIOLMX FPynmn.

Pa3BepTbiBaHMe CETEBOr0
3KpaHa XocCTa.
KoHurypurposaHme
iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHpurypumposaHume
nonnTuk SELinux.

3. lMpakTuyeckne 3aHATUSA

Peanmsaunsa pasgena AMCLMNANHBI C
MOMOLLbIO OHMANH-Kypca, YMK

IYMK «AOMUHUCTPUPOBaHME B
NH(popMauoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

IYMK «AOMUHUCTPUpPOBaHME B
NHpopMaumoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102

9YMK «AOMUHUCTPMpPOBaHME B
NHpopMaymoHHbIX Cuctemax»,
https://edu.vsu.ru/course/view.php?id=3102



n/n  HanMeHoBaHMe Copep»xxaHue pasgena Peanunsauns pasgena GUCLUMINHBI C
paszena gucumnanHbl  OUCLUMANHBI MOMOLLbIO OHMANH-Kypca, YMK

3.1 YnpasfieHue CeTAMN. Ha BblZaHHOM onncaHum IYMK «AOMUHUCTPUPOBaHME B
(NpakT.) TOMoJIornn CeTu NH(popMauoHHbIX Cuctemax»,
npencTaBfieHa CeTb https://edu.vsu.ru/course/view.php?id=3102
opraHu3auuu,
coctoswas ns N
hnnnanos u
LeHTpasnbHOro ouca.
Heobxonnmo
CKOH(MrypnpoBaThb
NHTPaHeT ceTb C
MCMNOJIb30BaHNEM
KaHasI0B MOCTaBLUMKa
YCNyr CBA3M U [OCTYN B
NHTepHeT yepes
noCTaBLUMKa yCayr
VIHTepHeT, a Takxe
obecneynTb foCTYN
Mexay punvanamu (B
T.4. C Tpebyemon cxemon
[0CTyMa) corjiacHo
OMUCaHNIO 3afaHNS.

3.2  Cnyx6bl KaTanoros. BbINOMHNTB IYMK «AOMUHUCTPUpPOBaHME B
(NpakT.) pa3BepThbiBaHME CyXObl NH(popMauoHHbIX Cuctemax»,
KaTanora AD u https://edu.vsu.ru/course/view.php?id=3102

NPUMEHNTH K
KOHTpOJIIepaM AOMEHaA
LwabnoHbl 6e30nacHOCTW.
lMoka3aTb
npenoaaBaTesio
pe3ynbTaT NPUMEHEHNS
wabnoHoB 1 npaBa
nonb30oBaTeNemn
COOTBETCTBYIOLUMX Fpynnm.

3.3 OnepaTtusHoe Pa3BepTbiBaHue ceTeBoro  dYMK «AOMUHUCTPUpPOBaHME B
ynpasieHue un JKpaHa XxocTa. NHpopMaLoHHbIX Cuctemax»,
nogaepxka. (npakt.)  KoHpurypmpoaHue https://edu.vsu.ru/course/view.php?id=3102

iptables, ipfw.
Pa3BepTbiBaHue SELinux .
KoHpurypumposaHume

nonnTuk SELinux.

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3QHATUHA



14. MeToaunyeckue yKasaHusa ansa oby4aloLwmxcs no 0CBOEHMIO OUCLUNJINHbI

HanmeHoBaHMe TeMmsl
(paspena)

3a0a4n

aAMUHNCTPUPOBaHUA

Ob6BbeKTHI
aIMWHUCTPUPOBAHUS

YnpaBfieHve ceTamu.
Cny>x6bl KaTanoros.

OnepaTunBHOE
ynpasJjeHue u
noagepxka.

ObecneyeHne
NH(pOPMaLIMOHHON
6e3onacHocTn NC

JIeKUMOoHHbIE
3aHATNS

34

MpakTnyeckune
3aHATUA

16

NabopaTopHble CamocTosTe/bHas
paboTa

3aHATUNA

4
6 12
4 12
4 8
2 6
16 42

Bcero

32

28

24

16

108

AncumnaunHa TpebyeT paboThl C hannamMu-npeseHTaUnAMN NeKLUUN U COOTBETCTBYIOLMUMMK FNaBaMu
PEKOMEHOBAHHOW OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMNOJHEHNS BCEX TabopaTOPHbIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCcToATeNIbHaa NOArOTOBKa K 1ab0OpaTOPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNM AAOTCA B ayAUTOPUN, TAE BbINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX kKNnaccax ®KH ¢ Mcnonb3oBaHMEM METOANYECKNX
MaTeprasnoB PacrnosioXKeHHbIX Ha y4ebHo-meToanyYeckom cepepe ®KH "\\fs.cs.vsu.ru\Library”, Ha cepBepe
Moodle BI'Y edu.vsu.ru v BbIMOJIHEHMEM 33434 KOH(DUTYPUPOBaHUA BUPTYyanusmposaHHonm UC. Bo Bpemsa
CaMOCTOATENIbHON paboThl CTYAEHTbI MCMOJIb3YIOT 3/1EKTPOHHO-OMBANOTEYHbBIE CUCTEMBI, 4OCTYMHbLIE Ha
noptane 3oHanbHoM bnbanoTtekn BIrY no agpecy www.lib.vsu.ru. YacTb 3agaHnin MoXXeT ObITb BbINOJIHEHA
BHE ayAWTOpPMIA Ha LOMallHEM KOMMbIOTepe, Nociae KOMUPOBaHMS MeTOAUYECKUX YKa3aHum u

Heobxoamumoro MO ¢ yyebHo-meToaMYeckoro cepBepa OKH.

15. MepeyeHb OCHOBHOM M AOMNOJIHUTENILHOW NIUTEPATYPbl, PECYPCOB MHTEPHET, HE0OXO04UMbIX

D1 OCBOEHUA OUCLUNJNHDI

No
n/n

McToYHUK

CbicoeB, 3.B. AIMUHNCTPUPOBaHNE KOMIMbIOTEPHbIX CeTel : yyebHoe nocobue / 3.B. Cricoes, A.B.
Tepexos, E.B. bypueBa ; TaMb0OBCKM roCyAapCTBEHHbI TEXHUYECKUI YHUBEPCUTET. - TaMbOB :

TaMbOBCKUNY roCyAapCTBEHHbIV TEXHUYeCKui yHusepcuteT (TITY), 2017. - 80 c. : nn.—
YHuBepcuTeTckaa bubanoTeka OHAavH : 31EKTPOHHO-bMbIMoTeYHas cnctema. — Pexum

noctyna : http://biblioclub.ru/index.php?page=book&id=499414



Ne
n/n

McToYHMK

loH4apyk, C.B. AamuHuctpupoBaHne OC Linux / C.B. FToH4YapyK. - 2-e u3a., ncrp. - Mockaa :
HauwnoHanbHbi OTKpbITeIV YHUBEpCcuTeT «MHTYUT», 2016. - 165 ¢. — YHMBEpcuTeTCKas
6ubnnoTeKka OHAAVIH : 31EKTPOHHO-6MbInoTeYyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=429014

6) nononHuTeNbHas AnTepaTypa:

No
n/n

NcToYHUK

AnomuHucTprposaHune OC Unix : Kypc : yyebHoe nocobue : [16+] / HaumoHanbHbIi OTKPbLITbI
YHusepcuTeT "MHTYUT". - MockBa : IHTepHeT-YHuBepcmTeT HGOpMaLNOHHbBIX TeXHONOr A
(MHTYWT), 2008. - 257 c. - Pexxnum gocTyna: no noanucke. -

URL: https://biblioclub.ru/index.php?page=book&id=233563 (gaTa obpauwieHus: 23.05.2023). -
TeKCT : 2/1eKTPOHHBINR.

OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-MeToau4eckoe nocobue /
coctasutenu I'. B. Abpamos [u ap.]. — BopoHex : BI'Y, 2017. — 31 c. — TeKCT : 3/IeKTPOHHbIN //
JlaHb : 3N1eKTpoHHO-bnbnnoTeyHasa cnctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaweHns: 23.05.2023).

Bnacos, t0.B. AiMnHNCTpUpOBaHne ceTen Ha naatgopme MS Windows Server : y4ebHoe nocobue
/ 10.B. Bnacos, T.N. PnuykoBa. - MockBa : IHTepHET-YHuBEpCUTET VIHhOPMAaLIMOHHLIX TEXHOI0r Ui
(MHTYWUT) : buHom. JlabopaTopums 3HaHuy, 2008. - 384 c. : un.,Tabn. — YHUBEPCUTETCKas
b6ubmoTeKa OHAaVH : 31IEKTPOHHO-bMbIMoTEYHasA cucTtema. — Pexum JocTyna :
http://biblioclub.ru/index.php?page=book&id=233291

CucTeMbl 3alUNThl MHGOPpMaLmn B BeAyLUMX 3apybexHbix cTpaHax: y4ebHoe nocobuve A/ By30B :
[16+] / B.N. ABep4yeHkoB, M.KO. PbiToB, I'.B. KoHapalunH, M.B. PynaHoBCKni. - 4-e u3g., ctep. -
MockBa : ®anHTa, 2016. - 224 ¢. — YHnBepcuteTckas bubinoTeka OHAauH | 31€KTPOHHO-
bubnnoTeyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa3oBaTe/IbHbIE PECYPChI:

Ne n/n

icToYHMK

bubnanoteka BIrY, http://www.lib.vsu.ru

3BC «YHuBepcuTeTckas bubnunoteka online», https://biblioclub.ru

9BC «JlaHb», https://e.lanbook.com

Cepsep yyebHo-mMeToanyYecknx matepuanoB PKH, \\fs.cs.vsu.ru\Library

Obpa3oBaTesnbHbIA MOPTaN "DNeKTPOHHbLIN YyHMBepcuTeT BIY", http://edu.vsu.ru



16. MepeuyeHb yuebHO-MeTOogUYECKOro obecneuyeHus pnsa caMocToATesIbHOU PaboThl

Ne n/m WCTOYHUK
1 Cepsep y4ebHo-MeToanYecknx maTepuanoB PKH, \\fs.cs.vsu.ru\Library

2 SYMK «AgmuHucTpupoBaHue B HhopMaLMoHHbIX CucTeMax»,
https://edu.vsu.ru/course/view.php?id=3102

17. ObpasoBaTesibHble TeXHOJIOTUMM, UCNOJIb3yEeMbie NPU peanusauum y4ebHon AUCLUNAUHDI,
BKJIlOYasA OUCTaHUMOHHbIe obpa3oBaTesnbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLUaHHoe obyuyeHue):

1. TexHonoruv BupTYyanm3aunm:

Cpega supTyanmsauum Microsoft Virtual PC

Cpegna supTyanmsauum Oracle/Sun Virtual Box

2. Obpa3oBaTenbHbIn nopTan Moodle (cepep Moodle BI'Y)

3. CepBepHble 1 kKnneHTckne OC Microsoft.

4. OnepauunoHHasa cuctema GNU/Linux (anctpnbytms CentOS).

5. AnnapaTHble ceTeBble 3kpaHbl D-Link, CISCO.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHne AUCLUNIIUNHDI:
1. JleKuMoHHaa ayamuTopms, OCHallleHHas BULEONPOEKTOPOM.

2. KoMnblOTEpHbIN KNacc Ans npoBegeHns nabopaTopHbIX 3aHATWNA, OCHALWLEHHbI MPOrPaMMHbIM
obecnevyeHnem VirtualBox. Obbem cBoboagHom nocne 3arpysku OC onepaTuBHOM NaMsaATu Ha paboyee
MecCTo He MeHee 4 b (TpebyeTcsa onsd BUPTYasibHbIX MaLUUH).

19. OueHou4Hble cpencTBa OJsia npoeeneHun TEKyllJ,eﬁ n I'IpOMe)KyTO‘-IHOﬁ aTTrectauumn

MopsAoK OLEHKM 0CBOEHNS 00yYaloLWMMNCS y4ebHOro MaTepuana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasaenos AUCUMIINHGI:

Ne n/mn Pa3pgensl Kon komneTeHumn Kop nHamkaTopa OuUeHOYHble CpeacTBa ANs
IVNCUUMINHDI Tekyllen aTTecTaumm
(mooynn)

1

2

3 Pazpens 1,5 OMK-5 OMnK-5.1 KoHTponbHasa paboTa 1

4 Paspnensl 2-4 OMK-5 OrMK-5.2 KoHTponbHble paboTsl 1-3

NabopaTopHble paboThl 1-3

5 Paznensl 2-4 OrK-5 OrK-5.3 KoHTponbHble paboThl 1,3
NabopaTopHble paboThl 1-3

I'Ip0Me>KyTqua$| aTTecTtaumnA

dopMa KOHTPOJIA - DK3aMeH



OuEeHOoYHbIE CPeACTBa AN NPOMEXYTOYHOW aTTecTauum

MucbMeHHas KOHTposibHas paboTa. Bo3MOXXHO NosyyeHne OLLeHKN Mo pe3ybTaTaM TEKYLLMX aTTecTaluui,
COrJIaCHO MOJIOXKEeHWI0 0 6aIbHO-PENTUHIOBON CUCTEME 06YYEHNS N OLLEHKMN YCNeBaeMoCT CTYAEeHTOB.

20 Tunosble OLEHOYHbIe cpenctea M MeTogunieckue MaTepuanbl, onpeaensoliuve npouenypbl
OLeHUBaHuA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorus nposepeHus:

Tekylwas aTTecTauns NPoBOANTCS B (POPMax NMUCbMEHHbIX (MM B SNEKTPOHHOM BUAE Ha canTe
edu.vsu.ru) KOHTPObHbLIX paboT No nekumsam n nabopaTopHbiX 3a4aHMN. OLLEHKKN 33 BOMPOChI KaXX 40N
KOHTPOJIbHON paboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTca K 50-6annbHOMY 3HaveHuto. Kaxaas
nabopaTopHas paboTa oLEeHMBAETCS KakK BbINOJIHEHHAA WJIN HEBLINOJIHEHHAA COrnacHO KpUTepusam B eé
onncaHumM Ha edu.vsu.ru. B KOHUe ceMecTpa BbIHUCASETCA CPeAHAN OLLeHKa 3a BCe KOHTPOJIbHbIE paboTbl
1 nabopaTopHble 3afaHNsA. ITa OLLeHKa ABNSETCA OLEeHKOW 3a paboTy CcTydeHTa B Te4eHune BCero
cemecTpa M UCNoJsib3yeTca )1 pacyeTa UTOrOBOW OLEHKM No npegMeTy (cM. pasgen 20.2).

CooTHOLLEeHUe NnoKasaTesnen, KpuTepueB U WWKaJibl OULEHUBAHUA pPe3ysibTaToB 06y‘-IEHVIiI

KpnTepumn oueHnBaHns KOMMNETEHLUNA YpoBeHb LLIkana oueHoK
ChOopMMPOBAHHOCTM
KOMMEeTeHL M
BepHble 0TBEThI Ha BCE BOMPOChl KOHTPOJIbHOW paboThl. Bce  [[OBbILEHHEIN OTnnyHo
KpuTepumn BbiNosIHEHMA 1 paboTocnocobHoCTH B YPOBEHb

nabopaTopHbIX 3a4aHUAX - YAOBAETBOPEHbI.

BepHble 0TBETbI Ha 60/bLUYI0 YaCTb BOMPOCOB KOHTPOJIbHON  |Ba30Bbin XopoLuo

paboTbl. Bonblwas YacTb KPUTEPUEB BbIMOJIHEHNSA 1 YPOBEHb

paboTocnocobHocTM B nabopaToOpHbIX 3af4aHNAX -

y[OBNIETBOPEHa.

BepHble 0TBeThI Ha Hanbonee BaXKHble YaCTU BOMPOCOB MoporoBbin YOOBNEeTBOPUTESNBLHO
KOHTPOJIbHOW paboThl. ba3oBas YaCTb KpUTEpPUEB YPOBEHb

BbIMNOSIHEHUS 1 paboTocnocobHOCTK B NabopaTopHbIX
3aflaHnsAX - YAOBETBOPEHa.

HeT nnn KpaiiHe Masio BEpHbIX OTBETOB Ha Hanbosiee BaXKHble
4aCTMW BOMPOCOB KOHTPOJIbHOW paboThl. Ba3oBas YacTb
KPUTEpPWEB BbIMNOJIHEHMS 1 paboToCnocobHOCTH B
nabopaTopHbIX 3a4aHUAX - He YAO0BNETBOPEHa.

HeypnoeneTBopuTEsIbHO

dopMUupoBaHMe OLLEHOK:

Mpwn oueHMBaHUKN pe3ybTaTOB TEKYLLEN aTTeCTalMn NCNOb3YeTCs KOIMYECTBEHHAS LIKaJla OLEHOK.
YnomsaHyTas Bblwe 50-6anibHas cpefHas OLeHKa onpeaenseT ypoBeHb CPOpMUPOBaHHOCTH
KOMMETEHLMI N BJIUSET Ha UTOIOBYIO OLLEHKY (cM. pa3gen 20.2).

I1epe=|eHb 3apaHUKA pna KOHTPOJIbHbIX pa60T

Ne  [Bonpockl KOHTPONLHOW paboThl 1

1 Ecnn npaBuabHas, TO 4TO 03Ha4YaeT KoMaHaa: ip route 0.0.0.0 0.0.0.0 10.20.30.40 ? Ecanm
HenpaBW/ibHas - MOMNpaBbTe U 06bACHMTE.

2 Ha kakux ypoBHsx mogenn ISO/OSI MOXXHO NpoBOANTL (UAbTPALNI0 AaHHbIX, MCMOb3YSa CIUCKN
noctyna 10S?

3 B 4yem oTanyme NpoToKoNa MapLupyTusaumm (routing protocol) oT MapwpyTusnpyemoro
npoTokona (routed protocol)? MpueeguTe npmuMepsl routing 1 routed NpoTOKOJIOB.

4 Y710 o3HayvatoT cumBosbl O, C, R B incTuHre 10S Tabnmubl MaplipyTU3aumnm, Kak BOSHUKAOT
Takue (O, C n R) 3anucun?




5 B 4yem coCcTOAT 3afa4m aAMUHUCTPUPOBaHMA? MNepedncante 06BEKTLI aAMUHNCTPUPOBAHUSA?

6 K Kakom rpynne NpoToKO/0B OTHOCKTCS (1 novyemy) RIP: K rpynne BHELHNX WX BHYTPEHHUX
npoTokonos? A EIGRP? Kakune cyLLeCTBYIOT orpaHnyeHmns rno npumeHenmio EIGRP n RIP?

7 Ecnun npaBubHas, TO YTO O3Ha4YaeT KoMaHaa: access-list 110 permit ip any 0.0.0.0
255.255.255.255 ? Ec/iv HenpaBWbHas - nonpaBbTe U 06bACHUTE.

8 B 4yem ocobeHHoCTM npumeHeHmnsa RIPng no cpaBHeHuto ¢ RIP?

9 B yem otamyme NAT un PAT (NAT override)? B 4eM cnoxHocTb peanuv3sauun NAT ons UDP nakeTos
no cpasHeHuto ¢ TCP?

10 |B 4yeM oTamM4me NpoTOKOJIa MapLUpyTU3aLMM «BeKTOpa cocToAaHua» (distance vector) oT
«CoCcToAHNS cBa3mu» (link state)? Kakoln npoTokos 0THOCUTCA K KJlaccy “path vector”?

11 |Ecnu npaBusibHas, TO 4TO O3Ha4YaeT KOMaHAa: access-class 123 in ? Eciv HenpaBusibHas -
nonpaebTe 1 06bSACHUTE.

12 |Y7o Takoe IP Tabnnua mMapLipyTn3aTopa, YTo B Hel HaxoauTcs? MNpuseauTe npuMep Tabnmubl,
3aM0/HUB napy CTPOK.

13 |Moyemy cxemy agpecaunn IPv4, ocHoBaHHas Ha Knaccax, bbina 3ameHeHa Ha CIDR?  YTo Takoe
CIDR? YT1o Takoe VLSM?

14  |KakoBbl 0CHOBHble ocobeHHoCcTM EIGRP? Kak B 10S BktovaeTcs (E)IGRP mapwpyTusaums
(MpnBeaMTE NpUMep NOCNea0BaTENbHOCTU KOMaHA N 00 BbACHUTE AENCTBUE KaXKaomn)?

15 |Kakue cyLiecTByloT KoMaHAbl IOS 419 NpoBEpKM HAaCTPOMKK CMMCKOB AOCTYMa (MpocMoTpa
cnucka npasun un 7.4.)7

16 |4YT0 Takoe BHyTpeHHWe 1 BHeluHWe npoToKosbl (IGP, EGP)? MNpueeauTe npuMepsbl 415 KaXKL0ro
KJlacca.

17 |B 4em npemMmyLLeCTBa, U Kakue eCTb NOTEHLUMasbHbIe Npobembl y AUHaMUYeCKON
MapLpyTu3aunmn? YTo Takoe KOHBEpPreHuus npoToKoa MapLupyTusaumm?

18 |Kak B 10S 3apaTh IP-agpec ona uHtepdgenca? MNMpueeanTe npumep - Ceputo KomaHg (419 agpeca
YaCTHOW ceTun Knacca B).

19 |YT0 Takoe aAMUHNCTPATUBHOE PacCTOSHUE. N5 KaKMX MPOTOKOIOB OHO MMeeT Bonblumne
3Ha4yeHunsa 1 noyemy?

20 |Ecnm npaBusbHas, TO 4TO O3Ha4YaeT KOMaHAa: ip access-group 123 in ? Ecan HenpaBuabHasa -
nonpaebTe 1 06bSACHUTE.

21 |Ecnm npaBubHas, TO YTO O3Ha4YaeT KoMaHAa: access-list 123 permit tcp any 0.0.0.0
255.255.255.255 eq 443 ? Ecav HenpaBwuibHas - nonpasbTe 1 06bACHNTE.

22 |Y70 Takoe cnmckn goctyna I0S, KakMx TUMOB OHW ObIBAIOT U A Yero Ucnosib3ytoTca? Kakue
KoMaHabl |0S Hy>XHO BbIMOAHUTb, 4TOObI BOCMO/1b30BaTbCA CMMCKaMK OCTyna?

23 |Ecnv npaBunbHas, TO YTO O3Ha4YaeT KomaHza: ip route 163.4.0.0 255.255.0.0 10.1.1.17
Ecnv HenpaBuibHas - monpaebTe U 06bACHUTE.

24 (Y70 Takoe VLAN n Kak peann3oBaHo? Kak Ha3blBaiCs 1 YeM OT/IM4aNCSA MPOTOTUMN 3TON
TexHosorunu, paspabotaHHbii CISCO?

25 |OcobeHHOCTU NpoTOKOAa IS-IS, Ans Yero oH MCNONIb3YeTCA U KakoBbl TpeboBaHWs K CeTr npu
ero 1UcnoJsib30BaHuu.

26 |Ecnum npaBuSibHas, TO 4TO 03Ha4YaeT KoMaHpAa: access-list 11 permit tcp ip any any eq 807
Ecnn HenpaBwiibHas - NonpaBbTe 1 06bACHUTE.

27 |Kakasi komaHAa (koMaHAabl) 10S noka)keT MapLUpyTHYO Tabnuuy mapwpyTur3aTopa?

28 |YTO Takoe arpervpoBaHue afpecos, 414 Yero ncrnosblyetca? Yro takoe IP-noaceTsb u IP-
cynepceTts? [puMepsl.

29 |KakoBbl ocHOBHble ocobeHHocTU RIP? Kak B 10S BktodaeTcs RIP (npuBeanTe npumep
noc/iefoBaTENbHOCTM KOMaHA 1 00BbACHUTE AENCTBME KaxKaomn)?

30 |B4em ocobeHHOCTb 06nacTu ¢ HomepoMm 0 (Area 0) M KakoW MPOTOKON MapLUPyTM3aLLUm
ncnosb3yet obnacTu?

31 (B 4em oTsmyms RIP n EIGRP MapLipyTu3aunii, B Kakux cydasax UCNoJib3yIoT O4HY, @ B KaKux -
apyryto? Kakme macwTabHble orpaHudeHus ectb y RIP? Mo4vemy RIP nHor ga HasbiBatoT
«MapLupyTU3aLmen no ciyxam.

32 |Ecnm npaBusibHas, TO 4TO 03Ha4aeT KoMaHaa: ip route 15.15.0.0 255.255.0.0
151.150.150.150? Ecnv HenpaBubHas - nonpaebTe 1 06bACHAUTE.

33 |Ha kakom o6opynoBaHmm 06bIYHO HEOOXOAUMO BbIMOAHATE KOHGUIypupoBaHne VLAN? B yem

COCTOMUT 3TO KOH(UIYPUPOBaHME (4TO HYXKHO CaenaThb, «Mno Lwaram»)?




34

KakoBbl 0CHOBHble oTan4msa EIGRP o1 OSPF? K ceTsx kakoro MacwTtaba ncnons3yetcs OSPF u
noyemy? B 4yem rnaBHoe orpaHuyeHne ncnosib3osaHusa EIGRP? Kakon n3 npoToKo10B
ncnonb3yeT 061acTu (area) U 4NS HEr0 OHU HYXHbI?

35

Ha3oBuTe 1 onuiimTe MeToAbl 60pbObl C NETAAMU MapLWpPyTU3aUUA. MoYeMy OHU BO3HUKAIOT 1
Kak nx nsbexatb (criocobsl)?

Bonpockl KOHTPONLHON paboThl 2

B 4yem cxopncTBo Directory Service ¢ 6onee paHHumm pewerHnammu: NYS+NFS. OnuwmnTe 3Tu
pelleHuns.

Kak KoHgurypupytoTca iptables? Kak fenatotcs nsmMmeHeHus B Tekyluen paboTte iptables n kakum
06pa3oM 3TN U3MEHEHUS MOXXHO COXPaHWUTb, YTOBbI OHW OCTaNMCh U Nocne nepesarpysku OC?

Kak co3paTtb Active Directory? Yto Takoe cxema Active Directory, BO3MOXHO 1 ee n3MeHeHune?
Y10 Takoe n ANd Yero ucnonb3yetca guHammuydeckun DNS (DDNS) B cnyxbe kaTanora AD.

YT1o Takoe cnyxba kaTanora? [lanTe onpefeneHne U Ha 3TOM ONpeaeneHnn NoKaxxnTe Kak
NMEeHHO peanun3oBaHbl B Microsoft Active Directory Te afieMeHThl, KOTOpble YNOMAHYThI B Baluem
onpeneneHunn cnyxbel kaTanora. Yto Takoe DN 1 RDN?

B yem npobnembl AUCKPELIMOHHON NOANTUKIK 6e30MacHOCTM (ynpaBneHus LocTynom)? Moyemy
HecMOTpS Ha 3Tu Npobnembl DAC WMPOKO NCnonb3yeTcsa (npakTudeckun Bo Bcex OC)? MoXHO nu
pewunTb 3TK npobaemsl B pamkax DAC 1 kak?

YT1o Takoe GID, UID B knaccuyeckux UNIX OC 1 Kak OHU MCNOJIb3YIOTCA A5 YpaBieHNUs
noctynom? Kakue BosaMoxHocTu gobasnsioT SUID, SGID?

YTO Takoe ieC 1 Kakune elle CyLecTBYT CTPYKTYpHble ypoBHU B Active Directory? [Ins yero
HY>XHbI 3TN YPOBHU? YTO Takoe canTbl NpuMeHuTeNbHO K Active Directory n B Kakux ciyyasx u
Kak nx co3patot? [na 4yero co3gatoT CanTbl?

Kakue n3MeHeHunsa B yrnipaBJseHUn focTynom knaccuyeckoro UNIX BO3MOXHbI C UCMOJIb30BaHNEM
SUDQ? PeluatoTcst M 3TON TexHonorumen npobnemsl nogxona DAC v B Kakol cTeneHn?

Y1o Takoe SELinux, Kakune 3afayn peliaeT n Kem pa3paboTaH n nogaepxmnpaetca? OnuwmnTe
nocaefoBaTeIbHOCTb AENCTBUI MO BKJIKOYEHUIO U HAaCcTporke ero Ha CentOS. Kakne nomHuTe
pacnpocTpaHeHHble yTunuTel SELinux, ana yero ncnonb3ytoTca?

10

Y10 Takoe penankaumsa B Active Directory, pasgensl n KoHTekCTbl AD? B kakon obnactu (5x)
BbIMOJIHAETCH penankaumsa? YTo Takoe CxeMa, rae XpaHUTCsa U Kak Mmoaunduunpyerca?

11

YTo Takoe OOMEHbl, KOHTEKCTbI, MoJb30BaTenn SELinux, moMeYeHHble N HEMOMEYEHHbIe
nosib3oBaTesnn 1 npouecchl? Kak orpaHnyeHuns SELinux paboTatoT BMecTe C TpaaNLNOHHbLIM
yrnpaBieHnemM oCTyrnoM Ha ocHose GID/UID?

12

Y710 Takoe cybbekTbl 1 06beKTbI B KOHTEKCTE ynpaBfeHns focTynom. Kak paboTaeT MaHAaTHas
(MAC) nonutmnka ynpasnieHus goctynom? B 4em ee otandune ot DAC (npmBennTe npmumepsl
noctyna K canny B DAC n MAC? Moyemy MAC mMafio pacnpocTpaHeHa B cyuiecTBytoLmnx OC?

Bonpocbl KOHTPOJIbHON paboThbl 3

Kak paboTaeT X-Window, 4To Takoe X-cepep 1 X-kneHT? C MOMOLLbIO KaKUX TPaHCMOPTHbIX
MexXaHW3MOB OHW MOTYT B3aMMOAENCTBOBaTb, KOrga X-cepep 1 X-KJIMEHT HaXo4ATCA Ha OOHOM
KOMMblOTEPE 1 KOrfa Ha pa3Hbix? B 4em ocobeHHOCTH rpadmnyeckoro pewweHns X-Window, no
CpaBHEHUIO C APYrMMU N3BECTHbIMU BaM rpaduyeckumm cuctemam?

Kakyum 06pa3oM agMUHUCTPATOP ONpedenseT Kak 1 B KAKOM MopsaKe oCTaHaB/MBAOTCA
cepsuchl/oLeMoHbl npu 3aBeplueHmn OC UNIX 1 Kak onpegensieTcs nociefoBaTebHOCTb
3aBepLUeHNs pa3InNYHbIX CEPBUCOB/LEMOHOB?.

lNoyeMy CHa4ana B CepBEPHbLIX, 3aTEM B M0JIb30BaTE/IbCKMX KOMMbIOTEPax CTaJi NCMOJIb30BaThb
EFI? Kakne BO3MOXHOCTMW MO CPaBHEHWNIO CO CTaHAapPTHON cxemon faeT EFI, MoxxHO nn obonTuch
6e3 EFl n B kakux cnyvasax? Kakne ectb npobnembl y MBR-MeToaa?

YT1o Takoe MBR? B kakux cnyyasax HeobxoanMo Ucnonb3oBaTb BMeCTO Hero GPT u kakne
BO3MOXHOCTW 3TO faeT?

OnuwwnTe nocnenoBaTesibHOCTb 3arpy3ku OC MK (IBM-COBMECTVMOM) C MOMEHTa BK/IOYEHNS
NUTaHUA L0 3arpy3ku sapa. Yto Takoe “cTaHAapTHbIN Koa” MBR, kak oH paboTaeT?

Kak 1 gs19 4ero ncnonb3yoT agMUHUCTPATOPbI YPOBHM 3arpy3ku (run levels), cyuiecTsytoLune B
HekoTopbix OC UNIX? Mepedncante ytuantel UNIX ona apxmBupoBaHus, nepedncanTe
YTUANTBI 415 KOMNpeccumn (anos.

Kakum 06pa3oM afMUHUCTPATOP ONpeaenseT Kak 1 B KakoM Nopsiike 0CTaHaBINBAOTCSA
cepsuchl/oeMoHbl npu 3aeplueHmn OC UNIX n Kak onpepenseTcs noc/iefoBaTeIbHOCTb
3aBepLUeHns pas3InYHbIX CEepBNUCOB/LEMOHOB?




[nsa 4yero Hy>XHbl NporpaMmel-meHemxepbl nakeTos MO B OC UNIX? OnuwnTe nx yHKLMN,

Kakune ysa3BMMOCTU CYLLECTBYIOT Y KJTACCMYECKON CUCTEMBI Syslog? B yeM cMbich
ncnonb3oBaHMs napameTpos facility, priority, Kak UMEHHO MCMOABL3YIOTCA OHK NPU
)KYPHaNMpoBaHUn? Kakue CyLLeCTBYIOT BapMaHTbl 3anucu/nepeaaym coobuueHmn B syslog?
Mpennonoxxum Heobxoaumo cobpaTb coobuieHUs ¢ 5 kommyTaTopoB ¢ nomolubio SYSLOG,
KaKoBa Noc/ie0BaTe/IbHOCTb AENCTBUI agMUHUCTpaTOpa?

10

['0e v B KakKOM Bue MOXET HaxoauTbCsa MHopMaLmns o nonb3osatensax, rpynnax 8 OC UNIX?
'ne 06bIYHO HaxoANTCS 3Ta MHopMaLMa B Ciydae oTAebHOM paboyen cTaHumm? Kaknm
0bpa3oM MOXXHO ynpaBAaTb (Co3AaBaTb/yaansiTb/MOANMDULMPOBATL) NoNb3oBaTeNs MM B OC
UNIX? NMpuBeamnTe nocnefoBaTeNbHOCTY OENCTBUN NO CO3AaHNI0, yAaneHuno 1 610KMpoBaHMo
(Bxona B cuctemy) nonb3sosatena 8 OC UNIX.

11

B 4yem oTan4me nepBmnyHOro (primary) n pacwmnpeHHoro (extended) pasgenos gncka? Kakue
CYLLECTBYIOT OrPaHNYEHMA Ha KO-BO pa3fenioB 3TUX Tunos? MoxxHo nn 3arpy3utb OC,
HaxoAsLLYCs Ha NOrMYeCKOM ANCKEe paClUMPEHHOro pa3fes, B YeM OTINYMA/KAK OCYLLECTBUTL
3arpysKky (ecam BoO3MOXXHO) B CpaBHeHUN ¢ pacnonoxxeHnem OC Ha nepBMYHOM pasgene?

12

OnuwunTe nocneposaTesibHOCTL 3arpy3kn OC UNIX ¢ MOMeHTa 3arpys3ku agpa 0o 3anycka
noJib30BaTeJsIEM NMEPBOro NPUNOXKEHUS (pacCMOTPUTE ABa BapuaHTa 3arpy3ku: o 3 m go 5
ypoBHen). B 4em ocobeHHOCTb SystemV 3arpy3kiu?

NMepeyeHb nabopaTopHbIX 3aAaHUN

1

Ha BblAaHHOM OMUCaHUX TOMOJMOTMM CEeTW MnpefcTaB/ieHa CeTb OpraHusauum,
coctosAwas n3 N gpuamanos n LeHTpasabHoOro ouca. Heobxoammo
CKOH(UTypupoBaTb MHTPAHET CeTb C MCMNOJSIb30BaHMEM KaHasI0B NOCTaBLLNKa
YCAyr CBSA3M U OoCTyn B IHTepHeT Yyepes nocTaBLlmnKa ycyr MHTepHeT, a Takxe
obecneynTb OOCTYN Mexay puamanamu (B T.4. ¢ Tpebyemon cxemon 0ocTyna)
COr1IaCHO OMUCAHWUIO 3afaHus.

BbINONHUTL pa3BepTbiBaHMe CNyX0bl KaTanora AD U MPUMEHUTb K KOHTPOJIIepam
LoMeHa WabnoHbl 6e3onacHocTu. MokasaTbk NpenofaBaTesto pesyibTaT
npuMeHeHns WabsoHOB 1 NpPaBa NoJb30BaTesel COOTBETCTBYIOLLMX Fpynm.

PassepTbiBaHne GNU/Linux. MHTerpauns CentOS n PEL OC co cnyxbon kaTanora
AD DS.

OueHKa OCTaTO4YHbIX 3HAHUN

OnkK-5

3afaHusa 3aKpbITOro TMNa

1. B KakoM KOHTEKCTe A0/KHa ObiThb BbINOSHEHA KOMaHa ip access-group 123 in ?

A.

mOOw

B KOHTEKCTe CEeTEBOro MHTepdenca

B KOHTEKCTe obLien KoHgurypaumm

B KOHTEKCTE KOHUrypaLmm ANHNN

B KOHTEKCTe AOoCTyna poyTepa

KOMaHa HernpasuibHas, HO eC/I HEMHOI0 MOANPaBUTb, TO B KOHTEKCTE CETEBOIr0
NHTepdenca

2. B KakoM KOHTeKCTe AoskHa bbITb BbINMOHEHA KOMaHAa ip access-group 123 in-out ?

A.

mOoOw

B KOHTEKCTe CeTeBOro nHrepgeica

B KOHTEKCTe 06LLen KoHurypaumm

B KOHTEKCTE KOH(UrypaLmm IMHUN

B KOHTEKCTe JoCTyna poyTepa

KOMaH[a HenpasuabHas, HO eCI HEMHOMO NOAMNPaBUTb, TO B KOHTEKCTE CETEBOr0
NHTepernca

3. Tunbl pa3fenos, orpaHMyeHmne No ux KkonuyecTsy, cnocob 3arpy3sku OC c nomoubio MBR
XapaKTepHbI (BbibepnTe camoe noaxogsilee):




mo o>

TOJIbKO [J1 KOMMbIOTEPOB M0J/1b30BaTeSA

[J15 KOMMbIOTEPOB M0Jib30BaTeNa U AJi CepBepoB

415 KOMMbIOTEPOB M0JIb30BaTENA C apxuTekTypon IBM PC

015 KOMMbIOTEPOB M0JIb30BaTENS U CEPBEPOB C apXxuTekTypoin IBM PC
. Bns nobbIX KOMMbOTEPOB € apxuTekTypon IBM PC n Sun Microsystems

4. Y10 03Ha4vaeT KOMaHAa "network 192.168.129.16 0.0.0.15 area 11", BbINOJIHEHHAS B KOHTEKCTE
router ospf 11 ? CeTb - 04HO30HHaS.

A.
B.
C.

KOMaH[a He COOTBeTCTBYeT paboToCnocobHON KOH(pUrypaLuum

KOMaH[a BbI30BeT reHepaLmio aHHOHCOB MapLupyTa B ceTb 192.168.129.16

KOMaHAa BbI30BET reHepaLnio aHHOHCOB COCTOSAHWUIA NHTe(enCoB C afpecaMmmn BXOAALW MMM B
192.168.129.16

5. Y710 03HavyaeT KoMaHaa "network 192.168.129.16 0.0.0.15 area 11", BbIMOJIHEHHAS B KOHTEKCTE
router ospf 11 ? CeTb - MHOr030HHaA.

A.
B.
C.

KOMaH[a He COOTBeTCTBYeT paboToCnocobHON KOH(pUrypaLuum

KOMaH[a BbI30BET reHepaLmio aHHOHCOB MapLipyTa B ceTb 192.168.129.16

KOMaHAa BbI30BET reHepaLnio aHHOHCOB COCTOSHWUIA NHTe(enCcoB C afipecaMmmn BXOAALWMMUN B
192.168.129.16

6. Mpouecc He MOXeT MNoJIy4nUTb JOCTYN K HeKoTopoMy arnny. Bel BeigscHUAK, 4To B OC GNU/Linux
paboTaeT SELinux. Kakue HaCTpOMKy LO/MKHbI ObITb M3MEHEHbI, 4TObbI pa3pewwmnTs 4OCTyn?

A.

mmOOw

G.

ACL, POSIX pa3pelueHunsa n SELInUX-KOHTEKCT (hanna
ACL, POSIX pa3peweHnus n SELinux-gomeH canna
ACL, POSIX pa3peLueHus

ACL pa3peweHuns n SELinux-koHTeKCT thanna

POSIX pa3pelteHns n SELinUX-KOHTEKCT hanna

ACL pa3peweHus n SELinux-gomeH ¢aina

POSIX pa3pelueHns n SELinux-goMeH aina

7. Y10 ByneT ecnm TervpoBaHHbLIA Kaap NpUAeT Ha access-nopT KoMMmyTaTopa?

A.

bynet cbpolueH

B. ByneT NpWHAT 1 pacnpoCcTpaHeH Ha BCe access-nopThl COracHO 3aaaHHoMy B Tere VLAN
C.
D. ByneT NpMHAT 1 pacnpoCTpPaHeH Ha BCe acCess-MopThl COrIacHO 3afaHHOMY ANs access-

OyneT NPUHAT 1 PacnpoCTPaHeH TOJbKO Ha ApYrue TPaHK-nopThbl

nopta VLAN

8. YTo byneT ecnim HETErMPOBaHHbLIA Kaap NPUAET Ha access-NopT KoMMyTaTopa?

A.
B.

C.
D.

6ynet cbpolueH

OyneT NPUHAT 1 PacnpoCTPaHEH Ha BCe aCCess-NopThl COrNacHO 3a4aHHOMY 415 access-
nopta VLAN

OyneT NPUHAT 1 pacnpoCTPaHEeH TOLKO Ha ApYyrue TPaHK-MopThbl

O6yneT NPUHAT 1 PaCcnpPOCTPaAHEH Ha BCE aCCesS-MopThbl COrnacHo 3agaHHoMy B Tere VLAN

9. MpaBwnibHa M KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?

A.

npaBuSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, paspeLiaeT fOCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS

npaBwWSibHas, pa3peLlaeT AOCTYN C onpeaenieHHon ceTn Ha Beb-cepsep B filobo ceTu no
npotokosly HTTPS

. MpaBuUAbHas, pa3peLllaeT A4oCcTyn ¢ atobon ceTu Ha Beb-ceprep B Nt06OIN CETM MO NPOTOKOY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLlaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-



G.

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr O NOAMNPaBUTb, Pa3peLlaeT [OCTYM C ONpefeleHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

10. MpaBuabHa M KoMaHAa access-list 10 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?

A.

G.

npaBubHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepeep B onpeaeeHHom
ceTun no npoTokoay HTTPS

. MpaBUSibHas, pa3peLlaeT JOCTynN ¢ toboi ceTu Ha Beb-cepBep B ONpee/ieHHON CETU MO

npoTtokosy HTTPS
npaBWbHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepsep B Ntobol ceTn no
npoTtokosy HTTPS

. NpaBWAbHas, pa3pellaeT 4ocTyn ¢ ntobon ceTn Ha Beb-cepeep B Nt06OM CETM NO NPOTOKONY

HTTPS

. Henpasu/bHas, HO eC/IM HEMHOIO NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepsep B fitobon cetn no npoTokoay HTTPS

. Henpasu/bHas, HO eC/IM HEMHOIO NOANPaBUTL, pPa3peLlaeT AoCTyN ¢ Ntoboi ceTn Ha Beb-

cepBep B onpeaesieHHon CeTu no npoTokoay HTTPS
HernpaBW/ibHas, HO eCI HEMHOMO NOAMNPaBUTL, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS

11. MpaBuabHa N KoMaHga access-list 123 permit ip any 0.0.0.0 255.255.255.255 eq 443 ?

A.

G.

npaBwWSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, pa3peLiaeT [OCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWSibHas, pa3peLlaeT AOCTYN C onpeaenieHHon ceTn Ha Beb-cepsep B filoboi ceTu no
npotokosly HTTPS

. NMpaBuUAbHas, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-cepeep B Nt06ON CeTM MO NPOTOKOY

HTTPS

. HernpaBu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. HernpaBu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr O NOAMNPaBUTb, Pa3peLlaeT fOCTYM C ONpefeleHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

12. MpaBunbHa N1 KoMaHda access-list 123 permit ip 10.0.0.0 0.0.0.255 0.0.0.0 255.255.255.255 eq

4437
A.

G.

npaBwWSibHas, pa3peLllaeT fOCTYN C onpeaesieHHon ceTn Ha Beb-cepBep B onpeaesieHHon
ceTu no npoTokony HTTPS

. MpaBWbHas, pa3peLiaeT fOCTyn ¢ noboii ceTn Ha Beb-cepBep B ONpPeaeeHHON CeTH Mo

npotokosly HTTPS
npaBwWJibHas, pa3peLlaeT AOCTyn C onpeaesieHHon ceTu Ha Beb-cepsep B fil0bo ceTu no
npotokosly HTTPS

. NMpaBuUAbHad, pa3peLllaeT AoCcTyn ¢ atobon ceTu Ha Beb-ceprep B Nt06ON CETM MO NPOTOKOY

HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN ¢ Ntoboi ceTn Ha Beb-

cepsep B ftobon cetn no npoTokony HTTPS

. Hernpasu/bHas, HO eC/IM HEMHOr0 NOANPaBUTL, pa3peLLaeT AOCTYN C Ntoboi ceTn Ha Beb-

cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
HenpaswuJibHas, HO eCJi HEMHOr 0 NOAMNPaBUTb, Pa3peLlaeT [OCTYN C ONpefesIeHHON CeTH Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS

13. MpaBunbHa N KoMaHZa access-list 123 permit ip 0.0.0.0 255.255.255.255 10.0.0.0 0.0.0.255 eq



14

15

16

17

18

19

20

4437
A. npaBwibHas, paspeLlaeT AOCTYN C onpefesieHHoN ceTn Ha Beb-cepeep B onpeaesieHHon
ceTu no npoTokony HTTPS
B. npaBwuibHasd, paspelLaeT AOCTyn ¢ Ntobon ceTn Ha Beb-cepBep B ONpeaesieHHOn CeTu no
npotokosly HTTPS
C. npaBunbHas, paspeLwlaeT LOCTYN C onpefeneHHon ceTu Ha Beb-cepsep B t0boM ceTu no
npotokosly HTTPS
D. npaBwibHas, pa3pellaeT 4ocTyn ¢ ntbon cetn Ha Beb-cepBep B JIt0OOM CETK MO MPOTOKONY
HTTPS
E. HenpaBuibHas, HO €C/IM HEMHOIO NOAMNPaBUTb, pa3peLwlaeT AoCTyn ¢ noboi ceTn Ha Beb-
cepsep B ftobon cetn no npoTokony HTTPS
F. HenpaBunbHas, HO €CAN HEMHOIO NOAMPaBUTb, pa3peLllaeT AOCTYn ¢ aobon ceTn Ha Beb-
cepBep B onpenesieHHon ceTu no npoTokoay HTTPS
G. HenpaBWJibHas, HO eC/I HEMHOIO MOAMNPaBUTb, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Be6-cepsep B nitobow ceTu no npotokoay HTTPS
. Bam Heob6x04MMO NOCMOTPETb Kakue CMCKK AOCTyna eCTb Ha poyTepe 1 MPOCMOTPEeTb UX MpaBuna.
Kakue cyuwiecTBytoT KoMaHAabl |I0S ons 3Toro?
A. shrun, sh ip access-list, sh access-list
B. sh ip access-list, sh access-list
C. sh access-list
. Bam HeobxoaMMo NOCMOTPETb CMMCKM A0CTYNa Ha poyTepe, 4Tobbl NpoBepuTb paboTy nx Npasu.
Kakue cywiecTByoT KoMaHAabl I0S ans 3Toro?
A. shrun, sh ip access-list, sh access-list
B. sh ip access-list, sh access-list
C. shrun
. N9 4ero Hy>XeH MeHexep aucniaes n MoXxHo nun 6e3 Hero obonTucs?
A. ons npoBepKyM NOAJIMHHOCTW NONb30BaTeNA U 3anycka X-cepBepa, 060ATUCH - MOXXHO
B. m15 npoBepKM MOMHOMOYNIA NMOJIb30BaTENS U 3aMyCcka X-cepBepa, 060MTUCH - MOXKHO
C. Ons npoBepKy NOAJIMHHOCTY MOJb30BaTeNs 1 3anycka X-cepepa, 060MTUCh - HENb3A
D. Ans npoBepKyM MOAHOMOYMIA NOJSIb30BaTENS U 3anycka X-cepeepa, 060NTUCH - HENb3S
. MpaBunbHas nn KoMaHAa access-class 123 in, ecnn TpebyeTcs paspewmnTb 4ocTyn no SSH Kk
poyTepy OT 3afaHHOM CETU WX KOHKPETHOro y3na?
A. npaBuibHas, Tak 00bIYHO 1 peLLaloT faHHY 3ag4a4vy
B. npaBuibHasa hopManibHO, HO Tak 0ObIYHO He peLlatoT AaHHYH 3adady
C. HenpaBuibHas
. MNpaBunbHasa 11 KoMaHAa access-class 12 in, ecan TpebyeTcs pa3pewnTbs 4OCTYN no SSH K
poyTepy OT 3af4aHHOWN CEeTU NN KOHKPETHOro y3na?
A. npaBwibHas, Tak 0bbIYHO 1 pellatoT AaHHY0 3adady
B. npaBuibHasa hopManbHO, HO Tak 06bIYHO HE peLlatoT AaHHY 3adady
C. HenpaBunbHas
. Y710 03HavaeT cumBonbl D B amcTuHre 10S Tabnnupbl MmappyTusaumm?
A. pe3ynbTaT paboTbl NpoTokona EIGRP
B. pe3ynbTaTt paboTbl npoTokona OSPF
C. pesynbTaT paboThl npoTokona RIP
D. pe3ynbTaT HAaCTpoOWKKM IP Ha NoKanbHOM UHTepdeice
. Y710 03HavaeT cmmBobl O B ancTuHre 10S Tabnnupl MappyTusaumm?
A. pe3synbTaT paboTbl NnpoTokona EIGRP
B. pe3ynbTaT paboThl NnpoTokona OSPF
C. pe3ynbTaT paboTbl npoTokona RIP
D. pesynbTaT HacTponku IP Ha nokasbHOM MHTepdence



21. YTo byneT ecnm TErMpoBaHHbIA Kaap NPUAET Ha access-nopT KoMmmyTaTopa?
A. 6yneT cbpolieH
B. 6yneT NpUHAT 1 pacnpoCTpaHEeH Ha BCe acCess-MopTbl COrnacHo 3agaHHomy B Tere VLAN
C. bygeT NpMHAT 1 pacnpoCTpaHeH TONbKO Ha Apyrue TPaHK-MopThl
D. byneT NpUHAT 1 pacnpoCTpaHeH Ha BCe acCess-MopThbl COracHO 3afaHHOMY O/15 access-
nopta VLAN
22. Kakum obpa3oM BXOAALLNA B AOMEH KOMMbIOTEP onpeaenseT rae HaxoamTCs KOHTpoaep AOMeHa
(Hanpumep, 4T06bI 3aNPOCUTL CMIMCOK FPYMNMOBbLIX NOANTUK)?
A. 4Yepe3 DNS 3anucb Tuna A
yepe3 DNS 3anuck Tuna SRV
yepe3 DNS 3anuce Tuna DC
yepe3 DHCP 3anucb Tvna SRV
yepe3 DHCP 3anucb Tvna A
F. Yepe3 DHCP 3anuck Tnna DC
23. [nda 4ero co3patoT canTbl Active Directory? MNMpusennte npuMep, KOrga 3To KenaTenbHo caenaTb
A. [oMeH 06beamnHAeT HeCKOIbKO 34aHNIA C Pa3HbIMW NOKaJIbHbIMU CETAMU, COeAUHEHHBIMU
KaHanaMu C HU3KOWM NPOMyCKHON CNOCOBHOCTbIO.
B. JomeH 06beamHAeT HEeCKONbKO 3AaHNIA C pa3HbIMU NOKAbHLIMU CETAMU, COEANUHEHHBIMM
KaHanamu € BbICOKOW NPOMYCKHOM CMOCOOHOCTLIO.
C. OomeH 0bbeaunHAET HECKOJIbKO 34aHMN C Pa3HbIMU JI0KaJIbHbIMU CETAMU, COeANHEHHBIMU
KaHanaMu ¢ 04MHaKOBOW MPOMYCKHOM CNOCOBHOCTbLIO.
24. Kak MOXXHO U3MeHUTb 00bI4HbIN NOPAAOK HacnenosaHus GPO ?
A. 3anpeT HacneposaHus Ha OU
B. 3anpeT HacneposaHus Ha GPO
C. 3anpeT nepeonpenenenus (enforce, no-overide) Ha OU
25. lMpaBunbHa 11 KoMaHAa access-list 100 permit tcp any 0.0.0.0 255.255.255.255 eq 443 ?
A. npaBwibHas, pa3peLlaeT AOCTyN C onpenesieHHoNn ceTn Ha Beb-cepeep B onpeaesieHHom
ceTun no npoTokoay HTTPS
B. npaBuibHas, paspelLaeT AOCTyn C Ntobon ceTn Ha Beb-cepBep B oONpeaesieHHOon CeTr no
npoTtokosy HTTPS
C. npaBunbHas, pa3peLllaeT 4OCTYN C onpeneneHHon ceTn Ha Beb-cepsep B 1t0bo ceTn no
npoTtokosy HTTPS
D. npaBwibHad, paspeLllaeT AoCTyn ¢ Ntobon ceTn Ha Beb-cepeep B Nt06ON CeTK MO NPOTOKONY
HTTPS
E. HenpaBuNbHas, HO €C/IM HEMHOIO NOAMNPaBUTbL, pa3peLlaeT A4oCcTyn ¢ nobon ceTn Ha Beb-
cepsep B sitobor cetn no npoTokony HTTPS
F. HenpaBWnbHas, HO €CAN HEMHOIO NOANPaBUTb, pa3peLllaeT AOCTYN ¢ Atobon ceTn Ha Beb-
cepBep B onpeaesieHHon CeTu no npoTokoay HTTPS
G. HenpaBW/ibHas, HO eCI HEMHOMO MOAMNPaBUTL, pa3peLlaeT AOCTYN C onpeaeneHHon CeTh Ha
Beb-cepsep B Ntobon ceTn no npotokoay HTTPS
26. [N 4ero Hy>XeH MeHexep gucnnies n MoxHo nn 6e3 Hero obonTucs?
A. NS npoBepKu NOAJIMHHOCTM NONb30BaTeNA U 3anycka X-cepsepa, 060ATUCH - MOXXHO
B. And npoBepKu NOAHOMOYMIA NOSIb30BaTENS U 3anycKa X-cepBepa, 060MTUCH - MOXHO
C. ons npoBepky NOAJMHHOCTY MOJib30BaTeNs 1 3anycka X-cepsepa, 060MTUCh - HeNb3A
D. Ans npoBepKyM NOAHOMOYMIA NOSIb30BATENS U 3anyCcKa X-cepBepa, 060MNTUCH - HENb3S
27. [Ina 4ero Hy)KeH MeHep)Xep 0KOH U MOXKHO 1 6e3 Hero obonTucs?
A. [ons 3anycka OKpy>XeHus Nofib3oBaTens B Buae Habopa NpuioxeHun n onpeneneHns
cnocoboB ynpasieHns okHamu, 060NTUCH - MOXXHO
AN19 3anyCKa OKPY>XeHMs nosb3oBaTens B Buae Habopa npmnoxeHnin, 06onTUCH - MOXXHO
C. ons onpepeneHuns cnocobos ynpasaeHns okHaMmn, 060NTUCh - MOXHO

mOOw

w



D. on4a 3anycka OKpy>XeHus nosb3oBaTens B Buae Habopa NpunoxeHuin n onpeneneHuns
cnocoboB ynpasneHns okHaMun, 06onTUCh - Heb3A
E. ana onpegenexHnsa cnocobos ynpasaeHns oKHaMm, 060MTUCH - HENb3S
F. Ans 3anycka oKpy>XeHus nonb3oBaTesNs B Buae Habopa npuioxeHuin, 060NTUCh - Henb3s
28. Kakue CyLLecTBYIOT OrpaHMyeHuns pasgesa Tuna pacwmnpeHHoin (extended) npu MBR ?
A. OCTYTCTBYET 3arpy3o4Has 3anucb pasfesa
B. ocTyTCTBYeT 3arpy3o4Has 3anucb AUCKa
C. Henb34 BbINONHUTL 3arpy3ky OC, KoTopas Haxo4UTCA Ha 3TOM pa3sfesie
29. OnuwnTe npoLecc 3anycka rpauyeckoro NpuaoXeHns X. eCinm y Bac ecTb IOHUKC-cepsep 1 MK
nog ynpasseHnem Windows
A. ycTaHoBUTb 1 3anycTuTh MO X-cepBepa; BLIMONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3aflaTb NMOJIOXKeHMe X-CcepBepa; 3anyCTuTb X-KJIeHTa
B. ycTaHoBUTb 1 3anycTuTh MO X-cepBepa; BLINONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3a4aTb MOJN0XeHNe X-K/INeHTa; 3anyCTuTb X-cepsep
C. ycTaHoBUTb 1 3anycTuTb M0 X-KNIMeHTa; BbINOAHUTL ayTeHTUduKauuo Ha UNIX-cepsepe;
3a4aTb MOJN0XeHNe X-K/INeHTa; 3anyCTuTb X-cepsep
D. ycTaHoBUTb 1 3anycTuUTh MO X-KANeHTa; BLIMONHUTL ayTeHTUdrKaumnio Ha UNIX-cepsepe;
3a4aTb MONOXeHne X-cepsepa; 3anyCcTuTb X-cepeep
30. Kak MOXXHO NpoBeCTM MacCOBY0 YCTaHOBKY npuknagHoro MO Ha KoMnbloTepbl nogpasneneHunin? U
Korga B 3TOM c/iydae bygeT ycTaHosneHo M0?
A. yepe3 GPO (pa3zen nonb3osaTens), cpasy nocne cosgaHua GPO
yepe3 GPO (pa3nen koMmnbloTepa), cpasy nocse cosgaHuns GPO
yepes GPO (pa3gen komnbloTepa), Nocne BXxo4a B CUCTEMY
yepe3 GPO (pa3aen KkoMmnbloTepa), Nocse 3arpy3kn KoMnbsloTepa
yepes GPO (pa3gen nonb3oBaTens), NOCse 3arpy3kKn KoMnbloTEPa

mOOw

3a[aHu1A OTKPLITOro TUMa
1. YkaxuTte ans MBR-AMCKa MaKCMMalibHOE KOJIMYECTBO MNePBUYHBLIX Pa3esoB, B C/yYae, eC/iM Ha 3TOM
JNCKe CYLLLeCTBYIOT JIOrMYeCcKMe pasienbl-ancku.

2. BoinonHme komaHAy show ip route, Bbl yBuaenn HeCKOJIbKO MapLUPYTHbLIX 3anucen:

10.0.0.0/27 via 15.16.17.20 metric =10 AD = 90

10.0.0.0/26 via 15.16.17.21 metric = 20 AD = 110

10.0.0.0/27 via 15.16.17.22 metric = 30 AD =90

10.0.0.0/26 via 15.16.17.23 metric = 40 AD =110

Ha kakon w03 (ykaxmute agpec) byneTt oTnpaBfieH NakeT C aApecom Ha3sHaveHns 10.0.0.33 7

3. BoinonHmB KomaHAy show ip route, Bbl yBuaenn HeCKOJIbKO MapLUPYTHbLIX 3anucen:

10.0.0.0/27 via 15.16.17.20 metric =10 AD =90
10.0.0.0/26 via 15.16.17.21 metric =20 AD =120
10.0.0.0/27 via 15.16.17.22 metric =30 AD =90
10.0.0.0/26 via 15.16.17.23 metric =40 AD =110

Ha kakon w03 (ykaxute agpec) byneTt oTnpaBfieH nakeT C adpecom HasHavyeHns 10.0.0.33 7

4 Ha KakoM MaKcuMasnbHOM ypoBHe Mogenun ISO/OSI MoXXHO NMPoBOAUTL (PUIbTPALMI0 AAHHbIX, NCMOMb3YS
CTaHOapTHble cnucky goctyna 10S?

5. Ha kakom MakcumansHoM yposHe Mogenn ISO/OSI MOXXHO NPOBOANTL (DUNLTPALMIO OAaHHbLIX, NCMOJIb3YS



paclpeHHble cnucku goctyna 10S?

6. Ha KakoM Makc/ManbHOM ypoBHe Mogenn ISO/OSI MOXHO NPpoBOAUTL (PUNbTPALMIO AaHHbIX, UCMONb3YA
CTaHZapHTble cnucky goctyna 10S?

3afaHune C pa3BEPHYTHLIM OTBETOM

1. YTo Takoe arpernpoBaHue afpecos, 4J1s Yero ucnonbsyetca? Yro takoe IP-noacetsb u IP-cynepceTs?
MpumMepsbl.

2. B yeM npenMyLLeCTBa, 1 Kakne ecTb NoTeHunanbHble npobiemsl y ANHaMUYeCcKon MapLipyTu3aumum?
YTo Takoe KOHBepreHums npoToKoa MapLpyTnsaummn? B Kakux ciiyqasx Bel Obl He cTasim Mcnosib3oBaTb
MPOTOKON ANHAMUYECKON MapLpyTU3aLnm, alMUHUCTPUPYIO CeTb OpraHm3aumm (npyuMeHnnn ool
CcTaTn4ecky)?

3. MNepeyncante ocHoBHble oTAMYUA GNU/Linux-gnuctpnbyTneos. ovyeMy NOABUANCH NaaTHbIE
ANCTpMOYTMBLI, HECMOTPS Ha copyleft-nuueHsnmn, Kakaa busHec-Moenb NCNOJIb3YeTCs B 3TOM Ciy4vae?

20.2 MpomMeXxyTouyHasa aTrecraums
TexHonorus npoBepneHus:

MpoMeXxyTo4YHas aTTecTauus NpoBOAUTCS B PopMe MUCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeNIbHOM YC/I0BUM BbIMOIHEHWS B TE@YEHNE CEMECTPa BCeX S1abopaTopHbIX 3a4aHWUA U C yYeTOM
NOJyYEHHbIX TEKYLLMX OLLeHOK. OLLEeHKM 3a BOMPOChI KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTca K 50-6annbHOMyY 3Ha4eHuHo.

TpeGOBaHMﬂ K BbIMOJIHEHUIO 3a4aHUK, WWKANbl K KpUTepuun oueHnBaHuA

Mpy oLeHMBaHUM Pe3ySIbTaTOB MPOMEXYTOYHON aTTecTauMm UCMONb3yeTCA KOIMYECTBEHHAA WKaa
oueHoK. CornacHo NooXXeHnto 0 6anbHO-PENTUHTOBOM cucTeMe 0byyeHns, 50-6annbHas oueHkKa 3a
NTOrOBYI KOHTPOJIbHY0 paboTy CKNaabiBaeTCs C OLLEHKON, NOJIyYEHHOWN N0 MTOraM aTTecTauui.
MonyyeHHoe 100-6annbHOE 3HaYeHWe onpeaensieT ypoBeHb CHOPMUPOBAHHOCTU KOMMETEHLWI 1
NTOrOBYIO OLLEHKY (COra1acHO MONOXKEHMI0 0 BanabHO-PENTUHIOBOM cMcTeMe 0By4YeHns):

oLeHkKa «oTan4yHo» - 90...100 6bannos
oueHKa «xopowo» - 70...89 6annos
OLleHKa «yhoBaeTBopuTensHo» - 50...69 bannos

OLEeHKa «HeyaoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K UTOrOBOW KOHTPOJIbHOM paboTe

1. BapwnaHT:

a. MoxHo nn ncnonb3oBaTb DNS He MS (Hanpumep, DNS nog OC UNIX) ans pabotbl AD u
Kakunm obpa3om? Yto Takoe SRV RR?

b. OnnwmnTe nocnenoBaTenbHOCTh 3arpy3ku OC MK (IBM-COBMeCTMMOM) C MOMEHTa BKJIIOYEHUS
NMTaHUA 00 3arpy3ku sapa. Y1o Takoe CTaHOapTHbIM kKoa MBR, kak oH paboTaeT (no
waram)?

C. B yem otnmyme NAT un PAT (NAT override)? B 4yeM cnoxxHocTb peanusauum NAT aonsa UDP
nakeToB Mo cpaBHeHuto ¢ TCP?

d. Y1o o3HayvatoT cumsonbl O, C, R B incTuHre tabanubl mapwpyTtmsaumm [0S, Kak BO3HMKAOT
Takue (O, Cu R) mapwpyTbl ?

e. YTo Takoe pennvkaumsa B Active Directory, pasgensl n KoHTeKcTbl AD? B kakol obnacTtu (5x)
BbINOJIHAETCA pernkaumna? YTo Takoe cxema, rge XpaHuTca U Kak moanduumnpyertca?

f. B 4yeM NpeuMyllecTBa, N Kakue eCTb MOTEHLMWalbHble NpobnemMbl y AMHAMUYECKON



MapLpyTM3aumMmn? YTo Takoe KOHBEpPreHLuMs NpoToKoIa MapLwpyTu3aummn?

2. BapuaHT:

a.

YTo Takoe nec 1 Kakue eLle CyLLeCTBYIOT CTPYKTYpHble ypoBHY B Active Directory? [na yero
HY>XHbl 3TW YPOBHU? YTO Takoe CalThbl NpuMeHnTeNbHO K Active Directory n B Kaknx ciydasax
N Kak nx co3patoT? [ng Yyero co3gatoT canTbl (npumepsl)?

MoyeMy cHavana B CepBepHbIX, 3aTeM B MONb30BAaTENIbCKUX KOMMblOTEpax cTaju
ncnonb3osaTb EFI? Kakne BO3MOXXHOCTY MO CpaBHEHUIO CO CTaHLapTHOW cxemon faet EFI,
MOXKHO i1 obonTuck 6e3 EFIl n B Kakmx cnyyasx ?

. YTo Takoe SELinux, Kakue 3agaym pelaeT n kem pa3paboTaH 1 nogaepxxusaetca? OnuwmnTte

nocrefoBaTelbHOCTb AENCTBIUIA MO BKIOYEHMIO U HacTponke ero Ha CentOS. Kakne nomHuTe
pacnpocTpaHeHHble yTUAMTLI SELINUX, 08 4ero Ucnosib3yeTcs Kaxkgas?

. Kakne BapuaHTbl xpaHeHus 3anucen (RR) nognepxusaeT DNS komnanum MS? Ha 4To0

nosnamseT BoIbop MecTa xpaHeHuns?

YTo Takoe cybbeKkTbl M 06bEKTb B KOHTEKCTe ynpaBieHus pgoctynom. Kak pabotaeT
MaHgaTHaa (MAC) nonnTuka ynpasneHus goctynom? B yem ee otnnyme ot DAC (npusenute
npumepbl poctyna kK ¢danny 8 DAC n MAC? Moyemy MAC mano pacnpocTpaHeHa B
cyuwiectsytowmx OC

Kakune cnocobbl ncnonb3yotcsa (kak oHn paboTaeT) and peweHus npobnem obpasoBaHus
umknoB bpoagkacT-goMeHa (JOMEHa LUMPOKOBELLLAHNA)?

3. BapwuaHT:

a.

Y7o Takoe GID, UID B knaccnyecknx UNIX OC 1 Kak OHW UCNONb3YIOTCA OJ19 yNpaBaeHUs
noctynom? Kakne BosmoxxHocTu gobasnsioT SUID, SGID?

['0e 1 B KaKoM BUAE MOXKET Haxo4uTbCa MHopMaLusa o noss3osatensx, rpynnax 8 OC UNIX?
oe obbl4YHO HaxoAUTCS 3Ta MHGOPMaLMA B Clydae OTAeNbHOM paboyen cTaHLMK? Kakum
0bpa3oM MOXKHO ynpaBaaTb (co3maBaTb/yAanaTb/MOANGULMPOBATL) Nonb3oBaTensmMu B OC
UNIX? MpuBennTe nocaenoBaTeNbHOCTU AEWCTBUMM MO CO3AaHWUID, YAANEHUIO U
6n1okmpoBaHMio (Bxofa B cuctemy) nonb3osatens B8 OC UNIX ¢ ncnonb3oBaHmem 06bI4HOMO
pedakTopa (Hanpumep, Vi).

. Tne pa3meleHbl napameTpbl OC 1 Nosib30BaTENS, MOCJe NPUMEHEHNS FPYMNMOBbIX NOANTUK?

Kakne cywecTBYOT MHCTPYMEHTbl OT/JaAKW MeXaHW3Ma rpynnoBbiX NOJUTUK? KOHCOJb
rPYNnoBon NONUTUKM HELOCTYMHA, Kak UcnpasuTb napameTpsl GPO?
Y1o Takoe DACL, SACL, ACE?

e. YTo Takoe <<CepTVICbI/IKaLI,VIOHHaFI nporpaMmma», 410 BXOAOWUT B 3TO MNOHATWUE, KTO

pa3pabaTbiBaeT. YTo Takoe VUE n Prometric?

f. YTo Takoe aAMUHUCTPATUBHOE paccTosHME. [N KakKux NPOTOKON0B OHO UMeeT Bonblune

3HaYeHUs 1 noyemy?
4. BapuaHT:

a. B yem npobnembl gMcKpeLMoHHON NoMTUKKN 6e3onacHOCTH (ynpaBneHna gocTynom)? MNoyvemy
HecMoTps Ha 3Tu nNpobnembl DAC WnpoKo ncnoabdyetcs (NpaktTnyeckn 8o scex OC)? MoXKHO
NN pewnTb 3TK npobnemsbl B pamkax DAC n kak?

b. YTto Takoe GID, UID B knaccmyeckmx UNIX OC n Kak OHM MCMOMb3YIOTCA A5 YNpaBiaeHuns
noctynom? Kakne Bo3moxxkHocTu gobasnsioT SUID, SGID?

c. KomneTeHunn n npoeccun, mmerolwmne OTHOWeEHME K agMuHucTpuposaHuiwo WC.



MHoroypoBHeBas noaaepxkKa.

. B 4yem oTaun4mne nepsmyHoro (primary) u pacwmnpeHHoro (extended) pa3zgenos gucka? Kakue
CYyLEeCTBYIOT OrpaHNUyYeHns Ha KOJ-BO pa3fesioB 3TUX TMNoB? MoXXHO aun 3arpy3nTb OC,
HaXO4SALWYCS Ha JIOrMY4eCKOM OUCKe pacCliMpPeHHOro pasfen, B 4YeM OTJNYUA/KaK
OCYLLECTBUTb 3arpysKky (ecav BO3MOXHO) B CpaBHeHMM ¢ pacnonoxeHnem OC Ha nepBUYHOM
pasgene?

. OnnwunTte nocneposaTeNibHOCTL 3arpy3km OC UNIX ¢ MOMeHTa 3arpysku sgpa 4O 3anycka
nosib3oBaTeNeM nepBoro NPUIOKeHnsa (pacCMOTpUTe [Ba BapuaHTa 3arpysku: 4o 3 n [0 5
ypoBHew). B yem ocobeHHoCTb SystemV 3arpyskun?

. HazoBuTte n onnwunte metoabl 60pbbbl C NeTAAMU MapLwpyTu3auumn. NovyemMy OHU BO3HMKAIOT
N KakK nx n3dexaTb (crnocobsbl)?



