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05.03.2025

PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
51.B.07 IHHOKOMMYHMKALMOHHbIE CUCTEMbI U CETH
1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:
09.03.02 NHopMaLMOHHbIE CUCTEMbI U TEXHOJIOT UK
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
NH>XeHepns MHDOPMALIMOHHBIX CUCTEM U TEXHOJIOTUN
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuat
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5
8. YYyeOHbIN ron;:

2027-2028

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4YeHne 0CHOB TEXHOJIOM NI KOMIMbIOTEPHBIX CETEN N MHHOKOMMYHUKALIMOHHBIX CUCTEM, NMpnobpeTeHne
HaBbIKOB MPOEKTUPOBAHWNS, pPeann3aumnm n yrnpasaeHns AaHHbIMY cucTeMamu. CTaBsTCs 3aaadm
MO3HaKOMUTb CTYAEHTOB C 3Ta/lOHHbIMU MOAE/SIMY YPOBHEBLIX MPOTOKOJIOB Y Ha UX OCHOBE MPOBECTU
MOYPOBHEBOE PACCMOTPEHMNE I/IEMEHTOB CETEBOU MHBPACTPYKTYPbl. HaBbIKW MPOEKTUPOBAHMS,
peanu3aumnm, yrnpaBaeHus u noucka HeMCrnpPaBHOCTEN CETEBOV MHMPACTPYKTYpPbl CTyAEHTbI NpuobpeTanT
B X0Z€ BbIMNOJIHEHUS 1abOPaTOPHLIX 3aaHW.

10. MecTo y4yebHOM aucuunanHbl B CTPYKType OOM:

BxoaHble 3HaHMA: «ApxnTekTypa IBM», «Teopnsa yHKLMI KOMMJIEKCHOIO NEPEMEHHOM0», «Teopus
BEPOATHOCTEN U MaTeMaTU4yecKas CTaTUCTUKa», «Teopns MHPOPMaLMOHHBIX MPOLECCOB U CUCTEM>,



«Teopns NHMOPMaLUn».

11. NnaHupyeMmble pe3ynbTaThl 06y4eHUs No AUCLUUNINHE/MOAYNI0 (3HAHUSA, YMEHUS, HAaBbIKM),
COOTHeCeHHblIe C NJIaHMpyeMbIMU pe3ysibTaTaMU OCBOEHUs 0Opa3oBaTeslbHOW NPOrPaMMbi

(koMneTeHUUAMHU BbII'IyCKHVIKOB) U UHOUKaATOPaMU UX BOCTUIKEHUSA:

Kof n Ha3BaHMe KOMMNeTeHLUun

MK-4 ObecneyeHne paboThl
TEXHUYECKUX 1N NPOrpaMMHBbIX
CpefCcTB NH(POPMaLMOHHO-
KOMMYHUKaLUNOHHBIX CUCTEM

MK-4 ObecneyeHne paboThl
TEXHUYECKNX N NPOrpamMMHBbIX
CPeLCTB NH(POPMALMOHHO-
KOMMYHUKaLUOHHBIX CUCTEM

Kon v Ha3sBaHMe nHanKaTopa

KoMneTeHuunn

MK-4.1 Vicnonb3yeT OLLEHKY TeKyLnX
TpeboBaHUA K MHPOPMALIMOHHO-
KOMMYHWKaLWOHHON cucTemMe

MK-4.2 3HaeT MeToabl TEXHUYECKOrO
NPOEKTUPOBAHNSA CUCTEMbI 1
COMPOBOXAEHUS pa3paboTaHHbIX

MPOEKTHbIX pe|_|_|eH|/||7|

3HaHMA, YMeHNUs,
HaBbIKK

3HaTb: MPUHLUMBI
opraHu3aumm
KOMMbIOTEPHbIX
CeTen 1N CUCTem
TeNeKOMMYHUKaLNNI;
APUHLMUNGI
(PyHKLNOHNPOBAHMUA
COBpPEeMeHHbIX
CeTeBbIX TEXHOJIOMUiA
NHTepHeT 1
WHTpaHeT ceTen, B
TOM 4ucne ¢
KOHTEKCTe WUX
pPa3BEPThbIBAHUSA W
aAMUHUCTPUPOBAHNS

yMeTb:
MCMNoJib30BaTb
CoBpeMeHHble
CeTeBble TEXHONOI NN
NHTepHeT 1
NHTPaHEeT ceTen;
NMPOeKTNPOBaTb
CeTeBYyto
NH(PACTPYKTYpy
COBpPEeMEHHbIX
NHMOPMaLNOHHbIX
CUCTEM, BbIMOMHATb
KOH(UrypupoBaHue u
NMonCK
HencnpaBHOCTEN B
NHTepHeT 1
NHTPaHET ceTAx



Kon v Ha3sBaHMe KoMMneTeHuuun

MK-4 ObecneyeHune paboThl
TEXHUYECKNX N NPOrPaMMHBbIX
CpencTB NHGpoOpMaLNoHHO-
KOMMYHUWKaLUNOHHBIX CUCTEM

Kon n HasBaHue NHOWKaTOPa
KoMneTeHunn

MK-4.3 BHOCUT U3MEHEHUSA B
TexHU4Yeckune 1 nporpaMMHble
cpencrea MHGPOPMaLMOHHO-
KOMMYHUKaLUMOHHbIX CUCTEM MO
YyTBEPXKIAEHHOMY MNlaHy paboT

12. O6beM AUCUMNUHBI B 3a4eTHbIX eAuHUuLax/yac:

4/144

CbopMa npoMeXxyTo4 HOM aTTecTaLuu:

JK3aMeH

13. TpypoeMKOCTb NO Bupam y4yebHon paboTbl

Bunpg y4yebHon paboThl

AYLNTOPHbIE 3aHATUSA
JIEKLMOHHbIE 3aHATMA
MpakTnyeckune 3aHATMA
NabopaTopHble 3aHATMA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpomeXxyTo4YHaa aTTecTaums
Yacbl Ha KOHTPOJb

Bcero

CemecTp 6

64
32
16
16
44

36
36
144

13.1. Copep>XaHue AUCLUMIINHBLI

n/n HanmeHoBaHVe pa3fnena CopepxxaHue pasgena
OUNCLUNANHBI ONCLUNANHBI

3HaHMA, yMeHNus,
HaBbIKM

BNAOETh:
MeTodaMun
pacyeTa u
TEXHOJIOT UMK
pa3paboTku
CMCTeM nepenayn
IaHHBbIX;
CNocobHOCTbIO
BbIOMpaTh 1
OLEeHMBaTb
crnocob
peanunsaunmn
ceTeBou
NHPaCTPYKTYpPhI
ons
NHHOPMALMOHHBIX
CUCTEM B pamKax
NocTaB/IEHHOM
3a4a4u

Bcero

64
32
16
16
44
0
36
36
144

Peanusauns pasgena ouCUUNINHbLI C MOMOLLbIO

OHNamnH-kypca, 3YMK



n/n

1.1

HanmeHoBaHuVe pa3gena
OUNCLUNANHDI

OCHOBHbIe onpeaeneHns,
KJlaccmukaumm, Mogenu.

CopepxxaHue pasgena
ONCLMINHBI

1. Jlekunn

MpenmeT nsyvyeHusa Kypca,
OCHOBHbIE OnpefenieHuns.
CTpyKTypa MHOPMaLIMOHHOMN
ceTn. MHoroypoBHeBas
apxuTekTypa ceTu. MoHaTue
npoTokona. Mogenb
B3aMMOCBA3M OTKPbIThIX CUCTEM.
QyHKLUMOHaNbHbIE MpOodUN.

Peanunsaunsa pasfena AUCLUNANHBI C MOMOLLbIO
OHNamnH-kypca, 3YMK

9YMK «/IHPOKOMMYHVKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

1.2

HanmeHoBaHuVe pa3gena
OUNCLUNANHDI

®UN3NYECKUIN YPOBEHD

MHOPMALIMOHHBIX CETEN.

CopepxaHue pasgena
ANCUNMNANHBI

OCHOBbI TEOPUMN UHGOPMaLLK.
Mepa nHhopmaLumu,
BEPOATHOCTHbIA MOAXOA,.
OCHOBHbIE XapaKTEPUCTUKM
CUCTEMbI Nepefayn OUCKPETHbIX
COOBLLEHWNIA 1 INHWUIA CBSA3M.

S PeKTUBHOCTb NCMOJIb30BAHUSA
4aCTOTHOro AnanasoHa
cpencTBaMu nepefayn LaHHbIX.
VIH(opMaLMOHHbIE eMKOCTU
OVCKPETHOr0 N HeMpepbIBHOIO
curHanos. lNpepesnbl CKOpoCTU
nepenayn gaHHbIX, TEOPEMBI
Halksuncta n LLleHHOHa.
MPUHLMMNBI U UCNONb3YEMble
BMAbl MOAYALNN, NX
ocobeHHOCTN. KomMniekcHoe
npeLcTaBieHne
MOZYNPOBAHHOIO curHana. 1/Q
mopynatop. MonHaa cuctema
nepegayn oaHHbIX, ee
XapaKTepuUCTNKKN. BeposiTHOCTK
CMMBOJIbHON 1 BUTOBON OLINGKYK
45 MOAYNALUNOHHBIX CXEM.
JlabopaTopHble TeMbI: N3y4eHne
BO3MOXKHOCTel cpeabl Matlab no
MOLENMPOBaHNIO
KOMMYHUKALMOHHbIX CUCTEM Ha

npumMepe mogenun BPSK cuctemsl.

Communications Toolbox n
Communications Blockset.
PacyeT KOMMYHUKaLNOHHOM
cucTembl. Onpegenexmne
XapaKTepUCTK MOLYNALNOHHbBIX
cxeM. Cpefa moaenmpoBaHns
Simulink. MogenvpoBaHue
MOJIHOW CUCTEMBI Nepenayn
LaHHbIX B cpefie Simulink.
MogennpoBaHue cuctem
nepenayn MPSK, QAM.
OnpegneneHune BER, SER
AHAJIMTUNYECKM 1 C MOMOLLbIO
NMUTALLMOHHOIO
MOJEeNNPOBAHUS.

Peanunsaunsa pasfena AUCLUNANHBI C MOMOLLbIO
OHNamnH-kypca, 3YMK

IYMK «/IHPOKOMMYHMKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n HanmeHoBaHuVe pa3gena
OUNCLUNANHDI

1.3 YpoBeHb yrpaBrieHus
KaHanom obmeHa
OaHHbIMK,

1.4 TexXHONornm NoKasbHbIX,
6ecnpoBoaHbIX,
CMYTHWKOBLIX CETEN.

1.5 NGN-ceTw.

1.6 MapwpyTtusaums.

1.7 TexHonorunn WAN.

CopepxaHue pasgena
ANCUNMNANHBI

Lndposoe n nornyeckoe
koaupoBaHue. ObHapyxeHue n
ncrnpasneHve owmnbok.
YnpaBJieHne KaHasioMm,
pasnunyHble NoAXo4bl.
ACUHXPOHHOE 1 CMHXPOHHOE
hopmaTuposaHue. ARQ-MeToabl.
CTaTU4eckoe 1 MHaMmn4yeckoe
pacnpefesieHnsa pecypcos
kaHana. JlabopaTopHble TeMbl:
MoJennpoBaHue
NMPON3BOANTENIBHOCTY
NMPOTOKOJI0B YrpaBJ/ieHns
KaHanoM.

JlokanbHble ceTn, cTaHga pThI

IEEE802.x. MeTOAbI KOMMYyTaL MK,

PacyeTbl Ethernet ceTen.
becnpoBogHble ceTw.
CnyTHNKOBbIE CETMN.
JNlabopaTopHble TeMbI: pacyeT
ceten Ethernet, Fast Ethernet.

MynbTuMeOna n KOMMNbOTEPHbIE
ceTtn, QoS.

MapLpyTr3aLuma B CeTaxX
nepepayn gaHHbIX. YnpasieHue
NnoToKaMmn gaHHbIX. MexceTesoe
B3aumopencTaue. IP.
JlabopaTopHble TeMbI:
appecauuns B TCP/IP ceTax:
BbIYMC/IEHNS agpecoB noaceTen,
MacoK NnoaceTen, agpecos
LUMPOKOBELLAHWA.

CeTu C KOMMyTaLMen NakeTos..
ISDN, undpoBble ceTu ¢

MHTerpabHbIM 06Cy>KMBaHUEM.

Frame Relay. SDH. ATM.

Peanunsaunsa pasfena AUCLUNANHBI C MOMOLLbIO
OHNamnH-kypca, 3YMK

IYMK «/IHPOKOMMYHMKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IHPpOKOMMYHVKaLMOHHbIE CUCTEMBI 1
cetn»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/H(POKOMMYHUKALMOHHbIE CUCTEMbI U
cetn»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/IHPpOKOMMYHUKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/H(POKOMMYHUKALMOHHbIE CUCTEMbI U
ceTn»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

1.8

1.9

1.10

2.1

2.2

2.3

HanmeHoBaHuVe pa3gena
OUNCLUNANHDI

MexayHapoaHble r
pervoHasibHble ceTu
obL1ero Ha3Ha4yeHus.
Internet.

KopnopaTuBHbIe CeTu 1
CUCTEMBI.
VH(popMaLmoHHas
Be3onacHOCTL ceTel.

MpoeKTMpoBaHNe

NHDOPMALMOHHbIX CETEN.

®N3nM4YeCKUn ypoBeHb

NH(MOPMaLMOHHBIX CeTen.

(nab.)

®U3NYECKNI YPOBEHb
MHHOPMALIMOHHbBIX
ceten.(nab.)

TexHOoNnornym NoKasbHbIX,
6ecnpoBoaHbIX,
CMYTHUKOBBIX
ceTeln.(nab.)

CopepxaHue pasgena
ANCUNMNANHBI

VIHTepHeT: NoCTaBLUMKKN yCayr.
OTBeTCTBEHHblE OpraHn3aLmm
NHTepHeT. NH(ppacTpyKTypHbIE
cnyxo6bl IP-ceTein. ObopynoBaHme
N TEXHOJIOTNN COBPEMEHHbIX IP-
ceTen. IPv6. JlabopaTopHble
TeMbl: MapLIpyTU3aLms B
WHTpaHeT ceTsX,
KOH(UIYyprpoBaHMe KOHEYHbIX
Y3/10B U MapLUpyTN3aTOPOB.
DHCP: KoHpuryprposaHue Ha
CTOPOHE cepBepa U KOHEYHbIX
y3n08B. MapLpyTusauns B
NHTepHeT. OnpenenexHne
MarumcTpalibHbIX MapLLIpyTOB B
NHTepHeT. DNS:
KOH(UIyprpoBaHMe Ha CTOPOHe
cepBepa ¥ KOHeYHbIX Y3/10B.
PerncTpaTopbl 1 OTBETCTBEHHbIE
opraHusaunm NHTepHeT.
TyHHENn 4ns coCyLecTBOBaHNSA
IPv6 u IPv4 ceTen.

Intranet-cetn. OcobeHHOCTH
nocTtpoeHus intranet-ceten.
Be3onacHoCTb ceTelt nepenaym
OaHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. JlabopaTopHble TEMbI:
KopriopaTuBHas ceTb BI'Y.
ViccnepnosaHue,
LOKYMEHTMpOBaHMe.

MeToLON0rna NPOEKTMPOBaHNA
NH(OKOMMYHWKALMOHHbIX
cucTem n ceTeit. Nepapxuyeckas
mogzenb CISCO. LWabnoHbl
NPOEKTUPOBaHWA.

2. lTabopaTopHble 3aHATMA

PacyeT b6oa)KeTa MOLHOCTY 1
OCHOBHbIX XapaKTepucTmnk
KOMMyHVIKaLI,I/IOHHOVI CnNCcTeMbl

3yyeHne CKK. OnpeneneHune
BEPOATHOCTW 6BUTOBON OLWINBKN
Kak (hyHKLMUW OTHOLLEHUNS
CUTHa-WYyM LS8 Pa3anyHbIX
BMA0B MOLYNALMNN

KoHdurypuposaHue
NHpacTpykTypHOU WiFi-ceTn,
AAA-cepBepa

Peanunsaunsa pasfena AUCLUNANHBI C MOMOLLbIO
OHNamnH-kypca, 3YMK

IYMK «/IHPOKOMMYHMKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IHPOKOMMYHVKaALMOHHbIE CUCTEMBI 1
cetn»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/H(POKOMMYHUKALMOHHbIE CUCTEMBI U
cetu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/HHOKOMMYHNKALMOHHBIE CUCTEMbI U
ceTn»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/H(POKOMMYHUKALMOHHbIE CUCTEMbI U
cetn»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPpOKOMMYHVKaLVOHHbIE CUCTEMBI 1
cetn»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

2.4

2.5

2.6

2.7

2.8

2.9

3.1

3.2

3.3

3.4

3.5

HanmeHoBaHuVe pa3gena
OUNCLUNANHDI

MapLpyTn3auus.(nab.)

MexayHapoZaHble u
pernoHasibHble CeTU
obLlero HasHa4yeHus.
Internet. (nab.)

MeXayHapoaHble 1
pervioHasbHble CeTu
o6Llero HasHavyeHus.
Internet. (nab.)

MexayHaponHble u
permoHasibHble CeTu
06LLero HasHayveHus.
Internet. (nab.)

KopnopaTurBHble ceTn 1
CUCTEMBI.
ViHdopmaumnoHHas
6e3omacHOCTL ceTen.
(nab.)

MpoekTupoBaHne

MH(OPMaLMOHHBIX CeTeNn.

(nab.)

®duUsnyecknin ypoBeHb

NH(OPMaLMOHHBIX CeTeNn.

(npakT.)

dU3NYeCcKuin ypoBeHb

VH(OPMALIMOHHBIX CETEN.

(mpakT.)

TexHOoNnorny NoKasbHbIX,
6ecnpoBoaHbIX,
CMYTHUKOBBIX CETEN.
(MpakT.)

MapwpyTrsaums.
(npakT.)

MexayHapoaHble 1
pervoHabHbIe CETU
o6bLlero HasHa4yeHus.
Internet. (npakT.)

CopepxaHue pasgena
ANCUNMNANHBI

MMnaHvpoBaHWe afpecHoro
npocTpaHcTBa IPv4-ceTeln 1
Co3[aHue cetn

KoHguryprposaHue
NH(PACTPYKTYPHbIX Cyxob IP-
ceTtun: DHCP 1 DNS.

MocTpoeHune, NpoBepkKa
paboToCcnocobHOCTY 1 NONCK
HeucnpaBHocTen B IPv4/IPv6
cetax (DualStack)

MocTtpoeHue IPv6-over-IPv4, GRE
TYHHenen.

AHanun3 IP-cBA3HOCTN 1
NoCTPOEeHNE Ha 3ToI ocHoge |P-
KapTbl ceTun

L2 ys3BMMOCTU NHTPAHET CeTeN.
APR

3. MNpakKTnyeckme 3aHATHA

PacyeT 610a)xeTa MOLHOCTLN 1
OCHOBHbIX XapaKTepUCcTmnk
KOMMYHUKALMOHHOW CUCTEMBI

3yyeHne CKK. OnpeneneHune
BEPOATHOCTW 6BUTOBON OLWINBKN
Kak (hyHKLUMUW OTHOLLEHUNS
CUTHaN-WyM LN pa3anyHbIX
BMA0B MOLYNALMUN

KoHdurypuposaHue
NHpacTpykTypHOU WiFi-ceTn,
AAA-cepBepa

MnaHvpoBaHne afpecHoro
npocTpaHcTBa IPv4-ceTel 1
Co3[aHue cetn

KoHguryprposaHue
NHPACTPYKTYPHbIX CNy>6 IP-
cetn: DHCP n DNS.

Peanunsaunsa pasfena AUCLUNANHBI C MOMOLLbIO
OHNamnH-kypca, 3YMK

IYMK «/IHPOKOMMYHMKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/H(HOKOMMYHUKALMOHHBIE CUCTEMbI U
ceTn»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/H(POKOMMYHUKALMOHHbIE CUCTEMbI U
cetn»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IHPOKOMMYHMKaLMOHHbIE CUCTEMBI 1
cetn»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/IHPOKOMMYHMKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

9YMK «/IHPOKOMMYHMKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/IHPpOKOMMYHMKaLMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/H(POKOMMYHUKALMOHHbIE CUCTEMbI U
ceTn»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «/IHPOKOMMYHVKaLMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/IHPOKOMMYHUKALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

AYMK «/IHHOKOMMYHUKALMOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

3.6

3.7

3.8

3.9

HanmeHoBaHuVe pa3gena
OUNCLUNANHDI

Me)xayHapoaHble u
pernoHasbHble CETK
obLlero HasHavyeHus.
Internet. (npakT.)

MexnyHapoaHble 1
pernoHanbHble CETU
obLiero Ha3Ha4yeHus.
Internet. (npakT.)

KoprnopaTueHble ceTu n
CUCTEMBI.
VHhopMaLmoHHas
6e3onacHoCTb ceTen.
(npakT.)

MpoeKTMpoBaHne

CopepxaHue pasgena
ANCUNMNANHBI

MocTpoeHune, NnpoBepka
paboToCcnocobHOCTY M NONCK
HewncnpaBHocTen B IPv4/IPv6
ceTax (DualStack)

MocTpoeHue IPv6-over-IPv4, GRE
TYHHenen.

AHanum3s IP-CBA3HOCTU ”
NMOCTPOEHNE Ha 3TON oCcHoBe |P-
KapTbl CeTU

L2 ysS13BMMOCTU MHTPAHET CEeTEN.

MHDOPMALMOHHbIX ceTen.  APR

(MpakT.)

13.2. Tembl (pa3pensl) AUCLUNNHBI U BUObI 3aHATUHA

Ne
n/n

HanmeHoBaHune
TeMbl (pa3gena)

OCHOBHbIe
onpegeneHns
Knaccumkauunm,
MOLenu.

dUn3nNYeCKmn
YPOBEHb
NH(POPMALIMOHHBIX
ceTen.

YpoBeHb
yrnpaBaeHns
KaHanoMm obmeHa
OaHHbIMU,

TexHonorum
JIOKaNbHbIX,
6ecnpoBOAHbIX,
CMYTHUKOBbIX
ceTen.

NGN-ceTn.
MapLpyTtnsaums.

TexHonorum WAN.

JlekunoHHble  [paKkTuyeckue

3aHATUA 3aHATUA
2

6 3

2 1

5 2

2 1

5 2

4 1

Peanunsaunsa pasfena AUCLUNANHBI C MOMOLLbIO
OHNamnH-kypca, 3YMK

IYMK «/IHPOKOMMYHMKaALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/IHPOKOMMYHUKALMOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

AYMK «/IHHhOKOMMYHUKALMOHHbIE CUCTEMBI U
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/H(pHOKOMMYHUKALMOHHbIE CUCTEMbI U
cetn»,
https://edu.vsu.ru/course/view.php?id=2215

JNlabopaTopHble CamocTosTenbHasa Bcero
3aHATUSA paboTa

6 18
4 8
5 14
2 6
9 18
4 10



No  HaumeHoBaHue JlekumoHHble  TpakTuyeckne JlabopaTopHble CamocTosTeNnbHas Bcero
n/n  Tembl (pasgena) 3aHATUS 3aHATUSA 3aHATUS paboTa

8 MexayHapohHble 2 3 3 4 12
N pervoHasbHble
ceTn obuiero
Ha3Ha4yeHus.
Internet.

9 KopnopaTusHsble 2 2 2 4 10
CEeTN N CUCTEMBI.
VHhopmaLoHHas
6e3onacHoCTb
ceTen.

10 TlpoekTupoBaHue 2 1 1 4 8
NHMOPMALIMOHHBIX
ceTen.

32 16 16 44 108

14. MeToaunyeckue yKasaHusa ans oby4yalowmxcs no 0CBOEHUIO ANCLUMIUHDI

OucunnnuHa TpebyeT paboThl C hannamMu-npes3eHTaLMaMN NeKUMA U COOTBETCTBYIOLWMMMN T1aBaMu
PEKOMEHA0BaHHOM OCHOBHOW NNTepaTypbl, a Takxe, 0683aTeNbHOro BbINOAHEHUSA BCeX NabopaTopHbIX
3a4aHUN B KOMMbIOTEPHOM KJacce. CamoCcTosiTeNbHAA MOArOTOBKA K NabopaTOPHbIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHAauny JA0TCA B ayAMTOPUN, rae BbiNOJHATCA abopaTopHbie
paboThl.

CamocToaTenbHasa paboTa NpoBOAMTCA B KOMMbIOTEPHBIX Kaccax PKH ¢ ncnosb3oBaHMeM MeTOANYECKMX
MaTepuanoB pacnosioXeHHbIX Ha y4ebHo-meToanyveckom cepsepe ®KH "\\fs.cs.vsu.ru\Library”, Ha cepepe
Moodle BI'Y edu.vsu.ru u BbiNOJIHEHNEM 3aay KOHUTYPMPOBaHMA BUpTyann3mpoBaHHon NC. Bo Bpems
CaMOCTOATENIbHON PaboThbl CTYAEHTbI NCMOMb3YIOT INEKTPOHHO-OMBNNOTEYHbIE CUCTEMbI, 4OCTYMHbIE Ha
nopTasie 3oHanbHoM bubnnotekn BI'Y no agpecy www.lib.vsu.ru. bonbluas 4acTb 3a4aHnU MOXET BbiTb
BbIMNOJIHEHA BHE ayAMTOPMWIA Ha AOMALLHEM KOMMbOTepe, nocse yctaHosky MO n obpasos OC ¢ y4yebHo-
MeTogmyeckoro cepsepa OKH.

15. Nepe4yeHb OCHOBHOMW M OONOJIHUTENILHOW NINTEpaTypbl, PEeCypPCcoB UHTEPHET, HeoOXoAMMBbIX
AN OCBOGHUSA AUCLUMJINHDI

Ne NCTOYHUK
n/n

1 MyroekuH, A. B. CeTn nepeaayn aHHbIX : y4ebHoe nocobue / A. B. MyroBkuH ; TOMCKWiA
[oCyapCTBEHHbIA YHUBEPCUTET CUCTEM YNPaBJIEHNA N paano3ieKTPoHUKK (TYCYP). - TOMCK :
®akynbTeT AUCTaHUMOHHOro 0byyeHns TYCYPa, 2015. - 138 ¢. : cxeM. ,un., Tabn. - Pexum
Joctyna: no noagnucke. - URL: https://biblioclub.ru/index.php?page=book&id=480793 (naTa
obpaleHns: 23.05.2023). - bubnwnorp.: c. 131-132.



Ne
n/n

NCTOYHUK

IpuueHKo, H0. b. BbluncanTenbHbIe CUCTEMbI, CETU N TENEKOMMYHMKaLWN : y4ebHoe nocobue /
tO. b. INpuueHKo ; Tomcknii FoCcyBapCTBEHHbI YHUBEPCUTET CUCTEM YMPaBJEHUS U
panuno3nekTpoHuku (TYCYP), @akynbTeT AUCTAHLUOHHOIO 06yyeHus. - Tomck : TYCYP, 2015. -
134 c. : cxeMm., Tabn., un. - Pexxum goctyna: no nognucke. - URL:
https://biblioclub.ru/index.php?page=book&id=480639 (naTa obpalleHns: 23.05.2023). -
Bubnnorp.: c. 123-124.

6) nononHWTENbHaa nuTepaTypa:

No
n/n

NcToYyHMK

OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-meTogmn4eckoe rnocobue /
coctaButenn . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 c. — TeKCT : 371eKTPOHHbIN //
JlaHb : aneKkTpoHHO-bnbnnoTeyHasa cuctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHns: 23.05.2023).

Oemnpos, J1. H. OCHOBbI 3KCNyaTauum KOMMbIOTEPHbIX CeTen : y4ebHuk ansa bakanaspos /
J1. H. emunpos. - Mocksa : MpomeTent, 2019. - 799 c. : nn., Tabn., cxem. - Pexxum goctyna: no
nognucke. - URL: https://biblioclub.ru/index.php?page=book&id=576033 (gaTa obpalieHus:
23.05.2023). - bubnuorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TEKCT : 3INEKTPOHHbIN.

B) MH(OPMALIMOHHbIE 3/1EKTPOHHO-06pa30oBaTe/IbHbIE PECYPChI:

Ne n/n

Ul

icToYHMK

BubnnoTeka BIY, http://www.lib.vsu.ru

9bC «YHuBepcuteTckas bubnnorteka online», https://biblioclub.ru

9bC «JlaHb», https://e.lanbook.com

Cepsep yyebHo-mMeToanyYecknx matepuanoB PKH, \\fs.cs.vsu.ru\Library

Obpa3zoBaTesibHbIN NopTan "INeKTPOHHLIN yHUBepcuTeT BIY", http://edu.vsu.ru

16. NepeyeHb yuebHO-MeTOAUUECKOrO obecneyeHUs OIS CAaMOCTOATEsNIbHOW paboThl

Ne n/n

NCTOYHMK
CepBep y4ebHo-MeToanYeckux matepmanos ®KH, \\fs.cs.vsu.ru\Library

IYMK «NHOKOMMYHUKALIMOHHbIE CUCTEMbBI U CETU»,
https://edu.vsu.ru/course/view.php?id=2215



17. ObpasoBaTenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peannsauumn y4ebHOW AUCLUNINHDI,
BKJIlOYasA OUCTAHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe obyuyeHue (30),
CMellaHHoe obyyeHue):

1. TexHoNOrMN BUPTYanu3aLunn:

Cpegna supTtyanusauum Oracle/Sun Virtual Box

2. ObpazoBaTenbHbIn NnopTan Moodle (cepsep Moodle BI'Y)

3. CepBepHble n knneHTckne OC Microsoft.

4. OnepauuoHHasa cuctema GNU/Linux (anctpubytns CentOS).

5. MO MATLAB nnu ENGEE (nnatdopma 3Tt04).

18. MaTepuanbHo-TexHU4YecKoe obecneyeHne AUCLLUNIIUHDI:
1. JleKuMOHHas ayAnTopus, OCHaLLeHHas BUOEONPOEKTOPOM.

2. KOMMblOTEPHbIN Knacc And npoBefeHns nabopaTopHbIX 3aHATUN, OCHALLEHHbIA NPOrpaMMHbIM
obecneyveHnem VirtualBox, VirtualPC, MATLAB nnn ENGEE (nnatcopma 3Ti04). Obbem onepaTuBHOMN
namMaTn Ha pabo4yee MeCcTo He MeHee 8b.

3. JlabopaTopusa ceTen n cUCTeM nepemadn nHhopmaumm.
19. OueHoYHble CpeacTBa AJA NPOBeAeHUA TeKyLL el U NPOMEeXYTO4YHON aTTecTauum

MopsiloK OLEHKM 0CBOEHMS 0byyvatoLmMmncs y4ebHoro MmaTepmana onpeaenseTcs Coaep XXaHnem
cnepyoLWmx pa3aenos ANCUUNVHGI:

Ne n/mn Pa3pgensl Kon komneTeHumn Kop mHaonkaTopa OueHOYHble cpelcTBa 4Jis
ONCUMNINHDI Tekyllen aTTecTaunm
(Moaynn)

1 1-3 MK-4 MnK-4.1 JNlabopaTopHble 3agaHns Nel-2

KoHTposibHas paboTa 1

2 4-5 NMK-4 MK-4.2 KoHTponbHas paboTa 2
JlabopaTopHble 3agaHnsa Ne3-6

3 6-7 NK-4 NMK-4.3 KoHTposibHas paboTa 3
NabopaTopHble 3agaHns Ne7-9

lpoMexyTo4yHas aTTecTauns
dopMa KOHTPOJIA - IK3aMeH
OueHoYHble cpeacTBa A8 NPOMEXYTOYHOM aTTecTaumm

MUcbMeHHas KOHTPosibHast paboTa. Bo3MOXXHO NoslyyeHne OLLEHKU Mo pe3ysibTaTaM TeKYLLMX aTTecTalui,
COrJIacHO MOJIOXKEeHW0 0 6anNbHO-PEeATUHIOBON CUCTEME 0BYYEHNS N OLLEHKM YyCNeBaeMoCTH CTYAEHTOB.

20 TunoBble OUuEeHOYHble CPeaAcTBa U MeToAMYeCcKUue MaTepuansl, onpepensiowime npouenypbl
OLLeHMBaHuSA

20.1 TeKyLwWwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorua npoBepeHus:

TekyLwasa aTTecTauns NpoBoANTCS B hOpMax NMUCbMEHHbIX (MK B 3/1eKTPOHHOM BMAE Ha CanTe
edu.vsu.ru) KOHTPOJIbHbLIX PaboT Mo NeKUUsaM 1 NabopaTopHbIX 3aaaHmii. OLEHKM 33 BOMPOCHI KaXk Ao



KOHTPOJIbHOM PaboThl CYMMUPYIOTCS 1 CyMMa 3aTeM HopMupyeTcs K 50-6anibHOMY 3HaveHmMo. Kaxxaas
nabopaTopHas paboTa oLEHMBAETCA KakK BbIMNOJIHEHHAS U HEBbLINOJIHEHHAS COrIaCHO KPUTEpUsM B eé
onucaHuM Ha edu.vsu.ru. B KOHLLe ceMecTpa BblYNCAETCS CPeAHSs OLLeHKa 3a BCE KOHTPOJIbHbIE paboThl
1 nabopaTopHble 3aaHns. ITa OLEHKA SBNSETCS OLEHKO 3a paboTy CTyAeHTa B Te4eHUe BCero
cemMecTpa U UCrnofib3yeTcs ANf pacyeTa UTOrOBOW OLEHKM Mo npeaMeTy (cM. pasgen 20.2).

CooTHOLUEeHWe noKasaTenewu, KpuTepues U WKaJibl OLEHUBAHUA pe3ysibTaToB 06y'-IeHMFI

KpuTepnmn oLeHnBaHUS KOMMNETEHLNIA YpoBeHb LLIkana oueHok
ChOPMUNPOBAHHOCTM
KOMMeTeHLUMN
BepHble 0TBEThHI Ha BCE BOMPOChI KOHTPOJIbHOWM paboThl. Bce  |M0BbILLEHHbI OTNMYHO
KpUTepumn BbiNoJIHEHNA 1 paboTocnocobHoCTH B YPOBEHb

nabopaTopHbIX 3aaHUAX - YLOBIETBOPEHBI.

BepHble 0TBETHI Ha 60/1bLLIYI0 YaCTb BOMPOCOB KOHTPOLHOW  |Ba30Bbli XopoLuo

paboThl. BoNbLIAA YaCTb KPUTEPMEB BbIMOJHEHUS 1 YPOBEHb

paboTocnocobHocTn B nabopaTopHbIX 3a4aHUSX -

yLOBJIETBOPEHA.

BepHble 0TBeTHI Ha Hanbosiee BaXKHbIE YaCTU BOMPOCOB Moporosebin Y[0BIETBOPUTESIBHO
KOHTPOJIbHOW paboTbl. ba3oBas YacTb KpUTEpPMEB YPOBEHb

BbINOJIHEHUSA 1 PAaBOTOCNOCOOHOCTM B 1AaBOPATOPHLIX
3a/laHnsX - Y[0BIETBOPEHA.

HeT nnn KpaiHe Mafio BepHbIX OTBETOB Ha Hanbosee BaXKHble
4aCTM BOMPOCOB KOHTPOJIbHOW paboTbl. Ba3oBas YacTb
KpUTEpPMEB BbINOJIHEHMS 1 paboToCNocobHOCTM B
nabopaTopHbIX 3aaHUAX - HE YAOBJETBOPEHa.

HeyLoBeTBOPUTESILHO

®opMHUpPOBaAHUE OLEHOK:

Mpy OLLEHVBAHMM Pe3yNbTaTOB TEKYLLEN aTTeCTaL N NCMO/b3YeTCs KOMYECTBEHHAS LWKaa OLEHOK.
YnomsHyTas Bbilwe 50-6anibHas cpefiHAs oLeHKa onpenensieT ypoBeHb CHOPMUPOBAHHOCTH
KOMMETEHLMIA 1 BAUSET Ha UTOrOBYIO OLIEHKY (CM. pa3zgen 20.2):

MepeyeHb nabopaTopHbIX 3aAaHUN

1 PacyeT bt0a)KeTa MOLHOCTM N OCHOBHbIX XapaKTEPUCTUK
KOMMYHMWKALMOHHOWN CUCTEMBI

2 | N3yyeHne CKK. OnpeneneHune BepoaTHOCTU BMTOBON OWNBKM
KaK (PYHKLMUN OTHOLLUEHWNS CUTHaN-LIYyM OAs Pa3/iMyHbIX BUAOB
MOLYNSALMM

3 | KoHurypnpoBaHme nHhpactpykTypHon WiFi-cetu, AAA-
cepsepa

4 MnaHnpoBaHMe agpecHoOro NpocTpaHcTBa IPv4-ceTen un
CO34aHune cetu

5 KoHuryprpoBaHme NHGOPacTpyKTYpPHbIX Cyxb IP-ceTu:
DHCP n DNS.

6 | MocTpoeHune, npoBepka paboTocnocobHOCTM 1 NONCK
HencnpaBHocTen B IPV4/IPv6 ceTax (DualStack)




7 MocTpoeHune IPv6-over-IPv4, GRE TyHHenen.

8 | AHanu3 IP-CBA3HOCTU U NOCTPOEHME Ha 3TON OCHOBe IP-KapThl
ceTu

9 | MynbTudunmansHas cetb ¢ WAN FrameRelay/MPLS.

MepevyeHb BONPOCOB A1 KOHTPOJIbHLIX paboT

Ne

Bonpockl KOHTPOIbHOM paboThl 1

YT0o Takoe NIMHNA CBA3W, YEM OT/IMYAETCA OT KaHasla nepefayn AaHHbIX? MNepeyncante n fjante onpepeneHns
XapaKTepucTMKaMm JIMHUIA CBSA3U, YKaXXnTe cnocobbl X npeAcTaBieHns/eauHnLLbI n3mepeHui. Nprueegute
npumMepbl obbiX N3BECTHLIX BaM 3HaYeHW XapakTepucTuK (ans nobo cpenbl).

nepe‘-IVICJ'IVITe TUMOBbLIE TOMOJIONNK CeTen. B 4yeM oTAn4me TONoSOrniA WKnHa (MK LWIKHa B TOYKE) 1 3BE34a.

[na 4ero ncnoab3yeTcsa MoaynaLus, MoxxHo 1 6e3 Hee 06oOMTUCHL NMpKU Nepefaye AaHHbIX, B KaKOM Ciyyae
(06bsiICHUTE Moyvemy)? B yem npuHumMnuanbHble oTanydns QAM n PSK Mooynsiumi, Kakue TeXHU4eckme
npobaemMbl MOXXET BbI3BaTb 3TO OTANYME?

YTO MMetoT B BUAY, KOra roBOPAT, 4TO KOMMYHMKALMOHHAA cCUCTeMa orpaHM4yeHa no MowHocTun? A no
nonoce? Kak 3Tu orpaHnyeHns onpeaenntb? B nepBoi nabopaTopHOW 3afave, CnekTpasbHas
a(pekTnBHOCTL BPSK nonaranack pasHon 0,5. MoXXeT M CNOXWTLCA CUTyaumsa B AaHHOW 3a4aqe, npu
KOTOpPOW crekTpasbHasa 3pHeKTUBHOCTb NAeabHON CUCTEMbI COOTBETCTBYIOLLEN YC/IOBUSIM 3afa4n, byneT
MeHbLe 0,57 Ecnm 3To BO3MOXXHO, TO NMPU KakKX YCI0BUAX 3af4a4n?

YT0 Takoe MHOrOYPOBHEBbIE MOLENN CETU, AJ51 YEr0 OHW HYXXHbI? MprBEAUTE NpUMepbl MoLenei. HasoBute
YPOBHU M OMNMLUNTE 3334y KaXK40ro YPOoBHS.

Y10 Takoe cnekTpasbHasa 3PMEKTUBHOCTb, eANHMNLbI €€ 3MepeHus, cnocob BbldncneHns? Mpusegute
NpuMep BbIYUCAEHUS ANS KaKON-nMBOo NMHUM CBA3U (HanpuMep, BUTOW Napsl 1 T.M.) C 3alaHHbIMU Bamu
(MOXXHO NPOM3BOILHO) XapaKTePUCTUKAMN.

Y70 Takoe MynbTUMNAEKCUPOBAHUE 1 AEMY/IbTUMIEKCMPOBAHME NAaKeTOB (B CTEKE NPOTOKOJIOB), Kak
onpepenseTca NyTb NakeTa B CTeke (MOXXHO Moka3aTb Ha npumepe HTTP-sebcepsuca)?

YT0 TaKoe KOMIMJIEKCHOE MpefCTaBaeHne MOAYIMPOBAHHOMO CMrHasla. YTo Takoe co3Besnme (B T.u.
npumMepsl)? MovyemMy NCKa)keHHbIe WyMOM COCTOSIHWS CUrHaMa B 3allyMJIEHHbIX CO3BE3ANSAX COCPENOTOYEHbI-
BMWCaHbl B OKPY>XXHOCTb, @ He, HanpuMep, B 0Baa Wan Apyryto ¢urypy? Ecam 31o addekT onpeneneHHbIx
YC/I0BWIA 3KCMEPUMEHTA, TO KaKnX UMeHHO? MoryT /i BbiTb «<HECUMMETPUYHBIE» UCKAXKEHWS U B KaKUX
cnyyasx? Moyemy peasibHO UCMOJb3yeMble CUMHasbHbIE CO3BE3AMS 06bIYHO CUMMETPUYHBI?

YT0 Takoe CaMOCMHXPOHM3NPYIOLWNIACS undpoBoi koa? MprueeanTe npumep

10

HanuwuTe 0CHOBHbIE 3aBUCUMOCTU MeX Y KPaTHOCTbIO 06HAPY>KMBaEMbIX OLUNBOK, UCTpaBsieMblX OWMOOK U
KOLOBbIM paccTosHMEeM Kofa. MpuBeAnTe NprMepbl UCNPaBAEHUS 1 0BHapy XXeHWs OLLMOOK.

11

Y70 Takoe I/Q MopynsaTop 1 Kakum obpasom oH paboTaeT? YTO HY)KHO ANs TOro, 4Tobbl peannsoBaTb ero
nporpaMMHo?

12

OnuwmnTe yCTPONCTBO U OCHOBHbIE XapaKTepPUCTUKMN ONTOBOJIOKOHHOI0 kKabens. Kakme 6biBatoT TUMbI 3TOro
kabens, B 4em ux oTanyne n obnacTu npumeHeHns. Kakue elle CyLeCcTBYIOT Cpeabl Nepeaayu,
NCNOJIb3YyOLLME ONTUYECKUA Anana3oH?




13

YTo Takoe WMHKancynsuua nakeTos, MpMBEeAUTE ee npuMepbl. YTO Takoe 1 Kak NCNOoJIb3yeTCsa «3aro/I0BOK»
nakeTa, OT 4ero 3aBncuT % Cny>xebHOW MH(OPMaLUK B NaKeTe, B KaKUX CllydYasax 3TOT % yMeHbluaeTCs,
yBenun4meas 3. CKopocTb?

14

Kakune cywecTByoT cnocobbl Nosy4eHns 3aBUCUMOCTU OTHOCUTESIbHOW OLIMOKMN OT OTHOLIEHUS C/LU
(BoOooMmagHOM KpMBOWM) ANs 3af@aHHOr0 Buaa Moaynaunmn? OxapakTepusymnTte «+» U «-» 1 0COBEHHOCTN 3TUX
cnocobos.

15

B yem nges OFDM, DMT - MoayAguUnia, C Kakon Lefbio Ha CTOpoOHe MOAyNAaTopa BeinosHAeTCcs obpaTHoe BINd?

16

[MpuMepoM KaKoro afieMeHTa CTPYKTYpbl CeTU nepegayn AaHHbIX asnaseTca mogem: 00 nnn AKL?
O6bsicHNTe novemy. ObbAcHUTE (6e3 prucyHkoB) ponn OO n AK[.

17

Mepeyuncante yposHu OSI. OnunTe Ha3HavYeHe KaXK4oro YpoBHA. YTo Takoe NpOTOKON MnpueeguTe
nprvMepbl MPOTOKO/I0B, ONULWNTE UX PaboTy B paMKax MHOTrOYPOBHEBON MoAenn?

18

Y10 Takoe cbopka 1 pa3bopka MNakeToB, A5 YEro 1 B KaKnx cydasx npomssoautcs? Yto Takoe MTU?

19

Bosblie nnv MeHbLe LOJKHO 6bITb PacCTosHNE XIMMUHIA MEX Y BEPHLIMU KOLOBLIMU C/IOBAMU, HEM OHO
MOXKET MOJIYYNTLCS B pe3ysibTaTe owmnboK. O6bACcHUTE NoYeMy v MpUBEAUTE NPUMEPSI.

20

MepeyncanTe UCNoNb3yeMble B CETAX Cpenbl nepefayn. NMepeyncsimte 0OCHOBHbIE XapaKTePUCTUKN Cpes,
YKaXXUTE KaK BAUSIOT 3TV XapaKTEPUCTUKN Ha XapaKTePUCTUKN CUCTEM Nepesadun faHHbIX, OCHOBaHHbIE Ha
3TUX cpefax. Kakne TpeboBaHMS NpeabsBASIOT K Cpefe AynieKCHble CUCTEeMbI Mepefayn AaHHbIX? B yem
0T/nYMe oT TpeboBaHWN NONYAYNIEKCHBIX?

21

Kak KnaccuduumpyoTcs ceTu no Maclutaby? (nepeyncante NpusHaki U NpUMepHble AMana3oHbl 3Ha4YeHW
A5 ceTeit pasHbIi MacluTaboB. BeigennTe Hanbonee HagexHble KNacCUMUKaLVOHHbIE MPU3HAKM.

22

YT0 Takoe 1 Kak UCMoJib3yeTCs MOPOXXAAOLWMUA NMOJMHOM U YTO TaKoe CTaHAaPTHbIV NMOPOXAAOLLNIA MOSTUHOM
B CRC?

23

YTO Takoe CTek MPOTOKOJIOB, YeM OTJINYAETCA OT MHOroypoBHeBon Mogenn? Y1o Takoe GOSIP, ons yero u
KeM 06bI4HO (MpuMep) NCnonb3yTCa?

Bonpockl KOHTPO/IbHON paboTbl 2

Ecnm no kakum-nmbo nprnynHam He paboTaeT npotokon ARP (Hanpumep, (alipBoJ1, HENCMPABHOCTb), CMOXET
Jin y3en nepefaThb IP-nakeT v npu Kaknx ycioBuax?

YT0 Takoe Tabnmua komMmyTaTopa? MpueanTe NpuMep Tabauupl 1 3aNoJHNTE Napy CTPOK. YTo Npon3ongerT,
ecnn Tabnuua nycta (KOMMyTaTOP TOMIbKO 4TO BKJItOYEH)? Kakum 06pa3oM NpoucXoauT 3arnosiHEHWE STON
Tabnuubl?

MpoTokon DHCP: nocnenoBaTenbHOCTh AENCTBUN KANEHTa U cepBepa. Korga KAWeHT MOBTOPHO 3anpocuT
noaTeepXAeHne apeHabl? Korga, npu HenoATBEPXAEHUN apeHabl nav HepgocTynHocT DHCP-cepBepa,
KJIMEHT LO/MKEH 0CBOBOANTL NOSYYEeHHbIN agpec? MNpenmyLLecTBa U BO3MOXXHbIE Npobaemsl npu
ncnosib3osaHum DHCP.

Y10 Takoe aBTOHOMHbIe cucTeMbl ceTu Internet? [1na 4yero noTpeboBanoch Nx co3gaHme? Kak BbINOAHAETCS
MapLipyTr3aums B rnobanbHom cetu Internet, kakme TpeboBaHWsA 06bIYHO NPEABABAAIT K aBTOHOMHbIM
cuctemam? Yto Takoe IGP n EGP (npvBeanTe npumMepbl 418 KaXkaoro)? Ons 4ero Hy>XHbl AS, B 4eM Lefb UX
co3paHna?

MycTb IP-afpec HEKOTOPOro y3ia NoAceTn paBeH IP, a 3HavyeHne Macky ons 3ton noacetn MASK (3anuwem
LaHHble B BuAe IP/MASK). 3anuwute agpec B CIDR-Buge. Onpefennte CeTEBON U LUNPOKOBELLATEbHbIN
ajpeca And 3Toro ysna. Kakoe MakcrMasibHOe Y/CAO0 Y3/10B MOXET ObIThb B 3TON nofaceTu? [laHHble 3apayu:
172.16.141.1/255.254.0.0




KaK 1 noYemMy M3MEHSIIOTCS CKOPOCTW Nepefayn AaHHbIX MeXAY y31amMu nocje CerMeHTauuy CeTU C MOMOLLbIO
KOMMYyTaTOpoB? Kakoe A0MoSIHNTEsIbHOE NMPEeuMyLLeCTBO BO3HNKAET, KOr4a CerMeHT COCTOMT 13 1
KoMnbloTepa (1 mopT KOMMyTaTopa - 1 NOAK/YEHME K KOMMbloTepy)?

7 Kak pacwmndpoBbiBaeTCsA U 4TO 0603HAYaET KaxKAbl 3/IEMEHT CUrHa/IbHOrO CTaHAapTa Ethernet (Hanpumep,
10Base-2)? MNprBeanTe NpuMepbl CUrHaAbHbIX CTaHAAPTOB U paclumngpynTe ux. Yem otanyaeTcs
nepeKkpecTHbIN (cross-over) oT napannensHoro (straight-through) kabenn Ha ocHoBe BMTOW Napbl? Kakune
cpenbl nopgnepxueaeT Ethernet?

8 Kakue cyLecTBYIOT KJlacChl IP-ceTeln, Mo KakoMy MPUHLUMY BbINOJIHAETCA pa3fesieHne afpecHoro
npocTpaHcTBa IP Ha knacchl? Kakyto Luenb npecnefosasn pa3paboTymkm «k1accoBOro» NoAX0Aa U Kakue
npobnembl BO3HUKAM nocsie Beoda CIDR?

9 Y10 Takoe AOMEH KOMU3MI U MOYEeMyY XeNlaTeSlbHO COKpallaTb KOAMYECTBO Y3/10B B HEM? YTO Takoe no3aHune
konnmsuu (late collisions) n kak NpefoOTBPaTUTb NX BO3HNKHOBeHME? YT0 Takoe bpoadkacT-AoMeH?

10 JaHHble 3afa4n (CM. MocTaHOBKY 3aAa4qu B Boripoce N5): 12.161.131.13/255.255.224.0

11 Y710 3anucaHo B Tabanue mapwpyTtumsaumm (IP-tabnnue)? Ecam ecTb HECKOLKO 3anucen 06 0gHOM 1 TOM e
Ha3Ha4YeHUU, Mo KaKOMy NMPUHLMMY BbIBUPAETCS Ta 3aMucb, Ha OCHOBE KOTOPOM ByeT AOCTaBAATLCS NakeT?
Mpumep.

12 Mo KaknMM ABYM MPUYMHAM OrpaHUYMBaIOT OJMHY CEerMeHTOB ceTein Ethernet? Kakme ecTb cnocobbl
«YANMHNTb>» CeTb?

13 OnvwunTe Kak peasin3oBaHa cucteMa foMeHHbIX UMeH Internet (DNS). Mpueenute npumep DNS-3anpoca
(monyyeHns us cuctemol DNS nHgopmaumm o6 IP-agpece xocTa ¢ uMeHeM www.cs.yale.edu). Yem oTanyaoTcs
UTEepaTUBHbLIN N peKypcuBHbIA TUMNbl DNS-3anpocos?

14 Moyemy 3apepxka cermeHTa Fast Ethernet He posmxHbI NpeBbiwaTh 512bt? Kak nony4nnocs 310 4ncno?

15 JaHHble 3afa4n (CM. NOCTaHOBKY 3a4a4qu B Boripoce N6): 13.11.128.125/255.255.255.128

16 Kakas cyllecTByeT anbTepHaTMBa 1Cnoab30BaHMto DHCP (Kpome py4HOro HasHaveHns)? MoXKHO Nin
NprBA3aTh Y KaK KOHKPETHbIN KOMMbIOTEP K KOHKPETHOW IP-KOH(UrypaLmm npy ncnonab3osaHmm DHCP?

17 Y10 Takoe MI0CKas CeTb, Kakue y Hee CyLLeCTBYIOT orpaHuyeHna? Ha kakom obopyAoBaHUM CTPOSTCA
NI0CKMNe CeTu, a Kakoe obopyaoBaHune TpebyeTcs Ans nepapxmyeckux? Moyemy ceTb Ha OCHOBE
KOMMYTaTOPOB Heb3s pacluMpsATb HEOrpaHUYeHHO, f06aBNAA-NOAKN0Yas HOBbIE KOMMYTaTOpPbI?

18 KaKyto 4acTb (B MpoueHTax OT BCEro afpecHoro npocTpaHcTea) IPv4 cocTtaBnsioT ceTu knacca A, B, C?
O6bAcHWTe 4TO Takoe IP-noAceTu, NoYeMy OHM NOABUIIUCH Y KaKOBO UX 0Bbl4HOE NpuMeHeHue. Kak
onpeaeNnTb K KaKOMy KiacCy OTHOCUTCA KOHKPETHbIN IP-agpec? Kak nony4Ynanchb AmanasoHbl 3Ha4YeHui IP-
afpecoB Ans Knaccos?

19 Y10 Takoe BpoaaKacT-WTOPM, ONULLINTE NOAPOOHO (MO Waram) Kak BO3HUKaeT?

20 [aHHble 3a8a4m (CM. NOCTaHOBKY 3afay4n B Bornpoce N6): 192.168.1.160/255.255.255.192

21 [osKHO v Bpema ABOMHOr0 obopoTa B ceTAx Ethernet 6biTb 60bLLIE MK MeHbLLE BpEMeHU Nepefayn Kagpa
MVHUManbHOro pasmepa? O6bACHUTE NovyeMy. Kak 3T0 MPUMEHNMO K LYMJIEKCHBIM CETAM, 00bACHNTE
noyemy?

22 Y10 Takoe ARP-NMpOTOKOJI, ANSt YEro OH HYXKeH 1 Kak paboTaeT (no waram)? Y1o Takoe MAC-afipec 1 Kak ero
onpeaennTb N4 KOMMbIOTEpa, 3a KOTopbiM Bbl paboTaeTe?

23 OnuwwuTte (noapobHo) paboTy ceTeBoro 060pyLOBaHNSA: MOBTOPUTENS, MapLIpyTU3aTopa, MOCTa,

KOHLEeHTpaTopa, KoMMyTaTopa W Ha3oBuTe ypoBHM OSI/ISO Ha KoTopbiX OHW paboTaloT.
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Yem orpaHvnyeHa ASMHa CeTU, MOCTPOEHHON Ha KOHLEHTpaTopax Uiy NoBTopuTensx? 3aBUCUT U 3TO OT
pexuma paboTbl MOPTOB (MOMHbLIN AYNIEKC/NONyAYynAeKkc)? BO3MOXKeH Jin MOMHbIN AyMIeKC C
MCMonb30BaHNEM NOBTOpUTENEN (Noyemy)?

25 JaHHble 3aja4n (CM. NOCTaHOBKY 3afa4yun B Bornpoce N6): 12.17.182.160/255.255.224.0

26 Moyemy nossunacek TexHonorus CIDR, B 4em ee cyTb? Y10 Takoe public IP n private IP agpeca? EcTb sin B IPv6
aHaJiorun, Ha3oBuUTe ec/In ecTb?

27 Y10 Takoe MmeToa CSMA/CD? OnuwunTe noruky pabotsl y3na ucnonssytowero CSMA/CD. Y7o Takoe Konansms?

28 Y10 Takoe BpeMs LBONHOro obopoTa? Kak ero nocumTaTh? 3a4eM HY>XHO 3Ha4yeHue PDV cermMeHTa 1 Kak ero
NPUMEHUTL?

29 YeM orpaHunyeHa AMHa CeTU, MOCTPOEHHON TOIbKO Ha KOMMyTaTopax 6e3 MCnonb30BaHUS NOBTOPUTENEN?
3aBuUCUT NiM 3TO OT pexxmma paboTel MopToB (Aynnekc/nonyaynnekc)? ObbACHUTE NoYemy.

30 [laHHble 3aa4n (CM. NOCTaHOBKY 3afayn B Bornpoce N6): 19.18.123.165/255.255.255.224

Ne Bonpockl KOHTPOIbHOW paboThl 3

1 Kakon (Kakune) n3 TpaHcnopTHbIX npoTokonos (TCP, UDP) nooaepxxusaeT broadcast nepenayn, a kakom
(kakme) - multicast? O6bacHUTe noyemy. MNoyemy HeobXxoAUMbI pa3Hble TPAHCMOPTHbIE MPOTOKObI, 06bACHNTE
Ha npumepe TCP, UDP.

2 Kakue 6biBaloT BUAblI alpecoB B NpoToKone IPv6, Ans Yero Kaxkabli TUn npefHasHavyeH? YTo Takoe
TYHHEIMPOBAHNE U KakK OHO CBSi3aHO C BHeapeHueM IPv6? OnuwmuTe paboTy ISATAP.

3 MepeyncamTe N 06bACHNTE NOCNeA0BaTENbHOCTL AEACTBUIA NpU Nepefaye 1 npmeme ¢ ucnosib3osaHnem CRC?

4 KakoW TpaHCMOPTHbIA MPOTOKON UHTEPHET-CETEN NMeeT MalUUHY COCTOSHUIA 1 noYeMy? B Kakux cliyydasx
NporpaMMunCT AJ15 CBOEro CETEBOro NpusioXxeHus BoibupaeT UDP? Kakoi MpoOTOKOJ CIOXKHEE U MoYeMy
(obocHynTe)?

5 OnuwnTe NoapobHO Kak MMeHHO paboTalT KOMMYTaTOPbl TPETLEr0 YPOBHS, Kak MAEHTUdULMpYeTCS
«MOCTOAHHbIA MOTOK»?

6 Kakune 0CHOBHbIe NpoBaiaepbl MarncTpanen MHTepHeT BCTpeYanncs Bam npu Tpaccnposke 3apybexHbix
HanpaB/ieHWU BO BpeMs BbINOAHEHWN 1abopaToOpHOro 3afaHus Ha cocTaBieHue IP-kapTbl. KTo BegeT v Kak
noayyYnTb MHGOpMaUMIo 0 Blafesnble IP-agpeca? KTo BefeT 1 Kak nosyy4nTb MH(OpMaLMIO 0 BJlaflesbLe
noMeHa 2 ypoBHA? YTo Takoe WHOIS?

7 YTO Takoe ¥ KaK NCroJib3yeTcs NopoXKAatoLWwmin noanHOM 1 4TO Takoe CTaHAAPTHBI NOPOXAALLNIA NOJINHOM
B CRC?

8 HapucynTe cxemy CTpyKTypebl Internet ¢ To4kM 3peHns npefocTaBaeHns OCTYNa U NOKaXXMTe Ha Hel (cxeme)
npvMep NUPYHIoOBON CBA3M U NpUMepP UCnonb3oBaHus IX. YTo Takoe To4Ykn obMeHa Tpadmkom B IHTepHeT,
L7191 Yero ucnosb3yTca?

9 Kakum(n) cnocobom nporpamma tracert nosyyaeT MapLupyT A0 y3/1a-Ha3HavyeHnsa B BUAe Crmcka
NMPOMEXXYTOYHbIX Y3/10B7

10 YTo Takoe NMopoXKAAloLWMIA MOSNHOM, IS HYEro U Kak MMEHHO OH Ucnonb3yeTcs? MoxeT an 6biTb ownbka B
nakete, kotopbl Npowen CRC-tecT (y koToporo CRC-nocnefoBaTeNbHOCTL NMNoKa3sasa LEenocTHOCTb NakeTa)?

11 Y10 Takoe 1 Kak peasnmsoaHa NAT? [ns pelleHns Kakux 3agay ncnosbsyetca? Kakme cylwecTByoT
OrpaHMYeHNs 3TON TEXHONOrNN?

12 Mo4yeMy HeCaHKLMOHUPOBaHHbIE (BUPYC, TPOSH) nepefayn OaHHbIX xocTa no TCP 3ameTHee, yem no UDP?
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Kak copmupyeTtcs 64-6ut interfacelD (HostID)? YTo-Takoe EUI-64? Kak peann3oBaHO AUHaMUYeCcKoe
Ha3HayeHme agpecos B IPv6 (onuwnTe BCe BapuaHTbl)?

14

MoyeMy HecMOTpS Ha To, 4TO VLAN - TexHonorns 2 ypoBHs, ans Kaxaoro VLAN 06bl4HO BbIAENA0T NOACETH U
NCMNOJIb3YIOT YCTPONCTBA 3 YPOBHSA - MapLUpyTM3aTopbl?

15

OnnwunTe Ha3HavyeHne TexHosornu POE n yHKLMOHaN COOTBETCTBYIOLWEr0 CTaHAapTa. YTo Takoe
aBTOCOrnacoeaHuve Ethernet?

16

['ne peructpupytotca IP-agpeca? Kak nosiy4mTb MHMOPMaLNIO 0 NPUHAANEXHOCTH agpeca? YTo Takoe
WHOIS?

17

HapuncyinTe nocnefoBaTeslbHOCTU COCTOSHUI Ans TCP cepBepa W KnneHTa (Ha cxeme 0603Ha4bTe yC/0BUA
nepexofa 13 0fHOr0 COCTOSHUA B APYyroe). Kakum cnocobom nepepatoTcs KOMaHbl-yCOBUSA NEPEXOLO0B U3
04HOro coctosiHMA B gpyroe (Hanpumep, SYN nan ACK npn yCTaHOBAEHUMN CoeanHeHuns)?

18

STP - Kak paboTaeT, Kakue 3a4ayn pewaeT. 3a4eM HY>XHbl N3ObITOYHOCTb B CETAX U KaKune npobnemsl MoXeT
BbI3BaTb?

19

CTtek n MHoroypoBHeBas Mofenb TCP/IP. YTo Takoe nopThl? Kakum obpa3om BbibrpaeTcs NyTb BHYTPY CTEKa
npoTokonoB ans IP nakeTa (oT ypoBHs Host-to-Network no yposHsa Application)? YTo Takoe COKET 1 KaKow
NPOrpaMMoi MO)KHO NMOCMOTPETb «MPOCyLLIMBaeMble» NopTel B OC?

20

YTo Takoe un Kak peannzoaHa NAT? [ns pelleHns Kakux (HeECKObKMX) 3aaay ncnonbyetca? Kakne
CYLLEeCTBYIOT OrpaHNYeHns 3TON TeXHOIOrnmM? MoXXHO nu nNpu ucnonb3osaHum NAT opraHu3oBaTb LOCTYM K
Beb-cepBepy BHYTPU YaCTHOW CETW U KaK, eC/IN BO3MOXKHO?

OueHKa OCTaTO4YHbIX 3HAHUH

nK-4

3afaHna 3aKPbLITOro TUMa
1. Boibepute xapakTepHyto 0CobeHHOCTb NoHOCBA3HON (Mesh) Tononorum

A. Bce y3/bl coegnHeHbI C LLeHTpabHbIM 060pyA0BaHMEM NHANBUAYANbHBIMU INHUAMW CBS3M.

B. [laHHasa Tonosorns npoao/mxmT obecneynBaTb paboToCNOCOBHOCTL BCel ceTu npu obpbiBe

CBSA3M MeXJy O4HOWN Napon y3n0B.

Kax bl y3en umeeT ABa MHTepdenca (Bcero) ons CBA3M C COCefAMUN CeBa 1 Crpasa.

D. XoTs 6bl 0AUH W3 Y3/10B CBA3aH CO BCEMMW APYrMMUN y31aMN UHANBUAYASIbHBIMU JINHUSMM
CBA3N.

E. Kaxxabln y3en cBsizaH CO BCEMU APYrUMU y3NaMn NHANBUAYANbHBIMU INHUAMW CBSA3M.

F. Bce y3nbl coequHeHbl Mexay cobol nocpeacTBoM O4HON PU3NYECKON Cpebl
pacnpoCcTpaHeHns CUrHaoB.

o

2. BbibepnTe xapakTepHyto 0CO6EHHOCTL TOMOIOM MK BONHOE KOJbLO

A. Bce y3/bl coegnHeHbI C LLeHTpabHbIM 060pyA0BaHMEM NHANBUAYANbHBIMU NHUAMW CBS3M.

B. [aHHasa Tonosorns npoao/mxmT obecneynBaTb paboToCNoCO6HOCTL BCel ceTu npu obpbiBe

CBS3M MeXJy OA4HOWN Napon y3n0B.

Kax bl y3en umeeT ABa MHTepdenca (Bcero) Oas CBA3M C COCeAAMU CeBa U Cripasa.

. XoTs 6bl 0AWNH M3 Y3/10B CBA3aH CO BCEMU APYrUMW y3NaMU UHANBUAYANbHLIMW JNHUAMA
CBA3N.

E. Kaxxabln y3en cBsizaH CO BCEMU APYrUMU y3NaMn NHANBUAYANbHBIMU JNHUAMW CBSA3M.

F. Bce y3nbl coequHeHbl Mexay cobol nocpeacTBoOM O4HON PU3NYECKON Cpebl

pacnpoCcTpaHeHns CUrHanoB.

o 0

3. BbibepuTe xapakTepHyto 0COBEHHOCTb TOMOJIOrK 3Be3a




o

O

Bce Y3Nbl COeANHEHBI C LUEHTPAJIbHbIM o6opy)103aHv|eM nagmnsnayanbHbIMA JINHNAMW CBA3N.

. JaHHas Tononorua nponoxkut obecnevynBaTb paboToCcnoCoOHOCTL BCeW CeTu nNpu 0bpbiBe

CBA3N MeXYy OLHON Napow y3o0B.
Kaxxabin y3en nMmeeT ABa UHTepdenca A4 CBA3M C COCeaaMu CieBa 1 Crpasa.

. XoTs Obl 0AUH U3 Y3Nn0B CBA3aH CO BCEMU APYTrMWU y3naMn nHONBUAYabHbIMU NTNHUAMN

CBA3MN.

E. Kaxxabin y3en CBA3aH CO BCEMU APYTrMMN y31aMN NHOWBUAOYaNbHbIMW JINHUAMW CBA3N.

. Bce y3nbl coeguHeHbl Mexay cobon nocpecTBOM 0AHON hU3NYeCKon cpeabl

PacnpoCTPaHeHNs CUrHAJOB.

4. BblibepuTe XxapaKTepHY 0COBEHHOCTb TOMOMOr MM KOJbLLO

A.
B.

O

Bce y3nbl coeiHeHbI € LeHTpasbHbIM 060pyL0BaHNEM MHANBUAYAbHBIMW IUHUAMUN CBA3MN.
JaHHasa Tononorus npofo/HKmT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbise
CBA3N MeXAYy OLHON Napow y3o0B.

Kax bl y3en umeeT ABa MHTepdenca (Bcero) ons CBA3M C CoCefamun CneBa 1 crnpasa.

. XoTs Obl 0OAUH U3 Y3N0B CBA3aH CO BCEMWU APYTrMWU y3naMn nHONBUAYabHbIMU NTNHUAMN

CBA3MN.

E. Kaxxabin y3en CBA3aH CO BCEMU APYTrMMU y31aMN NHOWBUAOYaANbHbIMW JINHUAMW CBA3N.

. Bce y3nbl coeguHeHbl Mexay cobon nocpecTBOM 0AHON hU3NYecKon cpeabl

PacnpoCTPaHeHNs CMrHAsOB.

5. BbibepuTe xapakTepHyt0 0COOEHHOCTb TOMOMOr MK LWNHa

A.
B.

o 0

Bce y3nbl coeiHeHbI C LeHTpasbHbIM 060pyLOBaHNEM MHANBUAYAbHBIMW INHUAMUN CBA3MN.
JaHHasa Tononorus npofo/HkmT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbise
CBA3N MeXAYy OLHON Napow y3o0B.

Kax bl y3en umeeT ABa MHTepdenca (Bcero) ons CBA3M C CoCefammn CneBa 1 crpasa.

. XoTs Obl 0OAUH U3 Y3Nn0B CBA3aH CO BCEMWU APYTrMWU y3naMn nHONBUAYabHbIMU NTNHUAMN

CBA3MN.

E. Kaxxabin y3en CBA3aH CoO BCEMU APYTrMMN y31aMN NHOWBUAYaANbHbIMWA JINHUAMW CBA3N.

. Bce y3nbl coeguHeHbl Mexay cobon nocpescTBOM 0AHON hU3NYeCKon cpeabl

PacnpoCTPaHeHNs CMrHAOB.

6. BbibepnTe xapakTepHyt 0CO6eHHOCTb YaCTUYHO-CBA3HON (Partial Mesh) Tononorum

A.
B.

O

Bce y3nbl coeiHeHbI C LeHTpaabHbIM 060pyL0BaHNEM MHANBUAYAbHBIMW INHUAMUN CBA3MN.
JaHHasa Tononorusa npofo/HmT obecneyvmsaTb paboTocnocobHOCTbL BCen ceTu npu obpbiBe
CBA3N MeXAYy OLHON Napow y3o0B.

Kax bl y3en umeeT ABa MHTepdenca (Bcero) ons CBA3M C COCefaMUN CeBa U Crpasa.

. XoTs Obl 0OAUH U3 Y3Nn0B CBA3aH CO BCEMWU APYTrMWU y3naMn WHONBUAYabHbIMU NTNHUAMN

CBA3MN.

E. Kaxxabin y3en CBA3aH CO BCEMU APYTrMMN y31aMN NHOWBUAOYaANbHbIMW JINHUAMW CBA3N.

. Bce y3nbl coeguHeHbl Mexay cobon nocpescTBOM 0AHON hU3NYeCKon cpeabl

PacnpoCcTPaHeHNs CMrHAsOB.

7. Kak Ha3blBaeTCs 3/1eMeHT AaHHbIX MPOTOKOJa 2 YPOBHA?

A. naket
B. gentarpamma
C. kagp
D. cermeHT
E. PDU
8. Kak Ha3blBaeTCs 3/1eMeHT OaHHbIX NPOTOKoJa 3 YPOBHA?
A. naket
B. gentarpamma
C. kagp
D. cermeHT



E. PDU
9. KakoW 13 nepeynciieHHbIX NPOTOKOI0B 60Jiee CNI0XKEH 1 MO3TOMY MMEET 3arofioBok 6onbLiero
pa3mepa?
A. UDP
B. TCP
C. oaQMHaKoBbI
D. IP
10. Ha kakoM ypoBHe ISO/OSI BbiNONHAETCA OCTaBKa AaHHbIX MeXAy y3aMu 0OHOW ceTu (B 04HOM
cermenTe)?
Al
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3a4aHnsa OTKPLITOrO TUNa

1. B MapLupyTHoM Tabnuue MapLipyTM3aTopa BUAHLI Cleq. 3anncu:
[P mask gateway  metric

12.13.0.0 255.255.0.0 4.321 1

12.13.0.0 255.255.255.0 3.4.56 2

12.13.10.128 255.255.255.128 2.3.4.5 3

12.13.10.0 255.255.255.128 1.2.3.4 4

Ha mMapLpyTmr3aTop npuwen nakeT ¢ HasHaveHnem 12.13.10.100, ykaxxute kakon bygeT BbibpaH IP-
agpec wni3a (gateway)

2. B MapLupyTHo/ Tabnuue MaplupyTm3aTopa BUAHbLI Cef. 3anucu:
[P mask gateway  metric

12.13.10.0 255.255.255.03.4.5.6 1

12.13.10.128 255.255.255.1281.2.3.4 5

12.13.10.160 255.255.255.2245.4.3.2 10

12.13.10.192 255.255.255.2242.3.45 10

Ha mapLupyTur3aTop Npuen NakeT ¢ Ha3HadyeHnem 12.13.10.171, ykaxxuTe kakon byaeT BbibpaH IP-
agpec wnio3a (gateway)

3afaHue C pa3BEPHYTHLIM OTBETOM

1. Bbl 06Hapyxunu ataky APR 1 npoxo nakeToB Ha haisioBbI CepBEP YePe3 KOMMbIOTEP
3/10yMbILUIEHHMKA, @ HE HanpsaMyto. YTo MOXKHO onepaTmnBHO caenaTth, 4Tobbl aTaka APR bosblue He
KOMMNpPOMeTHpoBasa AaHHble aisi-cepeepa?

NMK-4 (ponosHUTeNIbHbIE 3a4aHuA)

3aaHuna 3aKpbITOro Tuna

1. Ha kakom yposHe ISO/OSI BbinosHAETCA [OCTaBKa OaHHbIX MeXAY Yy3/7aMu pa3HblX ceTein?
Al
B. 2
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2. Ha kakom ypoBHe ISO/OSI npoucxoanT ynpasseHune ownbkamm (0bHapyxeHue, MOBTOP Nepeaayu,
KoppekLuma)?
Al
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G. 7
3. NMpumMepoM Kakoro anemMeHTa CTPYKTYPbI CETU nepefayun faHHbIX ABASETCS MOAEM?
A. 001
B. AK[l
4. Tpobnema ynpasfiieHNs 4OCTYMNOM K Cpefie BO3HUKAeT B
A. MHOTOTOYEYHbIX KOHUTrypaLnax ceTen
B. OBYXTOYeYHbIX KOHUIrypaLumnax ceTen
C. ogHOTO4YeYHbIX KOHGUIypaLnsax ceTem
5. Cnocob opraHm3auny NOTOKOB AaHHbIX, NPV KOTOPOM O4HOBPEMEHHO BO3MOXKHbI 1 Nnepejaya v
npueM KaablM y3/10M CETU Ha3blBaeTCH
A. CUMIJIEKCHBIN
B. OynnekcHbIN
C. nonynynnekcHbI
6. Cnocob opraHm3aunm NOTOKOB AaHHbIX, MPXU KOTOPOM O4HOBPEMEHHO BO3MOXHbI 1 Mepeaada u
npueM KaxkablM y3/10M CETU Ha3biBaeTCH
A. CYMMJIEKCHBbIN
B. OynnekcHbIn
C. nonymynnekcHbIi
7. Y10 npepcTaBnseT cobon MHKaNCynaUmMs NakeToB Npu TyYHHenMpoBaHuu (Beibepute Hanbonee
NoOXOAALLNA BapUaHT)?
A. BKkAOYeHMe B 3IeMeHT AaHHbIX MPOTOKO1a 6onee BbICOKOro YpOBHSA, 3IeMeHTa AaHHbIX
MPOTOKOJ1a HU3KOr0 YPOBHS.
B. BkJloYeHMe B 3JIeMeHT [laHHbIX NPOTOKO1a HU3KOr0 YPOBHS, 3/1eMeHTa AaHHbIX MPoToKo1a
Bonee BbICOKOro ypoBHS.
C. BkJitoYeHwue B 3/1IeMEHT AaHHbIX MPOTOKOJa 1t060ro ypoBHS, 3/1eMeHTa AaHHbIX MPOTOKONa
no60oro ypoBHs.
8. YTOo Takoe MHKancynauma nakeTos (MMeeTCs B BUAY KJacCUYeckasa MHKaNcynaums, a He YacTHble
CJlydan TYHHeNMpoBaHus)?
A. BKkAOYeHMe B 31eMeHT AaHHbIX MPOTOKO1a 6onee BbICOKOro YPOBHSA, 3IeMeHTa AaHHbIX
NPOTOKOJ1a HU3KOr0 YPOBHS.
B. BkJlo4eHMe B 3JIeMeHT [laHHbIX NMPOTOKO/1a HU3KOr0 YPOBHS, 3/1eMeHTa AaHHbIX MPoToKoa
Bonee BbICOKOro ypoBHS.
C. BkJitoYeHwue B 3/1eMEHT AaHHbIX MPOTOKOJa Nto60ro ypoBHS, 3/1eMeHTa AaHHbIX MPOTOKONa
no60oro ypoBHs.

9. Y10 03HavaeT cneundurkaumnsa 1000Base-T?



1. CkopocCTb MHTepgeiica - 1000

1. M6/c

1. cpefna - BMTad napa
2.

1. cpena - onTuKa
3.

1. cpepa - paguoKaHan
4,

1. ckopocTb oT 10 no 100M6/c
5.

1. cpena - KoakCcuasibHbIN Kabenb
6.

10. B kakumx cnyvasx 3anpoc knveHTa kK DHCP nockinaetcs Ha unicast agpec (T.e. 0AHOAApPECHO, Ha 04WH
aapec)?

1. nocJie nCTe4yeHns CpoKa apeHbl
1.

1. npu nocblsike DHCPDISCOVER
2.

1. [Mpn BbINOHEHUN B HAYaIbHOr O
3. unkne DHCPREQUEST

1. Mpwn ntoboM BbINOSTHEHNUN
4, DHCPREQUEST

1. MNpun npoanieHnn apeHasbl B
5. TevyeHne 50% BpeMeHU apeHabl

1. Mpu npopiieHnn apeHabl no
6. npowecteun 50% BpemMeHu

apeHnbl

3alaHNs OTKPLITOro TUna

1. B mapwpyTHO# Tabnuue MappyTr3aTopa BUAHbI Cned. 3anucu:
IP mask gateway  metric

12.13.10.0 255.255.255.01.2.34 3

12.13.0.0 255.255.0.02.345 1

12.13.0.0 255.255.255.03.4.5.6 2



Ha mMapwpyTunsaTop npuiien nakeTt ¢ HazHaveHmem 12.13.10.11, ykaxxunTte kakon bypnet BbibpaH IP-agpec
wo3a (gateway)

2. B mapwpyTHon Tabauue MapLipyTu3aTopa BUAHbI CNieq. 3anmcu:
IP mask gateway  metric

12.13.0.0 255.255.0.0 4321 1

12.13.0.0 255.255.255.0 3.4.56 2

12.13.10.128 255.255.255.128 2.3.45 3

12.13.10.0 255.255.255.128 1.2.34 4

Ha mapLupyTur3aTop Npuen NakeT ¢ Ha3HaveHnem 12.13.10.132, ykaxkute kakon bygeT BbibpaH IP-
agpec wni3a (gateway)

3ajaHue ¢ Qa3BépH§(TbIM OTBETOM

1. Moyemy nHorpa, B otBeTe oT DNS yKa3biBaeTCs,4 TO pe3yabTaT "He 3ac/yamBaeT fosepus” nnm "non-
authoritative answer"? Kak nosy4nTb 0TBET, KOTOPbIN 3aCNy>X1BaeT foBepusa? Kakas ytuamTa
ncnonbyetcs 0bbl4HO 419 npoBepki DNS-3anucen?

20.2 MpoMeXyTouyHasa aTrectaums
TexHoNOrma NpoBeneHuns:

MpoMexxyTo4YHas aTTecTauus NpoBOAUTCS B PpopMe MMCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTeNIbHOM YCJI0BUM BbIMOSIHEHWS B TEYEHNE CEMECTpa BCeX N1abopaTopHbIX 3a4aHWUA U C y4eToM
MOJYYEHHbIX TEKYLLMX OLeHOK. OLLEHKM 3a BOMPOChl KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTcs K 50-6annbHOMyY 3Ha4eHuIo.

TpeboBaHMA K BbINOJIHEHUIO 3a4aHUN, LUKaJbl U KPUTEPUMN OLLeHUBAHMUSA

Mpu oueHBaHUK pe3ybTaTOB MPOMEXYTOYHON aTTecTauny UCNob3yeTcs KOJIMYeCcTBEHHas LWKana
oueHoK. CornacHo NonoXeHuno o0 6annbHO-penTUHroBon cncteme obyveHunsi, 50-bannbHas oLeHKa 3a
NTOrOBYI0 KOHTPOJIbHYIO PaboTy CKnafblBaeTCs C OLEHKOWN, MOy4YeHHOW Mo UToram aTTecTauum.
MonyyeHHoe 100-6anibHOE 3HaYeHUe onpefenseT ypoBeHb CHOPMUPOBAHHOCTU KOMNETEHLMIA 1
NTOrOBYIO OLLEHKY (COraiacHO MONOXKEHMI0 0 BanbHO-PEeNTUHIOBOM cMcTeMe 0By4YeHns):

oLeHKa «oTam4Ho» - 90...100 6annos
oLeHKa «xopowo» - 70...89 6annos
OLeHKa «yfoBneTBOpUTENLHO» - 50...69 6annos

OLeHKa «HeypoBneTBopuTensHo» - 0...49 6annos

MepevyeHb BONPOCOB K UTOFOBOM KOHTPOJAIbLHOM paboTe



1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapuUaHThbI
Ha3Ha4vyeHWs ajpeca Ha NHTepdenc KomMneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl AOMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusennTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTtcs
NHTEPAKTUBHbIN N PEKYPCUBHBIA 3aNpPOChl U OTBETbI? Kakune NCnosib3yoTCa NopThl 1
TPaHCMOPTHbLIE NPOTOKOJbI AN peanusaumm DNS?

3. Ins Yero ucnosb3yeTcs MOAYASAUNS, MOXHO N 6e3 Hee 060NTUCE NpK Nepefaye AaHHbIX
N B KAKOM Cjly4ae? YTo Takoe MMMYJbCHO-KOA40BasA MOAYNSAUNS (NpuBeauTe npuMepsl,
HapUCynTe BPEMEHHYIO AnarpamMmy)? MNepevyncamte 0CHOBHbIE CBOMCTBA LIMGPOBbLIX KOLOB
(MKM).

1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTcs
koMaHAbl/oTBeTbl SYN, ACK? Kak onpefennTb Kakne nopThl «MPOCAYLLMBAOTCA» N KaKue
npoueccol/npusioxxeHns B OC BbINOMHAIT 3TO NpocayLlmBaHue? ovyemMy KOHTPOJb
HecaHKUMoHnpoBaHHOro TCP-Tpadumka npotue, 4yem UDP-Tpadunka?

2. NepeyncnmTe 0CHOBHbIE TOMONOr MK CeTEN, ONUWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMOJIOrMiA 3Be34a W WNHA-B-TOYKe? YTO Takoe CaMo3axUBJieHWe ABONHOM0 KOJbLa,
HapuCymnTe 1 onuwimnTe.

3. YT1o Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosab3ytoTca? Kak
BbIOUpPaeTCa NyTb CETEBLIX AaHHbIX BHYTPM CTEKa NPOTOK0M0B Ans IP nakeTa? Kakne
TpaHCMOPTHbIE MPOTOKOJIbI MOALEPXKMUBAIOT unicast, kakne multicast, a kakne broadcast
B3aumogencTene?

1. Y1o Takoe n Kak peanusosaHa NAT? [Inda pelleHna Kakux 3agad ncnonblyetca? Kakune
CYLLECTBYIOT OrpaHuYeHuns aTon TexHonornn? B yem ocobeHHocTn pabotel NAT aons TCP n UDP
Tpagnkos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNen ceTH, A1 Hero OHW HYXXHbI 1 YeM OT/INYATCA OT
cTeKkoB? lMNpuBeaunTe npuMmepsl Mogesnei, pacCMOTPEHHLIX B Kypce.

3. Y710 Takoe I/Q moaynaTop u Kakum obpa3om oH paboTaeT? YTO HY>XXHO As TOro, 4Tobbl
peasn3oBaTb ero nporpaMMHO? Kakune BuIbl MOLYIALUN BO3MOXHbI C I/Q MogynaTopom?

1. MepeyncamTe 3 OCHOBHbIX d/1EMEHTA MOHATUA «MPOTOKO» N MOACHUTE - YTO UMEHHO
03HavaeT Kax bl Ha npuMepe HTTP-npoToKona.

2. Kakue bbiBatoT BUAbI agpecos B IPV6, Ans Yero Kaxabl BUA npefHa3HayveH? YTo Takoe
TYHHENNPOBaHMe 1 Kak CBSA3aHO C BHeapeHueM IPv6?

3. HapucyinTe KOHUrypaumm To4Ka-To4Ka M MHOMOTOYEYHY0 KOH(MUIypaLuo. YTo Takoe
DTE (OO[L) n DCE(AKL])? B kakoi KOHDUrypaLumum BO3HMKAET NpobieMa «MHOXXeCTBEHHOI0
L0CTyMNa» U B 4eM CyTb 3TON NpobsieMbl 1 Kak pelwaeTcs (Ha npumepe n3BecTHbIX Bam
NpoTOKOJ10B)?




1. MepeyncnmTe TPaHCMOPTHbLIE MPOTOKOJILI internet-ceTeln. Ha ocHoBe Yero nenaet Bbibop
KOHKPETHOro TpaHcnopTa NporpaMMnCT 419 CETEBOro NpuioXKeHns? Kakom TpaHCNopTHbIN
NPOTOKOJ UMEET MallUMHY COCTOSHUI U novyemy?

2. Kakne ocobeHHocTun bynyT y cermeHTa Ethernet, B KoTopom Bpems ABoWHOro obopoTta
bynet 515 6uToBLIX MHTEPBaANOB (06BACHUTE NoYeMy)? Kak 3TO MPUMEHNMO K LYMNJIEKCHbIM
ceTsaM, 06bACHUTE novyemy?

3. Kak BbIMOHAETCS MapLlupyTusaumsa B ceTu Internet? YTo Takoe aBTOHOMHbIE CUCTEMbI?
YTo Takoe 3aBUCUMbIE N HE3ABMUCUMbIE OT NPOBanLepoB apecHble NpocTpaHCcTBa IP-agpecos?

1. Y10 Takoe nepefayva wam genernposaHue 30Hbl DNS? YTo Hy>XHO caenaTthb, 4TobbI
JlenernposaThb 30HY (ONULWINTE Kaxx[aoe OencTeune)?

2. C yeM CBSI3aHO OrpaHNYeHne Ha KOJIMYeCTBO KOMMbIOTEPOB B «MJIOCKOW CeTU»? Kakune
CeTU Ha3bIBAKOT MJIOCKUMMK N NoYeMy?

3. Y10 Takoe KprBas NOMeXoyCTOMYNMBOCTY (BoAOMaaHasa KpuBas)? Kakume cylwecTBytoT
cnocobbl ee NonyyYeHnsa ons 3a4aHHOro BMAA MOAYNALNN?

1. Kak paboTaeT n ona 4ero ncnosib3yeTcs Npotokon STP? Kakune moryT 6biTb Nnpobnembl
€ro NUCrnosb30BaHusA 1 Korga 6e3 Hero He 06oNTUCL?

2. Yem oTamyatoTcs unicast, multicast n broadcasat nepenaymn B IP-ceTax. ECTb M 0TAMYMUA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? Mpusennte npumMep 3anucu agpeca IP-cetu B CIDR-hopmaTe. 3anuwmre
B CIDR thopmaTe (npedmkcHOM hopMaTe) afpeca ceTel K KOTOPbIM NpUHaaaexar,
COOTBETCTBEHHO, X0CThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y7o Takoe n Kak pabotaeT DHCP? YTO HY>XHO Ans TOro, 4Tobbl NepenTm K
ncnonb3osaHuio DHCP? Kakune npobnemMbl MOXXHO pelwnTb npumeHns DHCP? Kakue
NCMNOJIb3YTCSA MOPThI Y TPAHCMOPTHbLIE NPOTOKOJbI Ans peanunsauuy DHCP?

2. Kak paboTtaeT ARP-npoTokon (ro waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaenntb
L9 KOMMbtOTepa, 3a KoTopbiM Bl paboTaeTe? Moyemy ARP-NpOTOKON CHMTAETCA OYEHb
Hebe30onacHbIM, ONULWNTE CLLeHapun aTak C npuMmeHeHnem ARP.

3. Kakune nBe 0CHOBHble KoHpurypauuu WiFi-ceTu cywecTtByoT? Y10 Takoe npobnema
CKPbITbIX TEPMUHANO0B? Buabl opbUT 1 Apyrue xapakTepuCcTUKM CNYTHUKOBbLIX CUCTEM CBA3N.




