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PABEOYASl MPOrPAMMA YYEBHON AUCLUMNJINHDI

B51.0.42 OCHOBbI NOCTPOEHUSA 3aLUULLEHHBIX KOMMbIOTEPHbIX CETEN

1. Koa v HauMeHOBaHue HanpaBJieHUA NOATrOTOBKMU/CNeLasbHOCTH:

10.05.01 KomnbtoTepHasa 6e30macHOCTb

2. Mpodunb noaroToBKU/CcneLnanmn3aLms:

AHanun3 6e30NacHOCTM KOMMbIOTEPHbIX cUcTeM, PazpaboTka 3aLiuLLieHHOro nporpaMMHoro obecneyeHns
3. Kanudukauua (cteneHb) BbINyCKHUKA:

Cneumnanutert

4. ®opma obyueHus:

Ou4Has

5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:

Kathenpa nHMopMaLMOHHbIX CUCTEM

6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHgoOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5

8. YYyeOHbIN ron;:

2028-2029

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3y4eHne CTy[eHTamy METOLOJIOMNN MPOEKTUPOBAHUA U Peann3aLmny 3alumnileHHbIX KOMMbOTEPHbIX
CeTeu, C y4eToM yrpo3, XxapakTEePHbIX [/ COBPEMEHHbIX NHHOKOMMYHUKALMOHHbLIX CUCTEM U CETEM.
CTaBATCA 3a/a41: Ha JIEKUMOHHbLIX 3aHATUAX MO3HAaKOMUTb CTYLAEHTOB C OCHOBaMu TEXHOJI0M NN
obecrnedyeHns NHHOPMaLMOHHON be30MacHOCTN KOMIMbIOTEPHbIX CETEN, HA 1ab0PaTOPHbLIX 3aHATUAX
BbipaboTaTb HaBbIKW MPUMEHEHNS STUX TEXHOJIOM MV B paMKax obLyer METOAO0JI0M N CHUXEHWUS PUCKOB
XapakKTepHbIX, Npexae Bcero, AJ15 KopropaTuBHbIX CETEM.

10. MecTo y4yebHOM aucuunanHbl B CTPYKType OOM:

ancumnnnunHa obsasaTtenbHon YacTu (61.0). Ons ycnewHoro 0CBOEHNSA ANCUMMANHLI HeobXxoanMbl BXOAHbIE

3HaHWs B 061acTL "CeTen n CUCTEM nepenaqn VIHqJOpMaLI,I/IVI , KOMMbIOTEPHbIX CETEN ", "OMNMeEPaLIMOHHbIX



cuctem”, "MeTOLOB M CPELCTB KPUMTOrpaduieckon 3almnTel MHGOpMaLmmn", "KpuntTorpaguyeckmx
NMpPOTOKOJIOB".

11. NMnaHupyemblie pe3ynbTaTbl 00yueHusa no gucuunanHe/Moaynio (3HaHUA, YyMEeHUS, HaBbIKH),
COOTHeCeHHble C NJIaHUPYEeMbIMU pe3ysibTaTaMu 0CBOeHUs obpa3oBaTeNbHON NPOrpamMMbi
(KoMNeTeHUUAMM BbINYCKHUKOB) U UHAUKATOPAMU UX AOCTUXKEHUN:

Kog v Ha3BaHMe KOMMeTeHLNK

OlNK-9 CnocobeH pellaTb 3aga4m
NpoeccMoHaNbHOM OeATENbHOCTU C
Yy4E€TOM TeKyLLero COCTOAHUA n
TEeHAEHLWIN pa3BUTMA METOOB
3alUNTbI UHopMaL MK B
onepaumnoHHbIX CUCTEMaX,
KOMMbIOTEPHBIX CETAX U CUCTEMaX
ynpaaeHns 6a3ammn gaHHbIX, a
TakXXe MeTOoLO0B N CPefCTB 3alnThbl
NHoPMaLMK OT YTEYKK MO
TEXHNYECKUM KaHanaM, CeTen un
CUCTEM Mepefiayun nHgpopmaunn;

OlNK-16 CnocobeH npoBoanTb
MOHUTOPVHI paboTocnocobHOCTH 1
aHann3 3(pPheKTUBHOCTN CPenCTB
3alWMThl UHhopMaLK B
KOMMbIOTEPHBLIX CUCTEMaX U CeTSX;

OlNK-16 CnocobeH npoBoanTb
MOHUTOPWHI paboTocnocobHOCTH 1
aHann3 3(pheKTUBHOCTN CPpenCTB
3alWMThl UHhopMaLK B
KOMMbIOTEPHbLIX CUCTEMaX U CeTHX;

OlMK-16 CnocobeH npoBoanTb
MOHUTOPUHI paboTocnocobHOCTN ©
aHann3 3(pPeKTUBHOCTN CPenCcTB
3alUNTbI MHOpMaLMK B
KOMMbIOTEPHbIX CUCTEMAX U CETSX;

OlNK-16 CnocobeH NpoBoaAnNTb
MOHUTOPUHI paboTocrnocobHOCTN 1
aHan3 3(pPeKTUBHOCTN CpeacTB
3alUNTBI UHopMaL MK B
KOMMbIOTEPHbLIX CUCTEMAX U CETSX;

KOﬂl4Ha3BaHMGMHﬂMKaT0pa
KoMneTeHunmn

OlK-9.9 ymeeT (hopMyiMpoBaTh
N HacTpanBaTb MOAUTUKY
Be3onacHOCTN NOKaNbHbIX
KOMMbIOTEPHBIX CETEN,
NMOCTPOEHHbIX Ha OCHOBE
OCHOBHbIX OMepauoHHbIX
cucTem;

OlK-16.1 3HaeT cpencTea u
MeTOAbl XpaHEeHNA 1 nepefayun
ayTEHTUDUNKALMOHHOW
NH(OPMaLMKN B KOMMbIOTEPHbIX
cucTemax u ceTax;

OlK-16.2 3HaeT MexaHu3Mbl
peanu3auumn atak B cetax TCP/IP;

OlNK-16.3 3HaeT OCHOBHbIE
NPOTOKOJIbl MAEHTUPUKALUN 1
ayTeHTupnKaumm aboHeHToB
ceTy,

OlMNK-16.4 3HaeT 3allUTHbIE
MexaHMW3Mbl U CpeacTBa
obecreyeHns ceTeBon
Be3onacHoCcTw;

3HaHMﬂ,yMeHMH,HaBHKM

yMeTb: pa3pabaTbiBaTb
NONNTUKK 1 MPOLEaYpbI
6e3onacHocTn B 06nacTu
KOMMbIOTEPHbIX ceTen

3HaTb: TEXHOJIOT UK
yAa/leHHOro gocTtyna ¢
NCrMOJIb30BaHNEM
pacnpefeneHHon n
LEeHTpaIn30BaHHON
NpoBepPKaMy NOAJMHHOCTI

3HaTb: TUMOBbIE
YA3BUMOCTU 2 1 3 YPOBHEW

3HaTb:MeTOo4a NPOBEPKU
NOAJIMHHOCTW NMpU
yAaneHoM LOoCTyne n c C
ncnosb3oBaHueMm AAA

3HaTb: MPUHLMM 1
peanu3aLumn CeTeBoro
KapaHTUHa



Kon v Ha3BaHMe KoMMeTeHL K

OMNK-16 CnocobeH NpoBoANTb
MOHUTOPUHI paboTocnocobHOCTN 1
aHann3 3a(peKTUBHOCTN CpeacTB
3alWMThl NHOpMaLmn B
KOMMbIOTEPHbLIX CUCTEMAX N CETSX;

OlNK-16 CnocobeH NpoBoaAnNTb
MOHUTOPWHI paboTocnocobHOCTH 1
aHann3 3(pPeKTUBHOCTN CPpenCTB
3aWWMThl UHhopMaLK B
KOMMbIOTEPHbIX CUCTEMaX U CeTSX;

OlNK-16 CnocobeH npoBoAnTb
MOHUTOPUHI paboTocnocobHOCTN ©
aHann3 3(pPeKTUBHOCTN CPencTB
3alUNTBI UHOpMaLK B
KOMMbIOTEPHbIX CUCTEMAX U CETSX;

OlNK-16 CnocobeH NpoBoaANTb
MOHUTOPKHI paboTocrnocobHOCTH 1
aHann3 3(peKTUBHOCTN CPpencTB
3alWMThl MHOpMaLmn B
KOMMbIOTEPHbLIX CUCTEMAX U CETSX;

OlNK-16 CnocobeH npoBoanTb
MOHUTOPWHI paboTocnocobHOCTH 1
aHann3 3(pPeKTUBHOCTN CPenCTB
3alWMThl UHhopMaLK B
KOMMbIOTEPHbLIX CUCTEMaX U CeTAX;

OMNK-16 CnocobeH NpoBoAnTb
MOHUTOPUHI paboTocnocobHOCTN ©
aHann3 3a(peKTUBHOCTN CpeacTB
3aWMTbl MHOPMaLmn B
KOMMbIOTEPHbLIX CUCTEMAX N CETSX;

ONK-8 CnocobeH NpuMeHsATb MeTOoAbI

Hay4HbIX NCCNELOBAHWIA NPW
npoeefeHnn paspaboTtok B obnactu
obecnevyeHns 6e3onacHOCTU
KOMMbIOTEPHbIX CUCTEM U CETEN;

Kog v Ha3BaHWe nHanKaTopa
KoMneTeHunn

OlK-16.5 3HaeT cpencTtsa u
MeToAbl MPeaoTBPaLLEHNS 1
0bHapy>XeHNs BTOPXXEHUIA;

OlK-16.6 ymeeT
hopMyIMpoBaTb U HaCTpamnBaTb
noanTuKy 6e3onacHoCTu
OCHOBHbIX OMepaLMoHHbIX
CUCTEM, a TaKXXe JIOKaJIbHbIX
KOMMbIOTEPHbIX CeTen,
NOCTPOEHHbIX Ha UX OCHOBE;

OMNK-16.7 ymeeT NpuUMeHATb
3alMLLEHHbIE MPOTOKOJIbI,
Me)XCeTeBble 3KpaHbl 1 CpeacTBa
0bHapy>XeHNs BTOPXXEHN Ons
3aWMUTbl MHDOPMaLUK B CETAX;

Orl1K-16.8 ymeeT ocyLlecTBATb
Mepbl NPOTUBOAENCTBUS
HapyLleHnaM CeTeBow
Be3onacHocTH C
NCNONb30BaHNEM Pa3/INYHbIX
NPOrpaMMHbIX U annapaTHbIX
CPencTB 3alUThbl;

OlK-16.9 BrnageeT HaBbIKamMu
HACTPOMKIN MEXXCETEBbIX
3KPaHOB;

OlK-16.10 Bnageet
MeTOAMKaMu aHasiM3a CEeTEBOro
Tpaurka;

OMNK-8.11 Bnapeet cnocobamu
MOAENMPOBaHNA 6e30MacHOCTM
KOMMbIOTEPHbIX CUCTEM, B TOM
4ymcae MoLenMpoBaHus
ynpaBaeHNs OOCTYMNOM 1
NH(OPMALMOHHLIMU NOTOKAMM B
KOMMbIOTEPHbIX CUCTEMAX

3HaHWS, YMEHUS, HaBbIKK

3HaTb: OCHOBbI
TexHonorun DPI/IPS/IDS

YMEeTb: KOH(UIypMpoBaTh
rpynmnoBble MOMNTUKMN,
CBSi3aHHbIE C
peanu3auunen npouenyp
6e3onacHocTn B OC

yMeTb: KOH(UrypmnpoBaTb
ceTeBble 3KpaHbl TUMa
"NakeTHbIA UnbTP";
cuctemy ViPNet IDS

yMeTb: CO3[aBaThb U
KOH(UryprupoBaTb
3alUMLLEeHHbIe CeTM Ha
OCHOBE TeXHOJIorni
VipNet, KOHTUHEHT,
IPsec/VPN

BJIafleTb: HaBblKaMu
KOHurypuposaHus L2-L7
3KpaHoB

BJlafleTb: HaBblkaMu
nepexsaTa v aHanu3a
CEeTeBOro Tpaguka

BJlafeTb: METOAOM
OTNafKN FPYnnoBbIX
NOJINTUK B peXmMMax
"pesynbTata’ u
"mMogenvpoBaHus"



Kon v Ha3BaHMe KoMMeTeHL K

OMNK-9 CnocobeH pelaTb 3aga4n
npogheccrMoHabHON AeATENIbHOCTU C
Y4E€TOM TEKYLLEro COCTOAHUA 1
TEeHOEHUMNIN pa3BUTUS METOLOB
3alUNTBI UHopMaL MK B
onepaLnoHHbIX CUCTEMAX,
KOMMbIOTEPHLIX CETAX U CUCTEMAX
ynpasaeHns 6azammn gaHHbIX, a
TakXXe MeTo[0B U CPeACTB 3allnThbl
NHOPMaLMK OT YTEYKU NO
TEXHUYECKUM KaHanaM, CeTen un
CUCTEM Nepeaayn nHgpopmauuu;

OMNK-9 CnocobeH pelwaTb 3aga4m
npodeccrMoHabHON AeATENIbHOCTU C
Y4EeTOM TEKYLLEro COCTOAHUA 1
TEHOEHUMNIN pa3BUTMA METOLOB
3alUNTbI UHopMaL MK B
OnepaLnOHHbIX CUCTEMAX,
KOMMbIOTEPHbIX CETAX U CUCTEMAX
ynpaBaeHns 6a3zammn gaHHbIX, a
TakKXXe MeTo[0B 1 CPeACTB 3allnThbl
NHOPMaLMK OT YTEYKM MO
TEXHUYECKUM KaHanaM, CeTen un
CUCTEM Nepeaayn nHpopmauuu;

OMMK-15 CnocobeH
aOMUHNCTPUPOBATE KOMMbIOTEPHbIE
CeTN N KOHTPOMPOBATb
KOPPEKTHOCTb 1X
(bYHKLMOHMPOBAHNS;

OlNK-15 CnocobeH
alMUHUCTPMPOBATL KOMMbIOTEPHbIE
CeTN N KOHTPOIMPOBATb
KOPPEKTHOCTb UX
(bYHKLMOHMPOBAHNS;

OMNK-11 CnocobeH pa3pabaTbiBaTb
NoANTMKK 6€30NacHOCTK, NOANTUKN
ynpasneHua [oCcTyrnoMm u
NH(OPMALMOHHBIMK MNOTOKaMK B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM
yrpo3 6e30nacHOCTM UHGOPMaLK 1
TpeboBaHMI No 3aWwmuTe
NHMopMaLMK;

Kog v Ha3BaHWe nHanKaTopa
KoMneTeHunn

OMNK-9.11 3HaeT 0CHOBHbIE
TEHAEHLNN Pa3BUTMA METOLOB
3aWMTbl NHOpMaLMn B
onepaunoHHbIX CUCTEMaX U
cMcTeMax ynpasneHus 6asamu
JaHHbIX

OMK-9.12 3HaeT obwime n
cneumndguyeckmne yrpossl
6e3onacHOCTK onepaumoHHbIX
CUCTEM U CUCTEM YMpaBiEeHNS
6a3 paHHbIX;

OMNK-15.7 BnageeT HaBblKamu
aLAMUHNCTPUPOBaHUA
KOMMbIOTEPHbIX CETEN;

OlMK-15.8 BnageeT HaBblkamMu
paboTbl C CETEBLIM
obopynoBaHNEM 1 CETEBLIM
nporpamMmmHbiM obecrneyeHunem;

OMNK-11.10 ymeeT
hopMyIMpoBaTh U HaCcTpanBaTb
nonnTuky 6esonacHoCTu
NOKaNbHbIX KOMMbIOTEPHbIX
ceTen, NoCTPOeHHbIX Ha Ba3ze
OCHOBHbIX OMepaLMoHHbIX
cucTem

3HaHWS, YMEHUS, HaBbIKK

3HaTb: METOLOJIOT 10
npoekTuposaHua C3M Ha
OCHOBE aHaJ/n3a pNCKOB

3HaTb: Knaccuukaumo
Yyrpo3 B KOHTEKCTe
npoekTnposaHusa C3U1

BNafeTh: HaBblkaMu
ynpaBneHnsa ceTeBbIM
obopynoBaHunem

BNafeTh: HaBblkaMu
ynpaBieHNs CeTEBbIM
obopynoBaHnem n
ceteBbiMn OC

yMeTb: pa3pabaTbiBaTb
NONINTUKK 1 MPOLEeaYpbI
6e3onacHocTn B 06nacTu
KOMMbIOTEPHbIX CETEN



12. O6beM guCUMNAUHBI B 3a4eTHbIX e AMHMLaX/4yac:
4/144

dopMa NPOMEe)XYTOYHOU aTTecTalum:

SK3aMeH

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug y4ebHon paboTbl CemecTp 8 Bcero
AyOunTOpHbIE 3aHATMA 56 56
JleKLMOHHbIe 3aHATUS 28 28
MNpakTnyeckme 3aHATUA 0
JlabopaTopHble 3aHATUSA 28 28
CamocTodATeNbHas paboTa 52 52
KypcoBas paboTa 0
MpoMeXxyTo4yHas aTTecTauns 36 36
Yacbl Ha KOHTPOb 36 36
Bcero 144 144
13.1. Copep>xaHue AUCLMUMNINHbI
n/n HanmeHoBaHune CopepxxaHue pa3gena Peannsauuns pasgena UCUMMINHBI C
paszena ONCUNNNHBI NMOMOLLbIO OHNaMH-Kypca, IYMK
LUCUUNANHBI
1. Jlekuun
1.1  Obwwme npuHumnel  Obwue NpUHUUNGI IYMK «UHpopmaLmoHHas 6e3onacHoCTb
NPOEeKTUPOBAHNS NPOEeKTUPOBAHNS NHTpaHeT-CeTemn»,
COBPEMEHHbIX COBPEMEHHbIX https://edu.vsu.ru/course/view.php?id=2995
KOMMbIOTEPHbIX KOMMbIOTEPHbIX CETEN.
ceTen. /3BecTHble Mogenn
NMOCTPOEHMA CETEN.
Monenb KopnopaTuBHOW
ceTu CISCO.
MpoekTupoBaHme Ha
oCHoBe LWabnoHOB.
1.2 [poekTupoBaHne  peHTUdUKaumna yrpos, IYMK «NHpopmaLnoHHasa 6e3onacHOCTb
3alUMLLEeHHbIX aHaJIN3 PUCKOB, CO3JAHNEe  UHTpPaHeT-ceTen»,
ceTen. CUCTEMbI https://edu.vsu.ru/course/view.php?id=2995
NpPOTMBOOENCTBMS,

pa3paboTKa OTBETHbIX
Mep o5 C/yYaes
BO3MO>XXHbIX HapYLUEHWNIA
6e3onacHocTL.
CtaHZapTbl B 06nacTm
ynpaBaeHns
6e30MacHOCTbIO CeTEN U
CUCTEM Ha MX OCHOBE.



n/n

1.3

14

1.5

1.6

1.7

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

TexHonoruns
IPSec.

TexHonorunu
BUPTYaJibHbIX
YaCTHbIX CeTen.
BupTyasnbHble
3allMLLEHHbIe
ceTu.

RADIUS.

CeTeBoN
KapaHTUH.

NHdpacTpyKTypa
OTKPbITbIX

KJtoYen.

Conep)xaHuve pasgena
OVNCLMMINHBI

TexHonorus IPSec n
CONyTCTBYOLWME
MPOTOKOJIbI.
lNpakTn4yeckoe
KOHMUTyprpoBaHme n
MOUCK HemcnpaBHOCTEN
IPSec-nHMpacTpyKTypsl.

TexHonorum VPN n
CONyTCTBYOLWMNE
NPOTOKOJIbI.
[pakTnyeckoe
KOH(DUrypupoBaHue n
MOWCK HEMCNPaBHOCTEN
VPN-MH(pacTpyKTypbI.
BupTyanbHble
3alUMLLEHHbIE CETU B
peweHna NHdpoTeKC n
Koz be3sonacHocTun

UeHTpanusauuns
NpPOBEPKUN NOOJIMHHOCTH.
Ncnonb3yemble cpencTsa.
KoHurypuposaHue n
ynpasieHve
LeHTpaan30BaHHOM
cuctemonm AAA.

[MoHATHe 1 peannsayms
CeTeBOro KapaHTuHa.
[pakTnyeckoe
KOH(DUTYpPUPOBaHUS
KapaHTWHA C pa3n4yHbIMM
BUOAMU «MPUHYXLEHNA»:
DHCP, IPsec, VPN.

OcHossbl PKI.
CepTudurkaThbl C
LUMPOBLIMU NOAMMUCAMMN.
CtaHpapT X.5009.
CraHpapTbl PKCS.

Peanusauwnsa pa3gena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «NHdpopmaunoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaunoHHasa 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaumnoHHasa 6e3onacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdopmaLmoHHas 6e30nacHOCTb
NHTpaHeT-CeTemn»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

1.8

1.9

1.10

1.11

1.12

2.1

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

CmapT-KapThl.

be3onacHoCTb
XPaHeHUs n
0bpaboTky
OaHHbIX B OC
XOCTOB.

be3sonacHocTb
CeTeBbIX
YyCTPONCTB 2 1 3
YPOBHe.

AnnapaTHas
peanv3aung
IPSec, VPN.

KOHTEKCTHbIN
aHanms3 Tpaduka,
DPI.

TexHonoruns
IPSec. (nab.)

Conep)xaHuve pasgena
OVNCLMMINHBI

Bugbl cMapT-KapT v KapT
namatu. MO cmapT-KapT.
MU3HEHHbIe LUMKNbI KapT.
MNpakTuka
nporpamMMmnpoBaHns un
NpPUMEHeHna cCMapT-KapT.

Mpobnema 3alnThl
JlaHHbIX XOCTOB.
dPansoBble CUCTEMBI C
Wndpaumnei.
OrpaHunyeHune
BbIMNOJIHEHUS KOAa.
MonnTtukm 6e3onacHOCTH
OC.

/3BeCTHbIe yA3BUMOCTH 2
1 3 ypoBHei. YnpasnieHune
6e3onacHOCTbIO Ha
YypOBHe JocTtyna (port
security). OcHoBaHHas Ha
NoSINTUKAX
MapLpyTu3aums.

Mpobnemsl
NPOU3BOAUTENBHOCTH
KPUMTOLLIO30B,
N3BECTHbIE peLleHns.

KOHTEKCTHbIN aHanu3
Tpadguka, DPI.
AnnapaTHas peasnsayms
MeXXCeTeBbIX 3KPaHOB,
IDS, IPS.

2. TabopaTopHble
3aHATNA

Peann3zauunsa IPSec
B3aMMOLENCTBUSA MeXay
OBYMS KOHEYHbIMK
cucTemMamum.

Peanusauwnsa pa3gena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «NHdpopmaunoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdopmaumnoHHasa 6e30nacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaunoHHasa 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaLmnoHHasa 6e3onacHOCTb
NHTPaHeT-CceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaumnoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaLnoHHasa 6e3onacHOCTb
NHTPpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

TexHonorunu
BUPTYaJIbHbIX
YaCTHbIX CeTen.
BupTyasbHble
3allMLLEHHbIE
ceTtun. (nab.)

RADIUS. (nab.)

CeTeBoit
KapaHTUH. (nab.)

NHdpacTpyKTypa
OTKPbITbIX

Katoyen. (nab.)

NHppacTpyKTypa
OTKPbITbIX

Katoyen. (nab.)

CmapT-KapThl.
(nab.)

be3onacHocTb
XpaHeHus n
06paboTku
HaHHbIX B OC
X0CTOB. (1ab.)

be3onacHocCTb
XPaHeHNA 1
06paboTku
OaHHbIX B OC
X0CTOB. (nab.)

Conep)xaHuve pasgena
OVNCLMMINHBI

®opmuposaHme VPN-ceTu
C UCMONb30BaHNEM
pacnpeneneHHom
NPOBEPKU NOSJINHHOCTH.

®opmuposaHme VPN-ceTu
C NCNOJIb30BaHNEM
LEeHTpan30BaHHON
NPOBEPKN NOLJIMHHOCTHU
Ha AAA-cepsepe
(RADIUS).

CeTeBOM KapaHTWH
NAP/NPS.

Co3paHue
KOpPNopaTUBHOW
NepapxmyecKomn CUCTEMbI
PKI.

BHegpeHue PKI Ha ocHoBe
0TEeYeCTBEHHbIX
KPpUNTOaArOpnuTMOB.

CmapTkapTbl 1 PKI.

3awmnTa gaHHbIX
KOHeYHbIX cuctem (EFS).

OrpaHunyeHune
BbinosHeHus MO B
KOHEYHbIX CUCTEeMaX.
Secret Net Studio

Peanusauwnsa pa3gena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «NHdpopmaunoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdopmaumnoHHasa 6e30nacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaunoHHasa 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaLnoHHasa 6e3onacHOCTb
NHTPaHeT-CceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaumnoHHasa 6e3o0nacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaunoHHasa 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHdpopmaLmnoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

2.10

2.11

2.12

2.13

2.14

13.2. Tembl (pa3pensl) AUCLUNANHBI U BUObI 3aHATUHA

Ne
n/n

HanmeHoBaHue
pasgena
OVNCLUMNINHBI

be3onacHocTb
XPaHeHUs n
06paboTKu
OaHHbIX B OC
XocToB. (n1ab.)

be3onacHocTb
CeTeBbIX
YyCTPOWNCTB 2 1 3
ypoBHei. (nab.)

be3onacHocTb
CeTeBbIX
YyCTPOUCTB 2 1 3
ypoBHei. (nab.)

AnnapaTHas
peanv3aung
IPSec, VPN. (nab.)

KOHTEKCTHbIN
aHanns3 Tpaduka,
DPI. (nab.)

HanmeHoBaHue
TeMsbl (pasgena)

Obuwume
NPVHLMMbI
NPOEKTMPOBaHUS
COBPEMEHHbIX
KOMMbIOTEPHbIX
ceTen.

[poekTMpoBaHme
3alUMLLLEHHBIX
ceTen.

TexHonorunsa
IPSec.

JleKUNOHHble
3aHATUSA

Conep)xaHuve pasgena
OVNCLMMINHBI

PacnpeneneHHoe u
LEeHTpaNn30BaHHOE
ynpasJieHne
0OHOBJIEHMAMU C
nomoLwbo WSUS.

CeTeBble 3KpaHbl 1
TUMNOBbIE APXUTEKTYPbI Ha
NX OCHOBE

ObecneyeHune b Ha 2
YPOBHE KOPMOPaTUBHbIX
ceTen.

AnnapaTHble cpeacTsa
IPSec n VPN. AMNKLL
KOHTWHEHT. 3HaKOMCTBO C
ViPNet,

ViPNet IDS.

3aHATNA

lpakTnyeckne

Peanusauwnsa pa3gena AUCLMNANHBI C
NOMOLLbIO OHNAMH-Kypca, IYMK

9YMK «NHdpopmaunoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HdopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHpopmaLnoHHasa 6e3onacHOCTb
NHTPpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «NHdpopmaumnoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHpopmaunoHHasa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

JNlabopaTopHble CaMmocTosiTe/IbHas
3aHATUS paboTa

0 2 4
4 2 8
4 3 11

Bcero



No HanmeHoBaHue JNlekumoHHble  [MpakTunyeckne JlabopaTopHble CamocToaTenbHas Bcero
n/n  Tembl (pas3gena) 3aHATNS 3aHATNS 3aHATUS paboTa

4 TexHonorunu 4 2 1 7
BMPTYabHbIX
YaCTHbIX CeTeN.
BupTyanbHble
3alMLLEHHbIE
ceTu.

5 RADIUS. 2 2 4 8

6 CeTeBon 1 1 4 6
KapaHTUH.

7 NHppacTpykTypa 2 2 6 10
OTKPbITbIX
KJt0Yen.

8 CMapT-KapTbl. 1 1 4 6

9 be3onacHocTb 2 2 8 12
XPaHeHus n
0bpaboTku
OaHHbIX B OC
XOCTOB.

10 be3onacHoCcTb 4 2 4 10
CeTeBbIX
YCTPOWUCTB 2 1 3
YPOBHe.

11 AnnapaTHas 2 4 10 16
peanv3auns
IPSec, VPN.

12 KOHTEeKCTHbI 2 4 4 10
aHanu3 Tpaduka,
DPI.

28 0 28 52 108

14. MeToaunyeckue yKasaHus gnsa oby4aloLmUxXcs No 0OCBOEHUIO OUCLUMNIINHBI

AvcumnnnHa TpebyeT paboTbl C hannamMu-npeseHTaUnAMN NeKUUn U COOTBETCTBYIOLMUMMK FNaBaMu
PEKOMEHIOBAHHON OCHOBHOW NNTEPaTypbl, @ TakXe, 0643aTeNbHOr0 BbIMOJHEHNS BCEX JTaDOpaTOPHbLIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCcToATeIbHaA NOArOTOBKa K NabopaTOpPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoANMble pekoMeHAaUNN AAOTCA B ayAUTOPUN, TAE BLINOJHATCA NlabopaTopHble
paboThbl.

CamocToATeNbHasA paboTa NPoOBOANTCS B KOMMbOTEPHbIX Knaccax PKH ¢ MCnonb30BaHMEM METOANYECKNX
MaTepranoB PacrnosIoXKEHHbIX Ha y4ebHo-MmeToanyeckom cepeepe ®KH "\\fs.cs.vsu.ru\Library” n Ha



cepsepe Moodle BI'Y edu.vsu.ru v BbiNoJIHEHNEM 3aa4 KOH(pUIypupoBaHus BupTyanusmposaHHon NC. Bo
BPeMSs CaMOCTOATENbHON PaboTbl CTYAEHTbl UCMO/b3YIOT 3/IEKTPOHHO-6UMBANOTEYHbIE CUCTEMBI,
LOCTYNHble Ha nopTane 3oHanbHon bubnuotekn BIY no agpecy www.lib.vsu.ru. bonblas 4acTb 3agaHuii
MOXeT OblTb BbIMOJSIHEHA BHE ayAMTOPUIN Ha AOMALUHEM KOMMbOTEpe, Noc/ie KONMpoBaHUA MeTOANYECKMX
yKa3aHu n Heobxoammoro MO ¢ y4ebHo-MeToanYeckoro cepeepa PKH.

15. NepeyeHb OCHOBHOM U A,ONOJIHUTEJIbHOW NIUTEPaTypPbl, PECYPCOB MHTEPHET, HeobXoaUMbIX
AN OCBOEHUA AUCLUNIINHDI

Ne NCcTOYHUK
n/n
1 MainBong, 3. besonacHocTb ceTen : y4ebHoe nocobue : [16+4+]/ 3. Mansong. - 2-e u3g., ucnp. -

MockBa : HaumnoHasbHbIN OTKPbITbIA YHUBepcuTeT «MHTYUT», 2016. - 572 C. : cxeMm., un. -
Pexxum gocTtyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=429035
(naTa obpaweHns: 23.05.2023). - TeKCT : 3IEKTPOHHBIN.

6) nononHWTENbLHaa NUTepaTypa:

Ne NcToYHUK
n/n

1 OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-MeToau4eckoe nocobue /
coctaButenu I'. B. Abpamos [u ap.]. — BopoHex : BI'Y, 2017. — 31 c. — TeKCT : 31I€KTPOHHbIN //
JlaHb : anekTpoHHO-6nbnnoTeyHasa cuctema. — URL: https://e.lanbook.com/book/154795 (naTa
obpauleHns: 23.05.2023).

2 CucTeMbl 3alUNThl MHGOPMaLmMn B BeAyLUMX 3apybexHbix cTpaHax: y4ebHoe nocobve A/ By30B :
[16+] / B.N. ABep4yeHkoB, M.KO. PbiToB, I'.B. KoHapalunH, M.B. PynaHoBCKkni. - 4-e u3a., ctep. -
MockBa : ®anHTa, 2016. - 224 ¢. — YHnBepcuteTckas bubanoTeka OHAaNH | 31€KTPOHHO-
bubnnoTeyHas cuctema. — Pexum goctyna :
http://biblioclub.ru/index.php?page=book&id=93351

3 lonvkos, A. M. 3awmTa MHGoOpMaLMM B MHPOKOMMYHUKALMOHHbBIX CUCTEMAX U ceTax : y4ebHoe
nocobue : [16+]/ A. M. FTonnMkoB ; TOMCKUIA [OCyAapCTBEHHbBIA YHUBEPCUTET CUCTEM YyNpaB/ieHuns
N pagno35ekTpoHukM (TYCYP). - ToMcK : TOMCKWIA rOCyAapCTBEHHbIN YHUBEPCUTET CUCTEM
yrNpaBJeHNs U pagnodneKkTpoHnky, 2015. - 284 c. : cxem., Tabn., un. - Pexxum goctyna: no
nognucke. - URL: https://biblioclub.ru/index.php?page=book&id=480637 (nata obpalieHuUs:
23.05.2023). - bubnunorp. B KH. - TEKCT : 31€KTPOHHbIN.

B) MH(OPMALIMOHHbIE 371EKTPOHHO-06pa30oBaTe/IbHbIE PECYPChI:

Ne n/n NcToYHmK

1 Bubnunoteka BIY, http://www.lib.vsu.ru

2 9bC «YHuBepcuteTckas bubnnoteka online», https://biblioclub.ru
3 9bC «JlaHb», https://e.lanbook.com

4 Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library



Ne n/n NcToYHUK

5 DNeKTPOHHbIN yH1BepcuTeT BIY, http://edu.vsu.ru

16. MepeyeHb yuebHO-MeTOAMYECKOro obecneyeHus ons CaMOCTOATENIbHOW paboTbl

Ne n/m WCTOYHUMK
1 CepBep y4ebHo-MeToanYeckux matepmanoB ®KH, \\fs.cs.vsu.ru\Library

2 3YMK «MHdpopmaumnoHHas 6e30nacHOCTb MHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

17. ObpasoBaTesibHble TEXHOJIOTUMM, UCNOJIb3YyEeMble NPU peanunsauum y4ebHON AUCLUNIUHBI,
BKJIIOYasA OUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe oby4yeHue (30),
cMeLlaHHoe obyuyeHue):

1. TexHonorum BUpTYyanusaLum:

Cpepga supTyanusauum Oracle/Sun Virtual Box

Cpegna supTtyanusauumn KVM/libvirt
. ObpazoBaTenbHbin NnopTan Moodle (cepsep Moodle BIY)
. CepBepHsble n kaneHTckue OC Microsoft.

. OnepauunoHHasa cuctema GNU/Linux (auctpnbyTtume CentOS).

2

3

4

5. AnnapaTHble ceTeBble 3KpaHbl D-Link, CISCO.

6. ANKLU KoHTuHeHT IPC-25 B ncnonHenun UYC n KLU komnannm «O00 Kopn be3sonacHocTus»
7. MO Secret Net Studio komnaHum «000 Kog BesonacHoCcTu»

8. MO VipNet n MNAK komnaHun OAO NHgpoTeKC.

18. MaTepuanbHo-TexHU4YecKoe obecneyeHne AUCLLUNIIUHDI:

1. JleKuMOHHaa ayamuTopmus, OCHalLleHHas BULEONPOEeKTOPOM.

2. KoMnbloTepHbIN Knacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWEHHbIM MPOrPaMMHbIM
obecneyenmem VirtualBox. O6bem csobonHon nocne 3arpyskm OC onepaTuMBHOM NamMATn Ha paboyee
MecCTo He MeHee 8 I'b (TpebyeTcsa onsd BUPTYasibHbIX MaLUUH).

3. JlabopaTopus 6e30MacHOCTM KOMMbIOTEPHbLIX CETEN BKOYatoWasn: mexceTeBon 3kpaH CISCO cepunm
ASA-5500, mapuwpyTusatopbl n KommyTaTopbl CISCO, D-Link, y4yebHO-MeTOONYECKNA KOMMNNEKC
"be3onacHOCTb KoMmbloTepHbix ceTen" OAO "WHdoTeKC".

19. OueHo4YHbIE CpeAcTBa ANA NPOBEeAEHUA TEKYLLEN U NPOMEXXYTOYHOW aTTecTauun

MopsAoK OLEHKM O0CBOEHMS 00yYaoLWMMNCS y4ebHOro MaTepmana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasnenos AUCLMMINHGI:

Ne n/m Pa3pgensl Kon komneTeHumn Kop nHgmkaTtopa OuUeHOYHble CpeacTBa AN
OUCLUUNNHBI Tekyllen aTTecTaummn
(Mopynn)

1 1,2 OMnK-9 OlnK-9.9 JTab.1, K.P.1

2 4,5 OnkK-16 OfMK-16.1 Nab6.3,4 , K.P.2



Ne n/n Pa3pgensl Kol komneTeHumn Kop nHamkaTopa OuLeHOYHble CcpelcTBa A4

ONCUUMINHBI Tekyllen aTTecTaummn
(Mozynn)

3 10 ONK-16 OMK-16.2 Na6.13 , K.P.3

4 5 OlNK-16 ONK-16.3 Nab6.4 , K.P.2

5 6 ONK-16 ONK-16.4 Nab.5 , K.P.2

6 12 ONK-16 OMK-16.5 Na6.15 , K.P.3

7 9 OMNK-16 OMNK-16.6 Nab6.9 , K.P.2

8 12 ONK-16 OMK-16.7 Na6.15 , K.P.3

9 7-11 OlNK-16 ONK-16.8 Na6.16,17,10,14

10 10,12 OlNK-16 OMNK-16.9 Nab.15,11

11 3,10 OMNK-16 OMK-16.10 Na6.1,13

12 9 OrK-8 OnK-8.11 Nab.9

13 2 OrnK-9 OMNK-9.11 Nab.2

14 2 OnK-9 OMK-9.12 Na6.2,8

15 3 OlK-15 OMNK-15.7 Nab.1,7

16 3,4 OMK-15 OMK-15.8 Nab.1,6

17 1,2 OMNK-11 ONK-11.10 Nab.1

MpomexyTo4vHas aTTecTaumns

dopMa KOHTPONA - DK3aMeH

OueHOYHbIE CpeacTBa A5 MPOMEXYTOYHOM aTTecTaumm

MncbMeHHas KOHTposibHas paboTa. Bce nabopaTopHble 3agaHuns Kypca.

20 TunoBbie OLeHOYHbIE CPeACTBa M METOAMYECKMe MaTepuabl, onpegensiol e npoueaypbl
OLLeHUBaHMA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorua npoBepeHus:

TeKkylaa aTTecTauns NnpoBoaMTCs B popMax MUCbMEHHbIX (MK B 3/1EKTPOHHOM BUAE Ha canTe
edu.vsu.ru) KOHTPObHbLIX paboT No nekumnam n nabopaTopHbiX 3agaHMn. OLLEHKIN 3@ BOMPOChI KaX 40N
KOHTPOJIbHON PaboTbl CyMMMPYIOTCS U CyMMa 3aTeM HopMupyeTcs K 50-6annbHoMy 3HaveHuto. Kaxxaas
nabopatopHasa paboTa oLeHMBaETCHA KaK BbINOJIHEHHAA UV HEBLINOJHEHHASA COrJIaCHO KpUTEpUsaM B eé
onucaHum Ha edu.vsu.ru. B KOHLLE ceMeCcTpa BblYNCASETCA CPpeaHAs OLUEHKa 3a BCE KOHTPOJIbHbIE PaboThl
1 nabopaTopHble 3a4aHNA. OTa OLEHKa ABASETCA OLEHKON 3a paboTy CTyLeHTa B Te4eHue BCero
cemecTpa M UCNoJib3yeTca )19 pacyeTa UTOrOBOW OLEHKM Mo npegMeTy (cM. pasgen 20.2).



CooTHOLUEeHWe noKasaTenewu, KpuTepues U WKaJibl OLEHUBAHUA pe3ysibTaToB 06y'-|eHm|

KpnTepun oLeHnBaHNS KOMNETEeHLWIA YpoBeHb

ChOPMUPOBAHHOCTM
KOMMNETEHL NN

BepHble 0TBETHI Ha BCe BOMPOCHI KOHTPOJbHOW paboTbl. Bce  TOBbIWEHHEIN

KpUTEpUK BbINOJHEHNS 1 paboTocnocobHOCTU B YPOBEHb
nabopaTopHbIX 3alaHNsX - YA0BIETBOPEHDI.

BepHble 0TBeTbl Ha 60JIbLUYIO YaCTb BOMPOCOB KOHTPOJIbHON  ba30BbIi

paboTbl. Bosblas YacTb KPUTEPUEB BLIMOSHEHNS 1 YPOBEHb
paboTocrnocobHocT B nabopaToOpHbIX 3a4aHUSAX -

yZOB/IeTBOPEHa.

BepHble 0TBETHI Ha Hanbonee BaXxHble YacTy BOMPOCOB MoporoBbli

KOHTPOJIbHOW paboThkl. ba3oBas YacTb KPUTEPUEB BbINOJHEHUS YPOBEHb
1 paboTocnocobHocTM B NnabopaTopHbIX 3afaHNAX -

yAOBNETBOPEHA.

HeT nnn KpalHe Mano BepHbIX OTBETOB Ha Hanbosiee BaXKHble -

4aCTU BOMPOCOB KOHTPOJIbHON paboThl. ba3oBas 4acTb

KpUTepueB BbiNosHeHNs 1 paboTocnocobHoOCT B

nabopaTopHbIX 3alaHNsX - He YL0BNIETBOPEHA.

dopMUpoBaHMe OLLEHOK:

LLIkana oueHoK

OTANYHO

XopoLwuo

y,EI,OBJ'IeTBOpI/ITeJ'IbHO

HeynoBneTBopuTENLHO

Mpy OLLEHVBAHMM Pe3yNibTaTOB TEKYLLEN aTTecTalmn NCNo/b3yeTCs KOIMYECTBEHHAs LWKaa OLEHOK.
YnomsaHyTas Bbilwe 50-6annbHas cpefiHAs oLeHKa onpenenseT ypoBeHb CHOPMUPOBAHHOCTH

KOMMETEHLMIA 1 BANSET Ha UTOrOBYIO OLIEHKY (cM. pa3zgen 20.2).

Bonpockl K UTOroBOM KOHTPOJIbHOU paboTte 1

1. Moyemy pona port-security Yawe ncnonb3ytoT MAC, a He 6osiee HagexHbIn 802.1x . OnuwmnTe 4TO
HY>KHO, 115 KOHPUIyprpoBaHuWa (Mo Waram) nepsoro 1 BTOPOro BapuaHTa u, ecyiv ecThb,

BO3MOXXHble CLUEHapPUK NpeonosieHNA 3TUX crnocoboB 3alnUThI.

2. B xope kKoHgurypuposaHus VIPnet Ha paboyem mecTe agMuUHUCTpaTopa ¢ nomowsio LIYC
BbINONIHEHA aApecHas agMUHMUCTpauma ceTu n fobasneHo HoBoe paboyee mecTo (Al). Kakune

ypoBHW/BMAA WngpoBaHma ByayT 3a4eCTBOBaHbI MPW NOCLIIKK NOJiIb30BaTENEM 3aln(pPOBaHHOIO
NMMCbMa Ha 3T0T All, Kakue COOTBETCTBYIOLME KoY NoTpebyoTcs Ans paclinppoBaHns
Co0bLLEeHNSs, TAe 3TN KOHYN HAX0AATCA (KOMY MpUHaanexaT/LoCTynHbI).

. B xopne koHdurypupoaHusa VIPnet Ha paboyem MecTe agMuUHMUCTpaTopa C nomowbto LYC
BbIMOJIHEHA afpecHas agMUHUCTPauma ceTn n gobasneHo HoBoe paboyee mecTo (All). Kakne
KJIO4YN [OSDKHBI ObITh NepefaHbl Ha All, Kak OHUW CBfi3aHbl Mexy cobon 1N KaKoBO Ha3HayeHue
Kaxxaoro?

. He 3apabotan AMNKLL B ponun kpuntownto3a: B MY UYC cTtaTyc "He BKAtOYeH". Bbl pewmnan
npoBepuTb LOCTYNHOCTb AMKLL cO CTOpOHbI KOMMbOTEpa agMUHUCTPATOPa KOMaHAOW ping.
KomaHfa rnokasasia TaumayTbl OT IP-agpeca KpunToLwto3a. F0BOPUT S 3TO O TOM, 4YTO KOMMblOTEP
AQMUHNCTpPaTOpPa U KPUNTOLLO3 B AaHHbIA MOMEHT He obMeHMBalOTCA NnakeTamMn? B Kakon
nocaenoBaTeNbHOCTY Bbl Obl McKann npu4mHy no kotopon AMKLL "He Bknyen" B MY LLYC 1 KakoBbl
BO3MOXXHbl€ NMPUYMNHbI 3TOr0?

Bonpochl K MTOroBoM KOHTpPOJibHOM paboTte 2

1. B xone KoHpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTOpa € NoMoLwbio LIYC



BbINOJIHEHA afpecHasa aAMUHUCTpaumMa ceTn n gobasieH HOBbIN NoJib30BaTeb. Kakune Kno4m
LO/MKHbI BbITb NepefaHbl NOJIb30BaTESI, KaK OHU CBA3aHbl Mexxay coboi 1 KaKoBO Ha3HavyeHue
Ka)kgoro?

2. Kak npoBepuTb paboTy KpUNTOKOMMYTATOPOB, PACNONIOXKEHHbIX B (hunnanax? B 4em oTanyme ot
L3VPN peLleHunsa C Cnosib30BaHNEM KPUNTOKOMMYTaTOPOB?

3. B xope nabopaTtopHbix Bbl co3naanu VPN-nogkaoyeHne PPTP n aHanornyHoe no yHKLMoHany
L3VPN pewleHune oT Kona BesonacHocTu ¢ npumeHeHrem AMKLL KoHTHeHT. Kak oT/in4yaeTcs
CKOPOCTW pa3BepThIBAHNS 3TUX PeLLeHn N8 CO34aHNS 3aLlMLLEHHON CETM C 04eHb 60MbLLMM
KONM4ecTBOM paboymx MecT (Toyek noakntodeHmsa K VPN)? O6bsACHMTE NoYeMy 04HO U3 pelleHunin
notpebyeT 3Ha4yMTeNbHO 6OMbLLEr0 BpEMEHUN 1 yCcuauiA. OnuwmnTe No waram nociefoBaTebHOCTb
LencTBui no paseepTbiBaHnto PPTP 1 CO-KOHTUHEHT peLueHuni.

4. B xope KoHgurypuposaHusa ViPNet Ha paboyeM mecTe agMuHUCTpaTopa notpebosanonce LobaBuTb
ewie oanH "ABOHEHTCKUIA MyHKT" NS agMUHUCTPALLMM HOBOrO palloHa ropofda. OnuwuTe
nocnenoBaTeslbHOCTb AeNCTBUIA aaMuHuUCcTpaTopa ViPNet (cxemaTU4HO, HO MO Waram) gns
BBeAeHUS 3TOoro All (KOMMNbIOTEP YXXe 3aKyrneH).

5. B xone kKoHhurypuposaHus B MY LLYC 6bi1 C034aH HOBbI KPUNTOLLJIO3 A1 aAMUHUCTPaLMN
HOBOIro pavoHa ropoga. OnuwuTe NnocaefoBaTeNlbHOCTb AENCTBUA adMUHUCTPaTOpPa (CXeMaTWYHO,
HO MO LWaram) no ganbHenLen HaCTPOMKE 3TOr0 KPUMTOLLSIO3a.

6. MNpeumywectBa 1 HegocTaTkM MC3 ¢ 5-3neMeHTHbIM KopTexeM (5-tuple).

Bonpockl K UTOroBOM KOHTPOJIbHOU paboTte 3

1. [1na vero ucnonb3yoTcs uabTpbl IPsec? Kakne nocnenctens npuMeHeHus IPsec 6e3 punbTpos
nnm ¢ rpybeiMm hnnbTpaMm (Hanpumep, TeMU, YTO YCTaHOBJIEHbI MO-YMOYaHWIO Ha BUPTYasibHbIX
MalUnHax nabopaTopHbIX 3aHATUIA 3TOro Kypca)?

2. KakoBa cneumduka paboTsl IPsec npu ncnonb3osaHmm NAT (Kak pellatoTca npobnemsl 1 B Kakon
CTeneHn nx BoobLLe BO3MOXKHO peLnTb)?

3. B Kakux cueHapusx Lenecoobpa3Ho UCMONb30BaTb TPAHCMOPTHbLIN, @ B KAKUX - TYHHEJIbHbI PeXUM
IPSec?

4. OnNULLINTE XU3HEHHbIV LMK 3aKPLITOro K/to4a: rae npoucxoamnT ero (opMnpoBaHune, rae OH MoXeT
XPaHUTbLCA, Kyfa MOXeT nepemMellaTbca/nepenaBaTbCs.

Mepe4yeHb nabopaTopHbIX 3amaHUN

JNlabopaTopHble 3afaHuns (noapobHoe onucaHme, a Takxe Heobxoaumoe MO, KOHGUTypaLOHHbIe aiibl, CKPUMTBI
N NOACHEHMS HaxoaaTca Ha cepBepax \\FS\Library, edu.vsu.ru)

1 Peanusauuns IPSec B3auMoaencTBma MeXay ABYMS KOHEYHbIMU CUCTEMaMU.

3 ®opmumpoBaHme VPN-ceTr C NCMo/ib30BaHNEM pacrnpenesieHHON NPOBEPKM MOAJTMHHOCTH.

4 ®opmumpoBaHme VPN-ceTn C NCnosib30BaHWEM LIEHTPAIM30BaHHOW MPOBEPKU NOANMHHOCTM Ha AAA-cepBepe
(RADIUS).

5 CeTeBON KapaHTUH.

6 Co3paHue KoprnopaTUBHOMN nepapxmyeckon cuctemsl PKI.

7 BHepnpeHmne PKI Ha ocHOBe 0TeYeCTBEHHbIX KPUMTOaJIropuTMOB.

8 CmapTkapThbl 1 PKI.

10 OrpaHuyeHune BbinosHeHNA MO B KOHeYHbIX cucTemax. Secret Net Studio




11 PacnpeneneHHoe 1 LLEHTPaN30BaHHOE yrpaBieHne 06HOBNEHNAMM.
12 CeTeBble 3KpaHbl 1 TUMOBLIE aPXUTEKTYPbI Ha UX OCHOBE.
13 ObecneyeHmne /b Ha 2 ypoBHe KoprnopaTuBHbIX ceTei. APR.
14 AnnapaTHble cpeacTsa IPSec n VPN.
15 AnnapaTHble ceTeBble 3KpaHbl: IPS/IDS (CISCO ASA, D-Link DFL, ViPNet-IDS)
16 ViPNet Custom
17 | ANKL KOHTUHEHT.

OueHKa OCTAaTO4YHbIX 3HAHUM

OnkK-8

3afaHunsa 3aKpbITOro TMNa

1.

He 3apaboTan AMNKLU B ponn kpuntowtosa: B MY LUYC cTtaTyc "He BKAo4YeH", Tabauua arp
noka3sbiBaeT oTCcyTCcTBME oTBeTa 0 MAC-aapece oT AlMKLL. BO3MOXXHble NPUYMHbLI TaKOro cTaTyca?

A. HeBepHas IP-KoHpUrypauma komnbtoTepa yrnpasaeHusa nam AMNKLL

B. HecooTBeTCTBUE KtOYeBON MHpopMaumm AMKLL v MY LYC

C. oTcyTCTBME MpaBul, pa3peLlatoLlmx NPOXoXXAEeHNe NakeToB A4Jig ping

D. HeucnpaBHOCTY (hM3MYeCcKoro nofknoveHns komnototepa ¢ MY LYC nan AMKLL k ceTn
e MOXeT popMMpOoBaTLCA Mapa KJKYen npu co3gaHnm ceptudurkata B PKI ?

A. Ha cMapT-KapTe

B. Ha CTOpOHe yO0CTOBepSAIoLEero LeHTpa

C. Ha CTOpOHEe KOPHEBOro yL0CTOBEPSAOLLEro LeHTpa

D. Ha cTopoHe CRL

E. Ha cTopoHe AIA
B xone koHdurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTopa € nomoLubio LIYC
BbINOJIHEHA aApecHas aAMUHUCTPaLMS ceTn 1 fobaBneH HOBLIN NONb30BaTeNb. Kakue Kayu
LOJDKHbI BbITb MepefaHbl NoNbL30BaTEN0?

A. K04 obMeHa KOIEKTUBOB, KJIOYM 3aLLMUTbI KtoYyen obMeHa, kato4vm cessm ¢ LIYC

B. Kt04M 3aMThl KtoYen obMeHa, LEeNCTBYOLWMIA NEPCOHabHbIN KAK0Y, K4 NO4ANCH

C. Kno4n obMeHa KOIEKTUBOB, LENCTBYIOLLNIA NEPCOHAJbHBIA KOY, KNOYX NOAMNCY

D. kato4m obMeHa KONNEKTUBOB, KJOYN 3alMThl KJlo4Yen obMeHa, AENCTBYIOLWMUA NePCOHANbHBIN

KJTI0Y
E. kNo4n obMeHa KONNEKTMBOB, KJIOYM 3alUnTbl KNoYen obMeHa, Kno4vm nognucu
F. 0eNCTBYIOLWMUI NepcoHasbHbIN K04, K04 MOANNCH

4. KomnoHeHTbl VPN (Kak cucTeMbl yAasleHHOro 4oCTyna) MoryT BKJIIOYaTh:

A. NYS
B. YP

C. AAA
D. WPA
E. AIA

5. Kakune CyWecCTBYHT METOAbl BOCCTAHOBIEHNA 3aKPbIThIX Knto4en, Hanpumep, B Cyyvae ux

noBpexaeHuns?
A. areHT BOCCTaHOBJIEHUA KIOYEN
B. akcnopT
C. areHT BOCCTaHOBJIEHUS AaHHbIX



D. wabnoH cepTudumkaTa
E. oT3bIB cepTuhnkaTa
6. B xone koHpurypuposaHus ViPNet agmnHucTpaTopy notpebosanock fobaBuTh eLle 0anH
"ABOHeHTCKMI MyHKT" A% agMMHUCTPALIMM HOBOrO palioHa ropoda. B nocnemoBaTenbHOCTY
fenctenn agmuHncTpaTtopa ViPNet nna seegerHus 3toro Al (KOMMbOTEP YXKe 3aKynieH)
obasaTencHo byneT cneayoLwnia war:
A. konupoBaHue Ha Al guctpubyTunsa Knoyewn
B. paboTa c YKL,
C. PaboTta c lenoson MNMoyTtomn
D. konupoBaHue Ha All kJlo4el nonb3oBaTens
7. Kak npoeepuTb paboTy KpUNTOKOMMYTaTOPOB, PAcnosIOXKEHHbIX B (huivanax?
A. ping Ha y3en BHyTpW O4HOWN IP-ceTn; y3en foMKeH HaX04MUTbCA B LPYroM uavane
B. ping Ha y3en IP-ceTu gpyroro ¢punnana
C. ping Ha y3en BHYTpW ogHon IP-ceTu; y3en OOJ/KeH HaxXoAUTbCSA B TOM Xe gunane
8. BbibepuTe BMA TOMOMOrUN CETEBbLIX IKPAHOB,
A. UeHTpann3oBaHHas
B. bacTtnoH
C. PacnpepneneHHas
D. AKTuBHas
E. MNaccusHas
9. BbibepuTe BMA TOMOMOTrUN CETEBbLIX IKPAHOB,
A. UeHTpannsoBaHHas
B. CnnHa-k-crnvHe
C. PacnpepneneHHas
D. AKTuBHas
E. MNaccusHas
10. BbibepuTe BUA TONOMAOr NN CETEBLIX IKPAHOB,
A. UeHTpannsoBaHHas
TpexHoras
PacnpeneneHHasn
AKTUMBHas
MaccrBHas

mOUOw

3a4aHnsa OTKPLITOrO TUNa

1. Bbl nuete HencnpaBHOCTb IPsec (HeBepHas KoHpurypaums, IPsec - He paboTaeT). [1ns 3T0r0
BKJIOYMAMN 3aXBaT BCEro Tpahmka Yepes MHTeptenc n MHALMMPOBaan nepeaayy AaHHbIX.
BbIK/1104MB 3aXBaT, NakeTbl KAKOr0 NPOTOKO/1a Bbl yBUAUTE nepBbiMy, ecsin pasa IKE Havana
paboTy?

2. Cambl 6bICTpbIN BapuaHT npoBepkn CRL (B ny6anyHbIX ceTax) TpebyeT BapuaHT onybankoBaHms
(HTTP, HTTPS, OCSP, CIFS/SMB, FTP):

3aflaHune C pa3BEPHYTHIM OTBETOM

1. Yto npenctasnsieT coboit TexHonornyeckoe peweHune Microsoft "wabnoHsl cepTngmkaTos"? Kakumm

WHCTPYMEeHTaMu C HUMK paboTatoT 1 419 Yero OHW UCNOJIb3YTCA? (BCMOMHUTE nabopaTopHble)
Oonk-9

3afaHns 3aKPbITOro TUMa
1. ®opmupyeTCa HOBasA 3alluLLLeHHAs CeTb C ncnonb3oBaHuem AMNKLL KOHTUHEHT.
MocnepoBaTenbHOCTb AENCTBUI MO BKOYEHUO B ceTb LIYC BkJloyaeT B cebs.
A. nepepaTb KOYEBYIO UHGMOPMaLMIO Ha HocuTene u3 AMKL B8 MY LYC



B. BbINOAHUTE MHUUManun3aumio LIYC Ha cTtopoHe MY LYC

C. nepegnaTb KJOYEBYIO UHDOpMaLmMo Ha HocuTene ns My UYC s AMKLL
2. Hazosute Tun(bl) YL, npremnemole g nofayveHus cepTuUKaToB 415 CMapTKapT NoJib3oBaTenen

VPN.

A. Standalone, Enterprise

B. Root, Subordinate

C. Public

D. Private
3. Kak BO3HMKaeT rnapa KJ4en npu cosgaHum ceptudukata B PKI?

A. reHepupyeTcCsi Ha CTOPOHE KJIMeHTa

B. reHepupyeTCs Ha CTOPOHe yA0CTOBEPSAIOLLErO LieHTpa

C. reHepupyeTcs Ha CTOPOHEe KOPHEBOIro yA0CTOBEPSIOLWLero LeHTpa

D. reHepupyeTcs Ha cTopoHe CRL

E. reHepupyetca Ha cTopoHe AlA

4. B xoge KoHpurypupoBaHus VIPnet Ha paboyem mecTe agMUHUCTPaTOpPa C nomolubio LIYC
BbIMOJIHEHA aZipecHas aAMUHUCTpaumnsa ceTn n gobasneHo HoBoe paboyee mecTo (All). Kakue
KJII04M OOJKHbI ObITh NepenaHbl Ha All?

A. KJlo4n obMeHa KOMNEKTUBOB, KOYM 3aLlMThl Kato4en obMeHa, katoum ceasm ¢ LIYC

B. K04M 3alMThl KtoYe obMeHa, OEeNCTBYIOLWMIA NEPCOHAJbHbIN KA0Y, K04 NOANNCH

C. ko4n obMeHa KOIIEKTUBOB, OENCTBYIOLLINA NEPCOHANbHbIA KITHOY, KOYX NOAMNCH

D. knto4m obMeHa KONNEKTMUBOB, KMOYN 3aLlMThl KJlo4Yen obMeHa, AENCTBYIOLWMUIA NEPCOHANbHbIN
KJIt0M

E. knto4ym obmMeHa KoONeKTUBOB, KJIOYN 3aLLnThl KaoYern obmeHa, K4y noanmncu

F. 0encTBYOLIUIA NepCoHasbHbIN K04, K04 MNOANNCH

5. B xoae kKoHgpurypuposaHus VIPnet Ha paboyem MecTe agMuUHUCTpaTopa ¢ nomowblollYC BbinosHeHa
afpecHas aaMMHUCTpaums cetn n nobaBneH HOBbIV NOJb30BaTeNb. Kakne KoY A0/KHbI ObiTh
nepenaHbl NoJib30BaTeNO?

A. knto4m obMeHa KOIEKTUBOB, KJTHOYM 3aLlUTbI KoYen obmeHa, Knoun ceasm ¢ LYC

B. KJ04M 3aWuThl KAtoYen obMeHa, AeNCTBYOLNA NEePCOHANbHbIN KIIOY, KJIK04M NOANNCH

C. Kno4n obMeHa KONNEKTUBOB, OENCTBYIOLMIA NEPCOHAbHBIA KKOY, KAOYX NOAMKUCK

D. knto4m obMeHa KONNEKTMBOB, K/OYN 3alMThl KJlo4Yen obMeHa, AENCTBYOLWMUIA NEPCOHANbHbIN
KJTH0Y

E. Kno4n obMeHa KONIEKTMBOB, K/OYN 3aLLNThl KtoYern obMeHa, Kayy nognucu

F. DencTByloWMiA NepCcoHaNbHbIN K04, KUY NOANUCK

6. Kakue yaszsumocTu B PKI nossnsawTca npu ncnoss3osaHum KRA?
A. nepepaya OTKPbLITOro KJto4a Yepes ceTb
B. mepenadya 3akpbITOro Kj4va 4epes ceTb
C. nepepnayva K/04eBOW Napbl Yepes ceTb
D. reHepauusa KJl04EBOW Napbl HE Ha CTOPOHE KJMEeHTa

7. Kakue yassumocTu B PKI nosasnsoTca npu ncnosibosaHum KRA?
A. nepefaya OTKPLITOroO KJl04Ya Yepes CeTb

XPaHeHue 3aKPbLITOro KJlo4a He Ha CTOPOHe KJIMeHTa

nepegava KJ4eBOn napbl Yepes ceTb

reHepauuns Kao4eBon napbl He Ha CTOPOHE KNeHTa

XPpaHeHne OTKPbLITOro Kto4a He Ha CTOPOHE KJIMeHTa

mOOw

8. Kakue 4aCTU4HO 3aKpbITb yA3BUMOCTU B PKI, KOTOpbIE MOABAATCA Npu Ucnosib3osaHum KRA?
A. MOCTOSAHHO He XPaHWTb 3aKPbITbIN K04 Ha CTopoHe Ba3bl KRA.



B. HuKoOrga He nomeLlaTb 3aKpbITbI K04 Ha cTOpoHe 6a3bl KRA
C. He oCyLLeCTB/IATL Nepefady 3aKpbITOro K/0Ya Yepes CeTb.Ccccce
9. Kakue cyLecTBYIOT MeTobl BOCCTAHOBJIEHWNA 3aKPbIThIX K/OYEN, Harnpumep, B Cylydae nux
noBpexaeHuns?
A. uMnopT
B. akcnopT
C. areHT BOCCTaHOBJIEHUS OaHHbIX
D. wabnoH cepTugumkaTa
E. oT3bIB CepTuurkaTa
10. Kakwue cyLecTBYOT METOAbI BOCCTAHOBJIEHNS 3aKPbITbLIX K/OYen, HanprMep, B cJlyvae nx
noBpexaeHuns?
A. kra
3KCnopT
areHT BOCCTAHOBNEHNSA OaHHbIX
wabnoH cepTudmKaTa
0T3bIB CepTUdMKaTa

mOUOw

3a4aHnsa OTKPLITOrO TUNa

1. VI3 Tpex 0CHOBHbIX CBOMCTB MHDOPMALMN: LLeIOCTHOCTN, OOCTYNHOCTU U KOH(DUAEHLUMANBHOCTH,
npoTokon AH B IPsec npumeHsieTcs ans obecnevyeHns CBONCTBaA

2. M3 Tpex 0CHOBHbIX CBOMNCTB MH(OPMaLMK: LEeNOCTHOCTU, AOCTYMHOCTM N KOHPUAEHLUNAbHOCTH,
npoTokon ESP B IPsec npumeHsieTcs ana obecnevyeHns CBOMCTBA:

3afaHue C pa3BEPHYTHLIM OTBETOM

1. B 4eM OTANYUSA TPAHCMOPTHOMO OT TYHHENbHOro pexuma IPSec? B Kakux cLeHapuax uenecoobpasHo
MCNONb30BaThb KaXK bl pexum?

OnkK-11

3a[aHun4 3aKpbITOro TMNna

1. B xone KoHpurypuposaHus ViPNet agMuHucTpaTopy notpebosanock fo06aBnThb ewe 0anH
"ABOHeHTCKMI MyHKT" AN1S agMUHUCTPaLLMM HOBOro palioHa ropoda. B nocnenoBaTenbHOCTY
nencteun agmuHucTpaTtopa ViPNet aons BBefeHusa 3Toro All (KOMMbIOTEP Y)Ke 3aKyrneH)
obs3zaTenscHo ByneT cnefyowmi war:

A. chopMmupoBaHue AnCTpnbyTrBa KtYen
B. paboTa ¢ YKL,

C. PaboTta c Oenosoi Moyton

D. YctaHoBka KoopanHaTopa

2. Y10 HeobxoamMo caenaTb B MepBYIO 04epelb, Npy NoTepe CEKPETHOro KYa 0T cepTudukaTa
noJib30BaTesis, UCNOJIb3YyeMOoro A5 NPoBepKy NOLJIMHHOCTN.
A. pobaBnTb CepUnHLIN HoMep cepTudgmkata B CRL
106aBUTb CEPUIHLIN HOMep cepTudurkaTa B AlA
nobaBnTb oTnevyaTok cepTudukaTa B CRL
BOCCTAHOBMWTb 13 apXMBa COXPaHEHHbIV NpeaBapuTesbHO KJI0Y
obpaTnThca K KRA nnst BOCCTaHOB/IEHMUS

mOOw

3. Kak npoBepuTb paboTy KPMNTOKOMMYTATOPOB, PACMOJIOXEHHbIX B (huinanax?
A. ping Ha y3en BHYTpW 0AHOMO CErMeHTa, HO HaXOAALWErocs B ApyroM cunmane
B. ping Ha y3en BHYTpW 0JHOT0 CErMeHTa, HaxoAsLLIerocs B TOM Xe duavane



C. ping Ha y3en B ApYrom CErMeHTe, HaXoAsALLMIACS B TOM Xe duavane
D. ping Ha y3en B ApyroM CerMeHTe, HaxoAsALLMACA B ApyroM dpunnane

4. B xoge nabopaTopHbIX Bbl co3aaBanu VPN-noakatoyeHne PPTP 1 aHanormyHoe no yHKLUoHany

10.

L3VPN peweHune ot Kopa be3sonacHoctu ¢ npuMeHeHnem AMNKLU KoHTuHeHT. Kak oT/indaeTcs
CKOPOCTW pa3BepTbiBaHNS 3TUX pelleHnid AN9 CO34aHNS 3alULLEHHON CeTM C 04eHb 60MbLLMM
KONMYECTBOM paboymx MecT (Toyek noakntoyeHns K VPN)?.

A. pa3BépTbiBaHune CL Ha AMKLL KOHTMHEHT MeafieHHee

B. pa3BépTbiBaHme C[ HaAMKLI KoHTUHEHT bbicTpee

. B xope nabopaTtopHbix Bbl co3naanu VPN-nogkaoyeHne PPTP n aHanornyHoe no gyHKLMoHany

L3VPN peweHune oT Koga besonacHoctu ¢ npuMeHeHrem AMNKLL KOHTUHeHT. Kakum obpa3om
nepenaértca KoHpurypauma knmeHTa CO AMNKLL KOHTUHEHT ?

A. 4yepe3 rpynnosyo NOANTUKY

B. nepenaétca Habop napamMeTpoB: agpec, Ms NnoJib3oBaTens u T.4.

C. nepepaetcs hann C napameTpaMu KOHGUrypaLum

B xone koHgurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTOpa € nomolubio LIYC
BbINOJIHEHA afpecHasa aAMUHUCTpaumnsa ceTn n gobasneHo HoBoe paboyee mecTo (All). Kakune
YPOBHW/BUIbI LM POBaHNA ByayT 3a4eCTBOBaHbI MPY MOCLIIKK MOJb30BaTENEM 3aLlUNGPOBAHHOIO
nucbMa Ha 3ToT All?
A. Ha NPUKIaOHOM U CETEBOM YPOBHSX
Ha NpUKJagHOM YpOBHE
Ha CETEBOM YypOBHe
Ha TPaAHCMOPTHOM YPOBHE
Ha CETEBOM U TPAHCMOPTHOM YPOBHSX
Ha NPUKJagHOM M TPAHCMOPTHOM YPOBHSAX
Ha CETEBOM U KaHaJ/IbHOM YPOBHSX
Ha KaHaJIbHOM YpPOBHe

TOmmUOUOw

. ®opMumpyeTCa HOBaA 3alluLLLeHHAs CeTb C ncrnonb3oBaHnem AMKLL KOHTUHEHT.

MocnenoBaTeNbHOCThb AENCTBUIA MO BKAOYEHMIO B ceTb LIYC BktovaeT B cebs.
A. BbINOAHUTL MHUUManu3aumo LYC Ha ctopoHe AMKLL
B. BbINOAHUTL MHULUKMann3aumto LIYC Ha cTopoHe MY LYC
C. nepefaTb KJKOYEBYIO UHopMaumMio Ha HocuTene ns MY UYC s AMKLL

YTo Takoe ygocTosepstowm ueHTp (CA - Certification Authority)?

cepBep, KOTOPbLIM NOANUCLIBAET AaHHble CybbeKkTa 1 ero OTKPbIThIN KoY
cepBep, KOTOPbIA NOAMUCHIBAET AaHHbIE CYyObeKTa 1 ero 3aKpbITbI K04
cepBep, KOTOPbIN MNOAMUCLIBAET OTKPLITbIA KoY CybbekTa

cepBep, KOTOPbIA NOAMUCHIBAET 3aKPbITbIN K04 CybbekTa

cepBep, KOTOpbLIN NOAMUCLIBAET AaHHble CybbekTa

mOoO®m>

HazoBuTte Tunsbl ygoctosepstowero LeHTpa (CA - Certification Authority), ¢ To4YkK 3peHns
(PYyHKLMOHANBHOCTY U MOLLEPXKKM CETEBbLIX MPOTOKOJI0B

A. Standalone, Enterprise

B. Root, Subordinate

C. Public

D. Private

HazoBuTe Tunbl ygoctosepstowero ueHTpa (CA - Certification Authority), ¢ To4ykmn 3peHns PKI-
nepapxumu
A. Standalone, Enterprise



B.
C.
D.

Root, Subordinate
Public
Private

3alaHNs OTKPLITOro TUna
1. B cTaHAapTHbIX (BCTPOEHHLIX) NoAnTUKax IPsec nabopaTopHbIX KOMMbIOTEPOB, Kakoe K0-BO
unbTpoB ana IPsec cooepxnTcs (MpeaBapuTesibHO CO34aH0).
2. B KOMaHMM eCcTb BHYTPEHHAS C€Tb, HECKOJIbKO CEPBEPOB, KOTOPbIE A0JIKHbI ObITh 4OCTYMHbI N3BHE,
B ceTu MHTepHeT (DNS, noyToBhkIn). Kakas abbpeBnaTypa ONMCbIBAaeT CETb, B KOTOPO HAX0OATCS
cepsepbl DNS, no4TOBbLIN 1 T.MN.7?

3aflaHune C pa3BEPHYTHIM OTBETOM
1. Y7o Takoe L2 VPN? OnnwunTe cLeHapum, Npu KOTOPbIX BO3HMKaeT HeoOX0AMMOCTb B peann3auunm 3Town
TexHosiornu.

OnK-15

3afaHun4a 3aKpbITOro Tuna

1. KomnoHeHTbl VPN (Kak CMCTeMbl YAa/leHHOro 40CTyna) MOryT BKJIOYaThb:
A. DHCP
B. YP
C. NFS
D. WPA
E. AIA

2. KomnoHeHTbl VPN (Kak CUCTEMbI yAafIeHHOro A0CTYyna) MOryT BK/OYaThb:

A
B
C
D
E

. NAP/NPS
. YP

. NFS

. WPA

. AIA

3. B xope koHgpurypuposaHus ViPNet agMuHucTpatopy notpebosanock f06aBuThb eLle 0auH

"Abo

HeHTCKUIA MyHKT" oAS aAMUHUCTPALLIMM HOBOrO paioHa ropoda. B nocnenoBaTenbHOCTY

nencrteun agmuHucTpatopa ViPNet ons BeefeHunsa 3Toro Al (KOMMbIOTEP Y)Ke 3aKyneH)

0643

A

B

C

D

4, Onsa

A.

w

C.
D.
E.

aTenbHo byneT cnenyoLWnia war:

. YcTaHoBKa knmeHTa VipNet
. paboTta c YKL,

. HacTpownka Oenosoi MoYyThl
. YcTaHoBka KoopaunHaTopa

obecneyvyeHns paboTbl KapaHTUHA, HEOBXOAMMO HACTPOUTb U CKOH(UIYPUPOBATb:
NAP/NPS

QPS

APIPA

X-Spider

DirectAccess

5. Kakol Tun yaoCTOBEPSIOWEro LeHTpa NoAoNAET A1 Masioil OpraHM3aLmm B Ka4ecTBe NOCTOSIHHO
paboTatoLLero no BbiNyCcKy CEPTUCMMKATOB U JOMEHHOM OKPYXXeHUn MS?

A
B
C
D

. Root, Enterprise

. Root, Subordinate
. Public

. Private



E. Subordinate, Enterprise

6. Kakon Tun yoocToBepsitoWero LeHTpa MS nogonaeT ANs pefkoro Bbinycka CepTUdMKaTOB,
yOOCTOBEPSOLWMX OPYrie ueHTpbl B 0bLlieM necy JOMeHOB?
A. Root, Enterprise
Root, Standalone
Public
Private
Subordinate, Enterprise

mOOw

7. Kakow Tun yOooCTOBEPSIOLLEro LieHTpa MS nooonaeT AN1s pefKoro BbiMycka CepTU(MKATOB,
yOOCTOBEPSAOLWMX OPYrie LEHTPbI B HECBA3AHHbIX AOMEHax?
A. Root, Enterprise
B. Root, Standalone
C. Public
D. Private
E. Subordinate, Enterprise
8. Kakon Tin ygocToBepsowero ueHTpa MS nogonaeT 419 BbiNyCKa CEPTURNKATOB,
yOO0CTOBEPSOLWMNX BED-CEPBEPBI KPYMHOM KOPNOPAaTUBHOM CETU?
A. Root, Enterprise
B. Root, Standalone
C. Public
D. Private

9. Kakon Tun ygocToBepsowero LeHTpa MS nogongeT 419 BbiNyCKa CEPTURUKATOB,
yoocToBsepsolwmx seb-cepsepbl IHTepHeT?
A. Root, Enterprise
B. Root, Standalone
C. Public
D. Private

10. Kakom Tvn ygocToBepsolero ueHTpa MS nogonaeT a1 BbiMyCKa CepTUPUKaTOB,
yOOCTOBEPSAOLWMX N0SIb30BaTeNeN A1 GaHKOBCKOro NPUI0XKeHNs?
A. Root, Enterprise
B. Root, Standalone
C. Public
D. Private

3a4aHnsa OTKPLITOrO TUNa

1. B cTaHOApTHbIX (BCTPOEHHbIX) NOAUTUKaxX IPsec nabopaTOpHbIX KOMMBIOTEPOB, Kakoe KOJ1-BO
hunbTpoB Ana IPsec cogepxnTcs (NpeaBapuTesibHO CO34aH0).

2. B KOMaHWKM eCTb BHYTPEHHAS C€Tb, HECKOJIbKO CEPBEPOB, KOTOPbIE A0JKHbI ObITh 4OCTYMHbI U3BHE,
B ceTu MiHTepHeT (DNS, no4yToBbi). Kakas abbpeBnaTypa onncbiBaeT CeTb, B KOTOPO HAXOAATCS
cepsepbl DNS, no4yToBbIN U T.M.7?



Nouew

3adaHue C pa3BEPHYTHIM OTBETOM

1. B 4eM oTnm4mne n/mnm HecooTBeTcTBUE IPsec TepMnHy VPN? Kakue cpefcTBa CayXaT Ans oTaagku
IPsec BoobLe n koHkpeTHO B OC Windows? Kakas ponb nonnTuk IPsec, novemy "aemo" noantukm MS
Windows, koTopble cogepxxaT duabTpbl ALL-IP ALL-ICMP 1 BkntovatoT ESP He MoryT 6biTb B 60/IbLLUMHCTBE
peanbHbIX KOPNOPaTUBHbIX CETEN UCMOJb30BaHbI?

OMnK-16

3afaHusa 3aKpbITOro TMNa

1. Kakne meToabl He MOAXOAAT AN1 BOCCTAHOBJIEHNSA 3aKPbITbIX K/OYEn, HanpruMmep, B ciyyae nx
noBpexaeHus (sbibepuTe BCe Takne HenoaxoasLme metoabl)?
A. KonnpoBaHuMe Ha CeTEBOW AMUCK
B. akcnopT
C. areHT BOCCTaAHOBJIEHUS AaHHbIX
D. wabnoH cepTudumkaTa
E. oT3bIB cepTunkaTa
2. Kakue mMeTobl He NOAXOLAT A5 BOCCTAHOBIEHUSA 3aKPbIThIX KOYen, HanpuMep, B Cllyvae nx
noepexaeHus (BolbepnTe BCe Takme HenoaxoasLmne MeToabl)?
A. Jenynnukauns
B. akcnopT
C. areHT BOCCTaHOBJIEHUSA OaHHbIX
D. wabnoH cepTugumkaTa
E. oT3bIB cepTuhnkaTa
3. Kakue mMeToabl He NOAXOAAT A5 BOCCTAHOBAEHMSA 3aKPbIThIX KAOYEN, HanpuMep, B Cllyvae nx
noBpexaeHus (sbibepuTe BCe Takne HenoaxoasLmne metoabl)?
A. BitLocker
B. akcnopT
C. KRA
D. wabnoH cepTudmkaTa
E. oT3bIB cepTuhnkaTa
4, Kakue MeTobl He NOAXOLAT 419 BOCCTAHOBEHNSA 3aKPbIThIX KOYen, HanpuMep, B Cllyvyae nx
noepexaeHus (BolbepnTte BCe Takme HenoaxoasLmMe MeToabl)?
A. n3 apxusa KRA
B. akcnopT
C. areHT BOCCTaHOBJIEHUSA OaHHbIX
D. wabnoH cepTugumkaTa
E. CRL
5. B xone kKoHdurypuposaHus ViPNet agMmnHmncTpaTopy notpebosanocb 4obaBUTb ele oanH
"ABOHeHTCKMI MyHKT" AN agMUHUCTPALIMM HOBOrO palioHa ropoda. B nocnenoBaTenbHOCTY
aencTeum agmmHucTpaTtopa ViPNet gns BBefgeHuns 3Toro All (KOMMObIOTEP Y>Ke 3aKyneH)
obsasaTencHo byneT cneayLwnia war:
A. ®opmuposaHus dst-channa
B. paboTa ¢ YKL,
C. Hactpowka Jenosow MoYyThl



D. YcTtaHoBka KoopanHaTopa
6. [ns obecneyeHmnsa paboTbl KapaHTUHA, HEOBXOAMMO HAaCTPOMTL U CKOHPUIYPUPOBaATh:
A. Certificate Services
QPS
C. APIPA
D. X-Spider
E. DirectAccess
7. Kakow Tun yooCcToBepsIoLero LeHTpa nogongeT 415 KPYNHOW OpraHn3aLmm B Ka4yecTBe NOCTOAHHO
paboTatoLero no BbiNyCcKy CEPTUPNKATOB U JOMEHHOM OKPY>XXeHnn MS?
A. Root, Enterprise
B. Root, Subordinate
C. Public
D. Private
E. Subordinate, Enterprise
8. HazosuTe Tnnbl yoocTtoBepsoLiero ueHTpa (CA - Certification Authority), ¢ Toukn 3peHus PKI-
nepapxmm
A. Standalone, Enterprise
B. Root, Subordinate
C. Public
D. Private
9. ®opmMupyeTCs HOBad 3allmLLeHHasa ceTb C Ucnosib3oBaHneM AMNKLU KOHTUHEHT.
MocnenoBaTeNbHOCTh AENCTBUIA MO BKAOYEHNIO B ceTb LIYC BktoyaeT B cebs.
A. ycTtaHoBKa AlMKLL KoHTnHeHT B pexume LIYC
B. BbINOAHUTL apxuBauuio MY LLYC
C. nepefaTb KJKOYEBYO UHopMaumMio Ha HocuTene ns MY UYC s AMKLL

w

10. ®opmumpyeTCca HoBad 3alUMLLLEHHas CeTb C ucnosb3oBaHnem AMNKLL KOHTUHEHT.
MocnenoBaTeNbHOCTL AENCTBUI NO BKAOYeHU0 B ceTb LIYC BktoYaeT B cebs.
A. ycTaHoBKka AlNKLU KoHTuHeHT B pexxume C[
B. BbINOAHUTL apxuBaumio MY LIYC
C. nepefaTb KJOYeEBYO UHMOPMaLMIO Ha HocuTene 13 AMKLL s MY LYC

3afaHnsg OTKPbLITOro TMna

1. [Ina obecne4yeHns KOHPUAEHUNANBLHOCTM AaHHbIX, NepeaaBaeMbix Mexay MK - paboynum mectom
COTPYAHMKA 1 hann-cepBepoOM KOPropaTUBHONM CeTH, NpuMeHseTcs IPsec. B MoOMeHT paboThl C
thann-cepsepoM Bbl onpenennnu, 4To IPsec paboTtaeT HOpMasbHO, AAHHbIE - 3ALLUM{POBAHBI.
CkonbKko SA ycTaHoBseHO (1, 2 unn 3)?

2. B n3BeCcTHbIX BaM peann3auunsx IPsec, Kakoe K0a-B0 METOA0B ayTEHTUPUKALNN KOHEYHbBIX CUCTEM
06bI4HO peanin3oBaHoO?

3afaHune C Pa3BEPHYTHIM OTBETOM

1. Y1o Takoe KRA, Kak co3gaeTca n paboTaeT? Kakue ysa3smmocTu B PKI NOABNAIOTCA Y KaK UX MOXXHO
3aKpbITb, XOTA Obl YacTUYHO? MNpuBEANTE NPUMEp CLEeHapus, Npu KOTOPOM, HECMOTPSA Ha NoboYHbIe
athheKkThbl, BCE-Taky LenecoobpasHo BBoanTb KRA.

20.2 MpomMeXxyTouyHasa aTrecraums
TexHonorua npoBepeHus:

MpoMeXxyTo4YHas aTTecTauus NpoBOAUTCS B (popMe MUCbMEHHOW KOHTPOJIbHON paboTbl Npw
06513aTe/IbHOM YCJI0BUM BLIMOSIHEHWS B TEYEHUE CEMECTPA BCeX S1abopaTopHbIX 3a4aHUIA U C YHETOM
MOJTyYEHHbIX TEKYLLMX OLEeHOK. OLEeHKM 3a BOMPOChl KOHTPOJIbHOM PaboThbl CyMMUPYIOTCS, CyMMa
HopMupyeTcs K 50-6annbHOMY 3Ha4eHuIo.



TPGGOBaHMﬂ K BbINOJIHEHUIO 3a4aHUM, LUKAJbl U Kputepuu oueHuBaHuA

Mpn oueHMBaHUN pe3ybTaTOB MPOMEXYTOYHON aTTeCTauun NCMosb3yeTcs KoIMYeCcTBeHHas WKaa
oueHokK. CornacHo NonoXXeHuto 0 6anbHO-PENTUHIOBOM cUcTeMe 00yyeHnsi, 50-6annbHas oUeHKa 3a
NTOrOBYIO KOHTPOJIbHYIO paboTy CKNaAbiBaeTCs C OLLEHKOW, MOAYYEHHOM MO UTOram aTTecTaumn.
Mony4yeHHoe 100-bannbHOe 3Ha4YeHNe onpenenseT YpoBeHb CHOPMUPOBAHHOCTI KOMMETEHLMNIA 1
NTOrOBYO OLEHKY (COrNacHO MONOXKEHNO 0 BaNSIbHO-PENTUHIOBOM CUCTEMe 0By4eHNns):

oLeHKa «oT/nm4yHo» - 90...100 6annos
OLEeHKa «xopowo» - 70...89 6annos
oueHKa «yfnoBneTBopuTENbHO» - 50...69 6annos

OLleHKa «HeynoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K MUTOrOBOM KOHTPOJIbHOW paboTe

1 Y10 Takoe IPsec, Kakue 3afayun pewaeT, B YeM OT/INYMe U/Unn HecooTBeTCTBUE TepMuHy VPN? Kak HacTpouTb
IPsec, 4yTo Takoe hunbTpbl, NONUTUKK IPSec? Kakue cpencTBa cyxaT Ans oTnagku IPsec? Kakue y>xe rotosble
noAnTukK IPsec npeakoHgpurypmnposaHbl Ha OC cemencTtsa Windows?

2 OnuwInTe XXN3HEHHbIN LUKN cepTUdmrKaTa OT MOMEHTa ero co3gaHuns. Kak MMeHHo co3faeTcs cepTudukaT, B
Kakow nocnepoBaTenbHOCTW. Kak B 3TOM npouecce y4acTByeT CA? MHCTPYMEHTbI/YTUANTLI A5 BbIMyCKa
CepTUMUKaTOB.

3 Mepbl obecneyeHns nHopMaLnoHHoN Be3onacHoCTM Ana nHGpacTpyKTypbl PKI.

4 YT1o Takoe ypoctosepstowuni LeHTp (CA - Certification Authority)? HasosuTte Tunbl 1 ponn CA. YTo Takoe

nepapxmsa CA, 4T0 NPUHMMAIOT BO BHUMaHME Npu NPOEKTUPOBAHNMN 3TON nepapxmm?

5 YT0 TaKoe TPaHCMOPTHLIA PEXNM N TYHHENbHbIN pexxuM IPsec? Ons yero ucnons3yetcs npotokon IKE B IPsec?
Ons 4ero ncnonb3yoTcs GunbTpbl IPsec?

6 Y1o Takoe WSUS, Kakune 3aaym pellaeT, U3 KakKUX KOMMOHEHTOB cocTouT? YTo Takoe Zero-Day ysa3BUMOCTb?

7 0ns vero ucnonb3ytoTca npoTokonbl ESP AH B IPsec? Kakve npobnembl MOryT BO3HUKaTh Yy IPsec npu
ncnosibzosaHum NAT?

8 Y7o Takoe VPN, nepedyncnmte komnoHeHTbl VPN. Kakne CywecTBYIOT TexHonornm peanmsaumm VPN, kakne
TpeboBaHua K IP-ceT NpefbABAAET KaxK4as TeXHoaornsa?

9 Onsa vero ucnonb3yetcs npotokon IKE B IPsec? YTo Takoe SA, main-mode (0CHOBHOW pexum) quick-mode
(onepaTuBHBbIN pexxnm)? Kakne Tpu Buaa ayTEHTUMUKALMN KOHEYHBIX CUCTEM 00bIYHO MOAAEPKMBAKOTCS B
peanm3aumnsax IPsec? Korga Kakom ncnonb3yerca?

10 YT0 Takoe CeTeBOMN 3KPaH YPOBHS «MPUOXKEHMNSA», B HEM OT/INYME OT CETEBOr0 3KpaHa «MNakeTHbIN (uibTp»?
YT1o Takoe unsolicited Tpaduk 1 yem oTnnyatoTca hanepsosbl statefull n stateless? Kak pa3meLleHbl no
OTHOLUEHWIO K KOPMOPaTWUBHOW CETU CETEBbIE 3KPaHbI, ONMULINTE OCHOBHbIE apPXUTEKTYPSI

11 Y1o Takoe EFS, kakne 3agayum pewaeT, N3 Kaknx KOMMOHEHTOB COCTOUT? KakK TeXHUYecKn peasnmsoBaHa
BO3MO>XHOCTb paclNGpOoBKY halina ApyrnMu rnoab3oBaTeNaMn, MEPEYNCINTE YCI0BUS, B KOTOPbIX 3TO
BO3MOXHO?

12 YT0 Takoe DPI, npumeHumocTb IPS n IDS pelueHunin? CeTeBoN HEATPaNUTET U 0COBEHHOCTY npuMeHeHns DPI B

KOPMNOPaTUBHbIX CETAX.




13 B xone koHurypmnpoBaHus ViPNet Ha paboyem MecTe agMUHUCTpaTopa noTpeboBanoncb gobaBuThb eLe 0anH
"ABOHEHTCKUI MyHKT" ANg aiMUHUCTPALMX HOBOrO palioHa ropoda. OnuwinMTe NociefoBaTeNbHOCTb AENCTBUNA
agMuHucTtpaTopa ViPNet (cxemaTnyHo, HO No Wwaram) A5 BBefeHus 3Toro Al (KOMNbIOTEP y)Ke 3aKyrnJieH)

14 Kak npoBepuTb paboTy KpUNTOKOMMYTaTOPOB, PaCrofIoXeHHbIX B hunvnanax? B yem otanyne ot L3VPN pelueHns
C UCMOJIb30BaHNEM KPUMTOKOMMYTaTOPOB?

15 He 3apaboTan AMKLL B ponu kpunTownto3a: B MY LYC cTtaTyc "He BKAtoYeH". Bbl pelinny npoBepuTb

noctynHocTb AMKLL co cTopoHbl KOMMbOTEPA aAMUHUCTPATOPa KOMaHA oM ping. KomaHaa nokasana TanMayThl
oT IP-agpeca kKpunToLWto3a. [OBOPUT M 3TO O TOM, YTO KOMMbOTEP AAMUHWUCTPATOPa U KPUNTOLLIO3 B AaHHbIN
MOMEeHT He obMeHMBaloTCsA NakeTamn? B Kakow nocnenoBaTenbHOCTM Bbl Bbl Mckann npuynHy no kotopoin AMKLL
"He Bka4eH" B MY LYC 1 KakoBbl BO3MOXHbl€ MPUYNHBI 3TOT0?




