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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
51.B.07 CeTun 1 CUCTEMbI TENEKOMMYHUKALUN
1. Kog n1 HauMeHOBaHMe HanpaBJieHUA NOAroTOBKMU/CNeLManbHOCTH:
02.03.01 MaTemaTuKa 1 KOMMbIOTEPHbIE HayKK
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
MaTemaTunyeckoe 1 nporpaMmHoe obecrneyeHne NHPOPMaLMOHHBIX CUCTEM U TEXHOIOT Ui
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuat
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:

KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM

7. PekoMeHpOBaHa:

pekomMeHgosaHa HMC ®KH 05.03.2025, npoTtokosn Ne 5
8. YYyeOHbIN ron;:

2028-2029

9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

N3y4YeHne 0CHOB TEXHOJIOM NI KOMIMbIOTEPHBIX CETEN N MHHOKOMMYHUKALIMOHHBIX CUCTEM, NMpnobpeTeHne
HaBbIKOB MPOEKTUPOBAHWNS, pPeann3aumnm n yrnpasaeHns AaHHbIMY cucTeMamu. CTaBsTCs 3aaadm
MO3HaKOMUTb CTYAEHTOB C 3Ta/lOHHbIMU MOAE/SIMY YPOBHEBLIX MPOTOKOJIOB Y Ha UX OCHOBE MPOBECTU
MOYPOBHEBOE PACCMOTPEHMNE I/IEMEHTOB CETEBOU MHBPACTPYKTYPbl. HaBbIKW MPOEKTUPOBAHMS,
peanu3aumnm, yrnpaBaeHus u noucka HeMCrnpPaBHOCTEN CETEBOV MHMPACTPYKTYpPbl CTyAEHTbI NpuobpeTanT
B X0Z€ BbIMNOJIHEHUS 1abOPaTOPHLIX 3aaHW.

10. MecTo y4yebHOM aucuunanHbl B CTPYKType OOM:

ANCUMNANHA BapnaTUBHOM YacTu unkna (b1.B). BxoaHble 3HaHMA B 061aCTh KYpPCOB: «ApXMTEKTYpa
9BM», «MaTeMaTU4yeCKUn aHanms», «Teopua BepPoaTHOCTeN», «MaTeMaTnyeckasa CTaTUCTUKa», «Teopus



NHOpMaL >,

11. NnaHupyeMmble pe3ynbTaThl 06y4eHUs No AUCLUUNINHE/MOAYNI0 (3HAHUSA, YMEHUS, HAaBbIKM),
COOTHeCeHHblIe C NJIaHMpyeMbIMU pe3ysibTaTaMU OCBOEHUs 0Opa3oBaTeslbHOW NPOrPaMMbi

(koMneTeHUUAMHU BbII'IyCKHVIKOB) U UHOUKaATOPaMU UX BOCTUIKEHUSA:

KopA » Ha3BaHue
KOMMNeTeHLnn

MK-1 CnocobeH
LeMOHCTpupoBaTh 6a3oBble
3HAHMA MAaTEMATUYECKUX U
€CTEeCTBEHHbIX HayK, OCHOB
NPOrpamMMmnPOBaHNS 1
NHMDOPMaLMOHHbIX
TEXHOOr I,

MK-1 CnocobeH
LEMOHCTpMpoBaTh Ha3oBbie
3HaHWA MaTEMaTUYECKUX 1
€CTEeCTBEHHbIX HayK, OCHOB
NpOrpaMMUpPOBaHNA 1
NH(OPMaLMOHHbIX
TEXHOJI0T NN,

MK-1 CnocobeH
IeMOHCTprpoBaTh H6a3oBble
3HaHMA MaTeMaTUYeCKUX 1
€CTeCTBEHHbIX HayK, OCHOB
NpPOrpaMMmnpPOBaHUNS 1
NHOPMALMOHHbIX
TEXHOJIOr U,

Kof v Ha3BaHWe nHaukKaTopa
KOMMNeTeHLnn

MK-1.1 Obnapaet 6a30BbIMU
3HAHUSAMM, NOAyYeHHbIMKU B 06nacTu
MaTeEMATUYeCKUX n (nnn)
€CTEeCTBEHHbIX HayK,
NPOrpamMMmnPOBaHNS 1
NHMOPMALMOHHbBIX TEXHOIOM NI

MK-1.2 YMeeT HaxoguThb,
opMynmnpoBaTh 1 pellaTb
CTaHOapTHbIE 3a4a4uM B COBCTBEHHOM
Hay4YHO-UCCNen0BaTEIbCKON
NesaTeNnbHOCTU B MaTeMaTuKe U
NHOpPMaTUHKeE

MK-1.3 NmeeT NpakTUYeCKnin OnbIT
Hay4HO-MCC1e10BaTENbCKOM
0eAaTeNnbHOCTU B MaTeMaTUKE 1
NHopmaTrKe

12. O6beM aucuUNINHBbI B 3a4e€THbIX eguHULax/yac:

2/72

dopMa NPOMEXXYTOYHON aTTeCTaLuMm:

3ay4yeT C oueHKoMN

13. TpynoeMKOCTb No BUAaM y4ebHon paboTbl

Bug y4ebHon paboTbl

AyaNTOpPHbIE 3aHATUA
JIeKUNOHHbIE 3aHATUSA
lpakTn4eckne 3aHATUSA
NabopaTopHble 3aHATKA

CamocTodATenbHas paboTa

3HaHus, YMEHWUA, HaBblKW

3HaTb: MPUHLUNGI
opraHusauuu
KOMMbIOTEPHbIX CeTEN 1
CUCTEM TeSIeKOMMYHUKaLNi

yMeTb: PacCYUTbIBATb
OCHOBHbIE XapaKTePUCTUKN
CUIHaJIbHO-KOA0BbIX
KOHCTPYKLMIA C MOMOLLbIO
MaTeMaTU4eCcKoro
MOLeNIMPoBaHNA W
aHaNTUYECKN;
paccyMTbiBaTb U
NAaHMPOBaTb afpecHble
npocTpaHcTBa IPv4, IPv6
ceTen

BNafeTb: MeTodaMu
MaTeEMaTUYeCKoro
MOAE/IMPOBAHNSA CUCTEM
rnepenayn AaHHbIX

CemecTtp 8 Bcero
36 36
24 24
0
12 12
36 36



Bunpg y4yebHon paboThl

KypcoBas paboTa
MpoMeXxyToYHas aTTecTaums
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNINHbI

n/n

11

HanmeHoBaHue
pasgena
OVUCLUMANHBI

OcCHOBHbIe
onpepeneHuns
Knaccuukaumm,
mMoLenu

ConepxxaHue pasfena
ANCUUMNJINHBI

1. lekunn

MNpenmeT nsyyeHusa Kypca,
OCHOBHbIE orpefeneHus.
CTpyKTypa nHopMaLMOHHON
ceTn. MHOroypoBHeBas
apxuTeKkTypa ceTu. [loHaTne
npoTokosia. Mofenb B3aMOCBA3M
OTKPLITLIX CUCTEM.
QyHKLIMOHaIbHbIE NPOGUIIN.

CemecTp 8 Bcero
0

0 0
0

72 72

Peanusauns pasnena GUCLUMINHBI C MOMOLLbIO
OHNarH-Kypca, 9YMK

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

1.2

HanmeHoBaHMe
pasgena
OUCLUMANHBI

dun3nyeckun
YPOBEHb
NH(OPMALMOHHbIX
ceTen.

CopeprxaHue pasnena
OVCLIAMINHBI

OcHOBbI TeopuKn NHOPMaL K.
Mepa nHpopmaLun,
BEPOSATHOCTHbIN NOAXOS.
OCHOBHblE XapaKTepuCTuKu
CMCTEMbI Nepefayn ANCKPETHbIX
COOBLLEHN 1 MNHWIA CBA3MN.

S HEeKTUBHOCTb UCMOJIb30BaHNSA
4acTOTHOro Auana3oHa
cpefcTBaMu rnepefayun AaHHbIX.
VHdopMaLnoHHble eMKOoCTH
LVCKPETHOr0 U HENpepbIBHOIO
curHanos. lNpepesbl CKOPOCTH
nepeaayn AaHHbIX, TEOPEMbI
Hankeucta u LLleHHOHa
MPUHLMNBI U UCMOMb3YyeMble
BUAbl MOAYNALUN, UX
ocobeHHOCTU. KoMMnekcHoe
npeacTaBfieHne
MOAYJIMPOBAHHOrO curHana. 1/Q
mMoaysiaTop. MonHasa cucteMa
nepefayn AaHHbIX, ee
XapaKTepucTuku. BepoaTHocTu
CUMBOJILHON 1 BUTOBOW OWNOKM
478 MOAYNIALMOHHbBIX CXEM.
NabopaTopHble TeMbI: N3y4eHne
BO3MOXHOCTelN cpenbl Matlab no
MOLEeNNPOBaHNIO
KOMMYHUKALMOHHbIX CUCTEM Ha
npumepe mogenm BPSK cucremsl.
Communications Toolbox u
Communications Blockset. PacueT
KOMMYHUKALUOHHOW CUCTEMBI.
OnpepeneHrie xapakTepucTuk
MOLYNALMOHHBIX cxeM. Cpefa
mogenunpoaHma Simulink.
MopenvnpoBaHve NosaHom
CUCTeMbI Nepefayn faHHbIX B
cpegne Simulink. MogenvupoBaHue
cucteMm nepegaym MPSK, QAM.
Onpepenexne BER, SER
aHaNUTNYECKMN 1 C MOMOLLbIO
UMUTALLMOHHOI0 MOAENIMPOBaHMS

Peanu3auua pasgena oUCUUMINHBI C MOMOLLbIO
OHNanH-kypca, IYMK

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

1.3

1.4

1.5

1.6

1.7

HanmeHoBaHMe
pasgena
OUCLUMANHBI

YpoBeHb
yrnpaBfieHus
KaHasioM obMeHa
JaHHbIMU.

TexHonorunn
JIOK@NbHBIX,
6ecnpoBoaHbIX,

CMYTHNKOBBIX ceTen.

NGN-ceTw.

MapLpyTtnsaums.

TexHonorunm WAN.

CopeprxaHue pasnena
OVCLIAMINHBI

Lundgposoe n nornyeckoe
koamposaHue. ObHapyxeHue u
ncnpasJieHne oWwmnbokK.
YnpasJieHne KaHaJioM,
pasnnyHble NoAX0A4bl.
ACUHXPOHHOE N CUHXPOHHOE
hopmaTuposaHve. ARQ-mMeToAbI.
CcTaTUyeckoe 1 AnHaMm4yeckoe
pacnpefeneHuns pecypcos
kaHana. JlabopaTopHble TeMbI:
MOLennpoBaHune
NPOV3BOANTESIBHOCTY
NPOTOKOJI0B yrpaB/eHns
KaHaJioM.

JIokasnbHblE CceTn, CTaHOapPThbI

IEEE802.x. MeTOoAbl KOMMYTaLUK,

PacyeThl Ethernet ceTern.
BecnpoBofHble ceTu.
CnyTHWNKOBbIE CETMW.
JlabopaTopHbIe TEMbI: pacyeT
ceten Ethernet, Fast Ethernet.

MyanMMe,u,ma N KOMMbOTEPHbIE
cetun, QoS.

MapLipyTur3aumsa B ceTax
nepefayn gaHHbIX. YnpaBneHue
noTOKaMu AaHHbIX. MexxceTeBoe
B3aumogencTeue. IP.

JlabopaTopHble TeMbI: agpecaumns

B TCP/IP ceTsx: BblYUCNEHUSA
a[pecoB NofceTen, Macok
nogceTen, aopecos
LUIMPOKOBELLL@HNA.

CeTn C KOMMyTaLMEN NaKETOB.
ISDN, undgpoBble ceTu ¢

WHTErpasibHbIM O6CJ'Iy)KI/IBaHI/IEM.

Frame Relay. SDH. ATM.

Peanu3auua pasgena AUCUUNINHBI C MOMOLLbIO
OHNanH-kypca, JYMK

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/H(pOKOMMYHMKALIMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/H(pOKOMMYHMKALMOHHbIE CUCTEMbI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NHPOKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

1.8

1.9

1.10

2.1

2.2

HanmeHoBaHMe
pasgena
OUCLUMANHBI

MexayHapoLHble n
pervoHanbHble CceTn
obuiero
Ha3Ha4eHus.
Internet.

KopriopaTuBHble
CeTn N CUCTEMBI.
NHpopmMaLmoHHas
6e3omacHoCTb
ceTen.

MpoeKkTMpoBaHue
NH(OPMaLMOHHbIX
ceTen.

dusnyeckni
YPOBEHb
NHMOPMALMOHHbIX
ceTen. (nab.)

dunsnyeckui
YPOBEHb
NH(OPMaLMOHHbIX
ceTen. (nab.)

CopeprxaHue pasnena
OVCLIAMINHBI

VHTepHeT: MoCTaBLUMKN YCAYT.
OTBeTCTBEHHbIe opraHu3auunm
NHTepHeT. HDpacTpyKTypHbIE
cnyxb6bl IP-ceTein. ObopynoaHme
N TEXHONOr N COBPEMEHHbIX |P-
ceTen. IPv6. JlabopaTopHbie
TeMbl: MapLpyTu3aumsa B
WHTPaHeT ceTsX,
KOH(UIypMpoBaHNEe KOHEYHbIX
Y3J10B 1 MapLUpPyTM3aTOPOB.
DHCP: KoHurypuposaHue Ha
CTOpPOHE cepBepa N KOHEYHbIX
y3/108B. MapLupyTun3sauuns B
VHTepHeT. OnpeneneHune
MarucTpasibHbIX MapLUpyTOB B
NHTepHeT. DNS:
KOH(UTyprupoBaHue Ha CTOPOHe
cepBepa 1 KOHEeYHbIX Y3J10B.
PernctpaTtopbl 1 OTBETCTBEHHbIE
opraHusaumnm NHTepHeT. TyHHenn
415 cocylwecTBoBaHmMA IPv6 1
IPv4 ceTen.

Intranet-ceTn. OcobeHHOCTM
nocTpoeHus intranet-ceten.
BesonacHocTb ceTel nepenayn
faHHbIX. VPN. CeTeBble 3KpaHbl.
IPsec. labopaTopHble TeMbI:
KopriopaTusHasa ceTb BI'Y.
ViccneposaHue,
LLOKYMeHTMpoBaHue.

MeToa00rns NPOEKTMPOBAHMNS
NH(OKOMMYHUKALMOHHbBIX CUCTEM
n cetei. lepapxmyeckas mogesnb
CISCO. WabnoHsl
NPOEKTMNPOBAHNS.

2. TabopaTopHble

PacyeT 6t0ooxKeTa MOLLHOCTU 1
OCHOBHbIX XapaKTepUCcTuk
KOMMyHI/IKaLI,I/IOHHOVI CNCTEMBI

N3yyveHne CKK. OnpepeneHne
BEPOATHOCTM 6BUTOBON OWNOKN
Kak (OYHKLMUW OTHOLUEHUNS CUTHaS-
LIYM A5 pa3fIMyHbIX BUAOB
MoAynALMm

Peanu3auua pasgena AUCUUNINHBI C MOMOLLbIO
OHNanH-kypca, JYMK

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «/NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NH(POKOMMYHMKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

3YMK «/H(HOKOMMYHMKALMOHHbIE CUCTEMBI 1
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215



n/n

2.3

2.4

25

2.6

2.7

2.8

2.8

HanmeHoBaHMe
pasgena
OUCLUMANHBI

TexHonorunu
NIOKaNbHBbIX,
6ecnpoBoaHbIX,

CMYTHNKOBBIX ceTen.

(nab.)

MapLpyTtusaums.
(nab.)

MexnayHapogHble 1
pernoHanbHble CeTU
obuiero
Ha3HavyeHunsa.
Internet. (nab.)

MexayHapoHble 1
pervioHasbHble CeTu
obuiero
Ha3HayeHus.
Internet. (nab.)

MexnyHapogHble 1
pernoHanbHble CeTU
obuiero
Ha3HavyeHuns.
Internet. (nab.)

KopropaTuBHble
CeTU N CUCTEMBI.
NHpopmMaLumoHHas
6e30macHoOCTb
ceTen. (nab.)

MpoekTupoBaHune
NHMOPMALMOHHbIX
ceten. (nab.)

CopeprxaHue pasnena
OVCLIAMINHBI

KoHurypuposaHue
NMHpacTpykTypHOM WiFi-ceTwn,
AAA-cepsepa

[MnaHvpoBaHWe afipecHoro
npocTpaHcTBa IPv4-ceTen un
co3faHune ceTu

KoHurypuposaHue
NH(PACTPYKTYPHbIX CyX6 IP-
cetu: DHCP n DNS.

MocTpoeHne, NPoOBEpPKa
paboTocnocobHOCTM U Nounck
HewncnpaBHocTen B IPv4/IPv6
ceTax (DualStack)

MocTpoeHue IPve-over-IPv4, GRE
TYHHEnen.

L2 yA3BUMOCTN UHTPAHET ceTen.
APR.

AHanu3 IP-cBA3HOCTU 1
NOCTPOEHME Ha 3TOW OCHOBe IP-
KapTbl CETHU.

13.2. Tembl (pa3pensl) AUCLUNNHBI U BUObI 3aHATUMA

Ne
n/n

HanmeHoBaHMne
TeMbl (pa3gena)

OcHoOBHbIe
onpepeneHns,
KJfiaccuukaumm,
mMonenu.

JlekunoHHble  [paKkTuyeckue
3aHATUSA 3aHATUSA
2

Peanu3auua pasgena AUCUUNINHBI C MOMOLLbIO
OHNanH-kypca, JYMK

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI U
ceTun»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NH(POKOMMYHMKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

SYMK «NH(POKOMMYHMKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

IYMK «NH(POKOMMYHUKALNOHHbIE CUCTEMBI 1
ceTu»,
https://edu.vsu.ru/course/view.php?id=2215

JNlabopaTopHble CamocTosTenbHasa Bcero
3aHATUSA paboTa
1 3



No  HaumeHoBaHwue JlekumoHHble  TpakTuyeckne JlabopaTopHble CamocTosTeNnbHas Bcero
n/n  Tembl (pasgena) 3aHATUS 3aHATUSA 3aHATUS paboTa

2 dur3nyecknn 2 2 4 8
YPOBEHb
NHDOPMALIMOHHBIX
ceTen.

3 YpoBeHb 2 1 4 7
yrnpaBneHns
KaHanoMm obmeHa
OaHHbIMU,

4 TexHonoruu 2 1 3 6
JIOKaJIbHBbIX,
6ecnpoBoaHbIX,
CMYTHUKOBbIX
ceTen.

5 NGN-ceTn. 2 1 4 7
6 MapwpyTtusauma. 2 2 8 12
7 TexHonorum WAN. 4 1 2 7

8 MexayHapoOHble 2 2 6 10
N pernoHasbHble
ceTtun obuiero
Ha3Ha4YeHuns
Internet.

9 KopriopaTusHble 4 1 2 7
CeTn N CUCTEeMbI.
VHdopMaLIMOHHas
6e3onacHoCTb
ceTen.

10 TllpoekTupoBaHue 2 1 2 5
NHPOPMALIMOHHbIX
ceTen.

24 0 12 36 72

14. MeToamnyeckue yKasaHusa ana oby4aloLwmxcs no 0CBOEHMIO AUCLUNJINHBI

OvcunnnuHa TpebyeT paboTbl C hanaMu-Npe3eHTaUnsAMN NeKUNA N COOTBETCTBYIOLWMUMU FlaBaMu
PEKOMEH0BAHHOM OCHOBHOM NNTepaTypbl, a TakxXe, 0653aTeNbHOro BbIMONHEHUSA BCeX NabopaTopHbIX
3a[aHUN B KOMMbIOTEPHOM KJlacce. CaMoCTOsITENbHAA MOATOTOBKA K NabopaTOPHbLIM 3aHATUAM He
TpebyeTcs, T.K. HeobxoanMble peKoMeHaunMy Ja0TCA B ayAMTOpPUK, rae BbiNoNHATCA NabopaTopHble
paboThl.

CamocToATEeNbHas pa60Ta NMPOBOAUTCHA B KOMMbOTEPHbIX Knaccax ®KH ¢ ncrnosib3oBaHneM MeTogn4eCcKnx



MaTepuanoB pPacrnosioKeHHbIX Ha y4ebHo-meToanyeckom cepsepe ®KH "\\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y moodle.vsu.ru v BbiNoJIHEHMEM 3a4a4 KOH(UIYpUpoBaHUs BupTyannsmposaHHon UC.
Bo Bpemsi camocToaTenbHOW paboTbl CTYAEHTbl WCMOMb3YIOT 3/1EeKTPOHHO-6MBNNOTEYHbIE CUCTEMBI,
LOCTYrMHble Ha nopTane 3oHanbHoW bubanotekn BIY no agpecy www.lib.vsu.ru. YacTb 3afaHuin MoXeT
OblTb BbIMOJIHEHA BHE ayAUTOPUA Ha LOMAlUHEM KOMMbOTEpe, Nocsie KONMpPoBaHUA METOAMNYECKUX
yKa3aHun n Heobxogmmoro MO ¢ y4ebHo-MeToANYeCKOro cepeepa PKH.

15. Nepe4yeHb OCHOBHOMW M OONOJIHUTENILHOW INTEpaTypbl, PEeCypPCcoB UHTEPHET, HeobXoaMMbIX
A OCBOEHUS AUCLUNJINHDI

Ne
n/n

NcToYHMK

MyroskuH, A. B. CeTn nepefayn faHHbIX : y4ebHoe nocobue / A. B. MyroBkuH ; TOMCKUIA
FoCyOapCTBEHHbIA YHUBEPCUTET CUCTEM YNPaBEHNA N Paano31eKTPoHNKIN (TYCYP). - ToMCK :
®akynbTeT ANCTaHUMOHHOro 0b6yyeHmsa TYCYPa, 2015. - 138 c. : cxeM. ,un., Tabn. - Pexum
focTtyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=480793 (nata
obpawerns: 23.05.2023). - bubnmorp.: c. 131-132.

IpuueHkKo, H0. b. BblyncanTenbHble CUCTEMBI, CETU 1 TENEKOMMYHMKauun : y4ebHoe nocobue /
0. B. I'prLEHKO ; TOMCKUI [OCYyAapCTBEHHbIN YHUBEPCUTET CUCTEM YNPaBIEHNA U
panno3nekTpoHukn (TYCYP), @akynbTeT AUCTAaHLUNOHHOIO 0byyeHns. - Tomck : TYCYP, 2015. -
134 c. : cxem., Tabn., un. - Pexxum goctyna: no nognucke. - URL:
https://biblioclub.ru/index.php?page=book&id=480639 (naTta obpawieHns: 23.05.2023). -
Bubnuorp.: c. 123-124.

6) LononHWTENbHas nuTepaTypa:

Ne
n/n

NCcToYHUK

OcHoBbl paboTbl B nporpamme CISCO PACKET TRACER : y4yebHo-meTogmn4eckoe nocobue /
coctaButenu . B. Abpamos [n ap.]. — BopoHex : BI'Y, 2017. — 31 c. — TeKCT : 371eKTPOHHbIN //
JlaHb : 3nekTpoHHO-bnbanoTeyHasa cuctema. — URL: https://e.lanbook.com/book/154795 (paTa
obpaleHns: 23.05.2023).

Oemnpos, J1. H. OCHOBbI 3KCNAyaTaLUmM KOMMbIOTEPHbIX ceTel : y4ebHuK ans 6akanaspos /
J1. H. emunpos. - Mockga : MNpomeTent, 2019. - 799 c. : un., Tabn., cxem. - Pexxum goctyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=576033 (gaTa obpalieHus:
23.05.2023). - bubnuorp.: c. 750 - 752. - ISBN 978-5-907100-01-5. - TeKCT : 3NE€KTPOHHbIN.

B) MH(OPMaLIMOHHbIE 3/1eKTPOHHO-06pa30BaTE/bHbIE PECYPCHI:

Ne n/n

1

2

3

NICTOYHMK
bnbnnoteka BI'Y, http://www.lib.vsu.ru
3BC «YHuBepcuTeTckas bubnunoTteka online», https://biblioclub.ru

9bC «JlaHb», https://e.lanbook.com



Ne mi/n NCTOYHMK
4 CepBep y4ebHo-MeToanYeckux matepuanoB ®KH, \\fs.cs.vsu.ru\Library

5 Obpa3oBaTesnbHbI NOPTaN "DNeKTPOHHbIN YyHMBepcuTeT BIY", http://edu.vsu.ru

16. MepeuyeHb yuebHO-MeTOogUYECKOro obecneuyeHus pnsa caMocToATesIbHOM PaboThl

Ne n/m WcTOYHUK
1 Cepsep y4ebHo-mMeToanYecknx matepuanoB PKH, \\fs.cs.vsu.ru\Library

2 SYMK «NHHOKOMMYHMKALIMOHHbIE CUCTEMbBI N CETU»,
https://edu.vsu.ru/course/view.php?id=2215

17. ObpasoBaTesibHble TEXHONIOTUM, UCNOJIb3YyEMble NPU peanunsauum y4ebHON AUCLUNINHBI,
BKJIIOYasA OUCTaHUMUOHHbIe obpa3oBaTenbHblie TexHonoruu (J0T), anekTpoHHoe oby4yeHue (30),
CMeLLUaHHoe obyuyeHue):

1. TexHonorum supTtyanusaumm Oracle/Sun Virtual Box
ObpaszoBaTenbHbI nopTan Moodle (cepsep Moodle BI'Y)
CepBepHble 1 kaneHTckne OC Microsoft.

OnepaumnoHHasa cuctema GNU/Linux (anctpnbytmne CentOS).
MO MATLAB unun ENGEE (nnaTdopma 3Tt04).

ik wnN

18. MaTepuanbHo-TexHU4YecKoe obecneyeHne QUCLLUNIIUHDI:
1. JleKunoHHaa aygmuTopus, OCHallleHHas BULEONPOEKTOPOM.

2. KoMnblOTEpHbIN KNacc Ansd npoBegeHns nabopaTopHbIX 3aHATWIA, OCHALWLEHHbLIN MPOrPaMMHbIM
obecneyveHnem VirtualBox, VirtualPC, MATLAB nnn ENGEE (nnatcdopma 3Ti04). O6bem onepaTuBHOWN
namaTtu Ha K He meHee 8Ib.

3. JlabopaTopusa ceTen n CUCTEM Nepemadn nHMopMaLmm.
19. OueHoYHbIEe CpencTBa A NPOBeAEeHUA TeKyLLen U NPOMEXYTOYHON aTTecTauumn

MopsAoK OLEHKMN 0CBOEHMS 00yYaoLWMMNCS y4ebHOro MaTepurana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasnenoB AUCLMMINHGI:

Ne Pazpensl Kog komneteHuun Kogn uHaukatopa OueHo4YHble cpencTea AN

n/n JUCLINMINHBI Tekyllen aTTecTaummn
(Mopynn)

1 1-2 MK-1 MK-1.1 KoHTponbHasa paboTa 1

2 4-10 MNK-1 MK-1.2 KoHTponbHble paboTel 2,3

NabopaTopHble 3agaHna Ne3-9

3 2-3 MK-1 MK-1.3 KoHTponbHasa paboTa 1
NabopaTopHble 3aaaHna Nel,2

I'IpOMe>KyTqua$| aTTecCTaumnAa

dopMa KOHTPOIS - 3a4€T C OLEHKOM



OuEeHOoYHbIE CPeACTBa AN NPOMEXYTOYHOW aTTecTauum

MucbMeHHas KOHTposibHas paboTa. Bo3MOXXHO NosyyeHne OLLeHKN Mo pe3ybTaTaM TEKYLLMX aTTecTaluui,
COrJIaCHO MOJIOXKEeHWI0 0 6aIbHO-PENTUHIOBON CUCTEME 06YYEHNS N OLLEHKMN YCNeBaeMoCT CTYAEeHTOB.

20 Tunosble OLEHOYHbIe cpenctea M MeTogunieckue MaTepuanbl, onpeaensoliuve npouenypbl
OLeHUBaHuA

20.1 TeKyLwwMN KOHTPOJIb YCNEBAaeMOCTH
TexHonorus nposepeHus:

Tekylwas aTTecTauns NPoBOANTCS B (POPMax NMUCbMEHHbIX (MM B SNEKTPOHHOM BUAE Ha canTe
edu.vsu.ru) KOHTPObHbLIX paboT No nekumsam n nabopaTopHbiX 3a4aHMN. OLLEHKKN 33 BOMPOChI KaXX 40N
KOHTPOJIbHON paboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTca K 50-6annbHOMY 3HaveHuto. Kaxaas
nabopaTopHas paboTa oLEeHMBAETCS KakK BbINOJIHEHHAA WJIN HEBLINOJIHEHHAA COrnacHO KpUTepusam B eé
onncaHumM Ha edu.vsu.ru. B KOHUe ceMecTpa BbIHUCASETCA CPeAHAN OLLeHKa 3a BCe KOHTPOJIbHbIE paboTbl
1 nabopaTopHble 3afaHNsA. ITa OLLeHKa ABNSETCA OLEeHKOW 3a paboTy CcTydeHTa B Te4eHune BCero
cemecTpa M UCNoJsib3yeTca )1 pacyeTa UTOrOBOW OLEHKM No npegMeTy (cM. pasgen 20.2).

CooTHOLLEeHUe NnoKasaTesnen, KpuTepueB U WWKaJibl OULEHUBAHUA pPe3ysibTaToB 06y=|eHm|

KpnTepumn oueHnBaHns KOMMNETEHLUNA YpoBeHb LLIkana oueHoK
ChOopMMPOBAHHOCTM
KOMMEeTeHL M
BepHble 0TBEThI Ha BCE BOMPOChl KOHTPOJIbHOW paboThl. Bce  [[OBbILEHHEIN OTnnyHo
KpuTepumn BbiNosIHEHMA 1 paboTocnocobHoCTH B YPOBEHb

nabopaTopHbIX 3a4aHUAX - YAOBAETBOPEHbI.

BepHble 0TBeTbI Ha 60/bLUYIO YaCTb BONPOCOB KOHTPOAbHON  |Ba30BbIn XopoLuo

paboTbl. BonbLIAA YaCTb KPUTEPWEB BLIMOJHEHNSA 1 YPOBEHb

paboTocnocobHocTM B nabopaToOpHbIX 3af4aHNAX -

yL0BJIeTBOPEHa.

BepHble 0TBeThl Ha Hanbosiee BaXKHbIe YacTU BOMPOCOB Moporosbin Y[0BJIETBOPUTESILHO
KOHTPOAbHOW paboTbl. ba3oBas YaCTb KpUTEPMEB YPOBEHb

BbIMNOSIHEHUS 1 paboTocnocobHOCTK B NabopaTopHbIX
3aflaHnsAX - YAOBETBOPEHa.

HeT nnn KpaiiHe Masio BEpHbIX OTBETOB Ha Hanbosiee BaXKHble
4aCTMW BOMPOCOB KOHTPOJIbHOW paboThl. Ba3oBas YacTb
KPUTEpPWEB BbIMNOJIHEHMS 1 paboToCnocobHOCTH B
nabopaTopHbIX 3a4aHUAX - He YAO0BNETBOPEHa.

HeypnoeneTBopuTEsIbHO

dopMUupoBaHMe OLLEHOK:

Mpwn oueHMBaHUKN pe3ybTaTOB TEKYLLEN aTTeCTalMn NCNOb3YeTCs KOIMYECTBEHHAS LIKaJla OLEHOK.
YnomsaHyTas Bblwe 50-6anibHas cpefHas OLeHKa onpeaenseT ypoBeHb CPOpMUPOBaHHOCTH
KOMMETEHLMI N BJIUSET Ha UTOIOBYIO OLLEHKY (cM. pa3gen 20.2).

MepevyeHb nabopaToOpHbLIX 3a4aHUNA

1 PacyeT 610a)XKeTa MOLLHOCTW U OCHOBHbIX XapakKTeEPUCTUK
KOMMyHVIKaLI,I/IOHHOI7I CNCTEMDI

2 W3yyeHune CKK. OnpepeneHune BepoSTHOCTM GUTOBOI OLWIMOKM
KaK (YHKLIMM OTHOLLIEHUSI CUMHAN-LUYM ANS Pa3/IMYHbIX BUAOB
MOy NALMN



KoHthurypuposaHue nHgpactpyktypHon WiFi-cetun, AAA-
cepsepa

MnaHMpoBaHWe aApeCcHOro NPoCcTpaHCTBa IPv4-ceTein n
CO34aHune cetn

KoHhurypupoBaHue NHGQPacTpyKTYpHbIX cnyxb IP-ceTu:
DHCP n DNS.

MocTpoeHmne, NpoBepKa paboTocnocobHOCTM 1 MOUCK
HencnpaBHocTen B IPv4/IPv6 ceTsx (DualStack)

MocTtpoeHue IPv6-over-IPv4, GRE TyHHenen.

AHann3 IP-CBA3HOCTW 1 MOCTPOEHME Ha 3TON OCHOBE IP-KapThl
cetn

MynbTudunnnanbHas cetb ¢ WAN FrameRelay/MPLS.

MepevyeHb BONPOCOB AN KOHTPOJIbHbIX paboT

Ne

Bonpocbl KOHTPOILHOM paboThbl 1

1

YTo Takoe NMHMA CBA3K, YeM OTIMYaeTCs OT KaHasla nepefayn faHHbIX? Mepeyncante n gante
onpeaeneHns XxapakTepucTukam NMHUIN CBA3N, YKaXnTe cnocobbl x npeacTaBaeHns/e anHnLLbI
n3mepeHuin. MprueeanTte npumepsbl Nt0ObIX N3BECTHLIX BaM 3HaYeHWU XxapakTepucTuk (ans nobown
cpenbl).

MepeyncnnTe TUNOBbLIE TOMOJOrMM CETEN. B 4eM OTAMYME TOMOJIOTUIA LWMHA (MW LUMHA B TOYKE) U
3Be3ja.

[ng 4ero ncnosb3yeTca Moayaaums, MoOXKHO sin 6e3 Hee 060NTUCh NpK Nepefaye OaHHbIX, B
KakoM csiydae (06bacHUTEe noyemy)? B yem npuHumMnuansHele oTanyuns QAM n PSK Mmoaoynsauni,
KaKune TexHn4yeckne npobaeMbl MOXKET BbI3BaTb 3TO OT/IMYMNE?

YTO MMetoT B BMAY, KOrAa FrOBOPAT, YTO KOMMYHUKALMOHHAA CUCTEMA OrpaHMyeHa No MOLHOCTI?
A no nonoce? Kak 3Tu orpaHu4eHuns onpegenntb? B nepson nabopaTopHon 3afade,
crnekTpasibHas ahhekTUBHOCTL BPSK nonaranack paBHoi 0,5. MoXeET N1 CNOXUTBLCSA CUTYauus B
LaHHOW 3afaye, Npy KOTOPOW CnekTpasbHas 3PPEeKTUBHOCTb NAECAIbHON CUCTEMDI
COOTBETCTBYIOLLEN YCN0BUAM 3aaa4uu, byneT menblle 0,57 ECam 3T0 BO3MOXXHO, TO MPU KakKmnX
YCNOBUSX 3a4a4n?

YT0 TaKoe MHOrOypPOBHEBbLIE MOLENN CETU, A1 HEro OHU HYXXHbI? MprBeanTe NpuMepsl
mMozenein. Ha3oBMTe YPOBHM 1 OMMULLUTE 3a4a4M KaXK0ro YPOBHS.

Y70 Takoe cnekTpasibHas 3MPEKTUBHOCTb, €ANHULLI €8 U3MepeHus, cnocob BblYMCIEHNS?
MpvBeanTe NPUMep BbIYUCIEHNS AN KAaKON-11O0 AMHUM CBS3U (Hanpumep, BUTON Napbl U T.M.) C
3afaHHbIMM BaMu (MOXXHO NPOU3BOJIbHO) XapaKTepUCTUKAMU.

Y10 Takoe MyNibTUNNEKCUPOBAHNE U AEMYIbTUNNEKCUPOBAHNE MaKeTOB (B CTEKE MPOTOKOJI0B),
KaK onpefenseTcs NyTb NakeTa B CTeKe (MOXHO MoKa3aTb Ha npumepe HTTP-sebcepBuca)?

YT0 Takoe KOMMJIEKCHOe NpeAcTaBeHne MOy IMPOBAHHOIO CMrHaa. YTo Takoe co3Besave (B
T.4. npumepsbl)? MoYyeMy UCKa)KeHHbIE WYMOM COCTOSIHWS CUrHAMa B 3allyMJIeHHbIX CO3BE3AMUAX
COCPELlOTOYEHBI-BNNCAHbI B OKPYXXHOCTb, @ He, HanpuMep, B 0BaJ Wau Apyryto durypy? Ecnm 3to
3(hheKT onpeneneHHbIX YCII0BUIN 3KCNEPUMEHTA, TO KaKnX MMeHHo? MoryT nn 6biTb
«HECVMMETPUYHbIE» UCKAXKEHWS U B KaKUX CyYasx? MoyeMy peasibHO UCMOsb3yeMble
CUrHaNbHble Co3Be3aUs 06bIYHO CUMMETPUYHBI?

YTo Takoe CaMOCUHXPOHU3NPYIOLWNACS LUpoBon Koa? MpreeauTe npumep




10

HanuwimnTe 0CHOBHbIE 3aBUCMMOCTU MEXY KPaTHOCTbIO 06Hapy>XBaeMbIX OLLIMOOK,
ncrnpaBasieMbix oWNOOK 1 KOLOBLIM pacCTossHMEM KoAa. [puBeanTe NpuMepbl UCNpPaBAEHNS 1
obHapy>XeHns oLmnbOoK.

11

YT1o Takoe I/Q mogynsTop u kakum obpa3om oH paboTaeT? YTOo HY>XKHO A1 TOro, YToObI
peann3oBaTb €ro NporpaMMHo?

12

OnNMLWMnTE YCTPOMNCTBO U OCHOBHbIE XapaKTepPUCTUKMN ONTOBOJIOKOHHOMO Kabens. Kakue bbiBatoT
TUMbI 3TOro Kabens, B 4em UX oTAnYMe N 06NacTy NpUMeHeHNs. Kakue eLle CywecTBYOT cpelbl
nepeaayn, NCnonb3ytoLime onTUYECKUA AnANA30H?

13

Y70 Takoe MHKaNCynsauus nakeTos, NPUBeAUTE ee NpuMepsl. YTo Takoe 1 Kak UCMosib3yeTcs
«3aroJIOBOK» MaKeTa, OT Yero 3aBUCUT % CyKebHOoW MHOPMaLIMM B NaKeTe, B KaKUX CyYasnx
3TOT % YMEHbLUAETCS, yBENNYMBas 3. CKOPOCTb?

14

Kakune CyLecTBYOT CNocobbl MONyYeHNs 3aBUCMMOCTM OTHOCMTE/IbHOM OLNOKN OT OTHOLLEHNS
¢/w (BogonafHoOM KpUBON) NS 3a4aHHOM0 BUAA MOAYAUMN? OXapaKTePU3YNTE «+» N «=» 1
0cobeHHOCTM 3TUX cnocobos.

15

B 4yem ngesa OFDM, DMT - Moaynsumim, C Kakon Lesbio Ha CTOPOHE MOAYNATOPa BbINOHAETCS
obpaTHoe bMN®?

16

MpMMepoM Kakoro asieMeHTa CTPYKTYpbl CETY nepefayn AaHHbIX asnseTca mogem: 00 nnn
AKL? O6bacHUTE novemy. O6bsacHUTe (6e3 pucyHkoB) poan 00 n AKL.

17

MepeyuncanTte ypoBHM OSI. ONuWNTE Ha3HaYeHNEe KaXkaoro ypoBHS. YTo Takoe NpoTOKO
npueeauTe NpMUMepPbI MPOTOKOO0B, ONULLNTE UX PaboTy B paMKax MHOMOYPOBHEBOW MOLENN?

18

Y70 Takoe cbopka 1 pa3bopka NaKeToB, 4SS YEr0 N B KaKMX CyyYasix Mpom3BoamnTca? Yto Takoe
MTU?

19

Bosblue nnm MmeHblle A0JIKHO 6biTh paccTosHMe X3MMUHIa MeXay BepPHbIMU KOL4OBLIMW CJIOBaMU,
4eM OHO MOXET MOoNYHYNTbCA B pe3yJibTaTe owwmbok. ObbsicHNTE no4yemy 1 npmBegnTe npuMepsnbl.

20

MepeyncanTe UCMOSb3yEMbIE B CETSIX Cpelbl nepeaayn. Nepeyncnmte oCHoBHbIE
XapaKTEPUCTUKN Cpefl, YKAXKNTE KaK BAUSIOT 3TU XapaKTEPUCTUKN Ha XapaKTEPUCTUKMN CUCTEM
nepefayn AaHHbIX, OCHOBAHHbIE Ha 3TUX cpefax. Kakme TpeboBaHMs NpeabsaBAsOT K cpeae
AYNNEKCHbIE CUCTEMbI Nepeayn AaHHbIX? B yeM oTanyme oT TpeboBaHUA NoNyAynaeKCHbIX?

21

Kak knaccugpuumpytoTcs ceTu no macwTaby? (nepeuncante NpU3Haky 1 NpUMepHble Auana3oHbl
3Ha4YeHWI ONs ceTelt pasHblii MaclwTaboB. BeinenmTe Hanbosee HafleXXHble KNacCUpUKALMOHHbIE
npU3HaKu.

22

YTO Takoe 1 Kak UCNosib3yeTcs NopoXXAatoLLniA MOJNHOM 1 HTO TaKoe CTaHLapPTHbIN
nopoxgatowmnin noanHom B CRC?

23

YTo Takoe CTeK NPOTOKOJIOB, YEM OTAIMYAETCA OT MHOroypoBHeBon moaenn? Yto Takoe GOSIP,
AN19 Yero n kem 06bl4HO (NprMep) NCNOJb3YTCS?

Bonpocbl KOHTPOILHOW paboThbl 2

Ecnm no kakum-nnbo npmynHam He paboTaeT npoTtokon ARP (Hanpumep, thanpsor,
HenCcnpaBHOCTb), CMOXET /11 y3en nepedathb IP-nakeT n npu Kakux ycroBmax?

YT1o Takoe Tabnuua kommyTaTopa? MNpuBeante npuMep Tabanubl 1 3anoaHNTE Napy CTPOK. YTo
npousonaeT, ecam Tabanua nycrta (KOMMyTaTop TONbKO YTO BKAOYeH)? Kakum obpa3om
NPONCX0ANT 3amnoJjiHeHNe 3Ton Tabanubl?

MpoTokon DHCP: nocnenoBaTeibHOCTbL AeNCTBUI KNMeHTa 1 cepeepa. Korga KAneHT NoBTOPHO
3anpocuT NoATBepXXAeHne apeHabl? Korga, npy HeNnoATBEePXXAEHUN apeH bl AN HeJOCTYNHOCTU
DHCP-cepBepa, KIMeHT AoJKeH 0cBo6OAUTbL MNOYyYEHHbIN aapec? MpenumyLLecTBa U BO3MOXXHbIE
npobaemsl Npu ncnoas3osaHun DHCP.

YTo Takoe aBTOHOMHbIE cucTeMbl ceTu Internet? Ong Yero notpeboBanoch nx co3gaHune? Kak
BbINOJIHAETCA MapLwpyTu3auma B rnobansHom cetu Internet, kakne TpeboBaHmsa 06bIYHO
npeabAaBASIOT K aBTOHOMHbLIM cucteMam? Y1o Takoe IGP n EGP (npuBeguTe npumepsl 414
Kaxxgoro)? [ns 4yero Hy>KHbl AS, B 4eM Lieflb UX CO34aHuna?

MycTb IP-agpec HEKOTOPOro y3a NoACeTH paBeH IP, a 3HaYyeHne mackn ans aTon nogcetn MASK
(3anuwem gaHHble B Buae IP/MASK). 3anmwunte agpec B CIDR-Buae. Onpenennte CETEBOM U
LLUMPOKOBELLaTENbHbIA afipeca A8 3TOro y3na. Kakoe MakCuMasibHOE YNC/0 Y3/10B MOXXET ObiThb B
3TOoM noaceTn? JaHHble 3agayn: 172.16.141.1/255.254.0.0




Kak 1 no4yemMy M3MeHAI0TCA CKOPOCTU Nepefayn faHHbIX MeXAy y31amMu nocsie cerMmeHTauum
CETW C MOMOLLbI0O KOMMYTaTOPOB? Kakoe L0M0JIHNTESIbHOE NPenMyLLecTBO BO3HMKAET, KOrga
cerMeHT cocTouT 13 1 KoMnbioTepa (1 NopT KOMMyTaTopa - 1 NOAKIOYEHNE K KOMMNbOTepy)?

Kak pacwungpoBbiBaeTCsA U 4TO 0603HaYaeT KaXKAbli 3N1EMEHT CMrHaJIbHOro CTaHAapTa Ethernet
(Hanpumep, 10Base-2)? MprBegunTe NpUMepPbl CUrHabHbIX CTAaHAAPTOB U paclungpynTe nx. Yem
OT/IMYAETCA NEPEKPECTHbIN (Cross-over) oT napannenbHoro (straight-through) kabenn Ha ocHoBe
BMUTOM Mapbl? Kakue cpenbl nogaepxxueaeT Ethernet?

Kakue CyLlecTBYIOT KJlacChl IP-ceTen, No KakoMy NPUHLNUMNY BbINOJHAETCSA pa3geneHune
agpecHoro npocTpaHcTea IP Ha kKnacchl? Kakyto uenb npecnenoBann pa3paboTyinku
«KJ1TAaCCOBOr0o» Nnoaxoja 1 Kakue npobnemsl BO3HUKIM nocne Beoaa CIDR?

YTo Takoe LOMEH KONMU3UIA U NOYEMY XeslaTesIbHO COKpaLlaTh KONYECTBO Y3108 B HeEM? YTO
Takoe no3gHue Konanmsum (late collisions) n kak NpefoOTBPaATUTL UX BO3HUKHOBEHME? YTO Takoe
bpoankacT-gomeH?

10

[laHHble 3aga4M (CM. NOCTaHOBKY 3adayn B Bonpoce N5): 12.161.131.13/255.255.224.0

11

Y10 3anucaHo B Tabnuue MapLupyTuauum (IP-tabnuue)? Ecnm ecTb HECKONBKO 3anucen ob
OQHOM U TOM XK€ Ha3Ha4yeHnn, Mo KakoMy NPUHLMMY BbIbMpaeTCcs Ta 3anncb, Ha OCHOBE KOTOPOW
OyneT poctaBnATbCA nakeT? MNpumep.

12

Mo KakMM ABYM MpUYMHAM OrpaHNYMBalOT OANHY cerMmeHToB ceTen Ethernet? Kakne ecTb
CNocobbl «yANNHUTL>» CeTb?

13

OnnwuTe Kak peannsoBaHa cuCTemMa AOMeHHbIX uMeH Internet (DNS). Mpueeante npumep DNS-
3anpoca (nonyyeHus n3 cuctemol DNS nHhopmaumm o6 IP-agpece xocTa C UMEHEM
www.cs.yale.edu). Yem oTANYAIOTCA UTEPATUBHBIA N PeKYPCUBHbLIN TNkl DNS-3anpocos?

14

MoyeMy 3afepxka cermeHTa Fast Ethernet He DoJKHbI NpeBbiWaTb 512bt? Kak nony4nnocs 310
ynucno?

15

laHHble 3aga4m (CM. NOCTaHOBKY 3a4ayun B Bonpoce N6): 13.11.128.125/255.255.255.128

16

Kakasi CyLlecTBYeT ajibTepHaTMBa NCNONb30BaHUo DHCP (Kpome py4YHOro HasHavyeHus)? MoXXHO
JIN MPUBSA3aTb N KaK KOHKPETHbIA KOMMbIOTEP K KOHKPETHOWN IP-KOHUrypaumm npu
ncrnonb3osaHunm DHCP?

17

YTo Takoe NNockas ceTb, Kakne y Hee CyLeCTBYIOT orpaHuyeHns? Ha kakom obopynosaHum
CTPOATCA NJIOCKME CeTH, a Kakoe obopynoBaHue TpebyeTcs ana nepapxmyieckux? Moyemy cetb
Ha OCHOBE KOMMYTaTOPOB HeJlb35 PacUMPATbL HEOrpaHUYeHHo, Ao06aBNAs-NOAKI0Yas HOBble
KOMMYyTaTopb!?

18

Kakylo 4acTb (B NpoLeHTax OT BCEro agpecHoro npocTpaHcTea) IPv4 cocTaBnaoT CeTu Kacca A,
B, C? ObbsicHMTe 4TO Takoe IP-moaceTun, NoYeMy OHU MOSIBUNCH U KaKoBO MX 0Bbl4HOE
npvMeHeHune. Kak ornpeaennTb K KaKOMy KnacCy OTHOCUTCS KOHKPeTHbIN IP-agpec? Kak
NoJyYUINCb Anarna3oHbl 3HaveHui IP-aapecos ans Kiaccos?

19

YT0 Takoe 6poaKacT-LWTOPM, ONULINTE NOAPOOHO (MO Waram) Kak BO3HUKaeT?

20

NaHHble 3aga4m (CM. NOCTaHOBKY 3a4a4u B Bonpoce N6): 192.168.1.160/255.255.255.192

21

[lo/mKHO N BpeMs ABONHOro obopoTa B ceTax Ethernet 6biITb 60/bLLE UAN MEHbLLIE BPEMEHMU
nepenayn Kagpa MMHUManbLHOro pasmepa? O6bsAcHUTE NoYemy. Kak 3T0 NPUMEHNMO K
JOYMNNEKCHBbIM CeTSAM, 06bACHUTE novemy?

22

YTo Takoe ARP-NpOTOKO, 15 Yero OH Hy>KeH 1 Kak paboTaeT (no waram)? Y1o Takoe MAC-
agpec 1 Kak ero onpefennTb 4S9 KOMMAbOTepa, 3a KOTopbiM Bl paboTaeTe?

23

OnnwuTe (NoapobHo) paboTy ceTeBoro 06opya0BaHMA: MOBTOPUTENS, MapPLLPYTU3aToOpa, MOCTa,
KOHLIeHTpaTopa, KoMMyTaTopa W Ha3oBuTe ypoBHM OSI/ISO Ha KOTOpbIX OHW paboTaloT.

24

YeMm orpaHu4eHa ANIMHa CeTW, NOCTPOEHHON Ha KOHLLEHTpaTopax Man NOBTOPUTENsax? 3aBUCUT Nn
3TO OT pexiMa paboTbl MOPTOB (NOHLIN AYNAEKC/MoNyaynaekc)? Bo3MOXXeH N MOJIHbIN
AyNneKc C NCNosib30BaHMEM MOBTOpUTENEN (novemy)?

25

[aHHble 3aga4m (CM. NOCTaHOBKY 3a4ayn B Bornpoce N6): 12.17.182.160/255.255.224.0

26

Moyemy nosisunacb TexHonorua CIDR, B 4eM ee cyTb? Y10 Takoe public IP n private IP agpeca?
EcTb nn B IPv6 aHanoru, Ha3oBUTE ecn ecTb?

27

YT1o Takoe meTon CSMA/CD? OnuwwimnTe noruky paboTsl y3na ncnonb3ytouiero CSMA/CD. YT1o
Takoe Komsna?




28

YTo Takoe BpeMs ABOMHOIro 06opoTa? Kak ero nocymtaTh? 3a4€eM HY>XHO 3HavyeHne PDV
CerMeHTa U Kak ero npuMeHuTbL?

29

YeM orpaHuyeHa ASiMHa CeTu, NOCTPOEHHON TOJIbKO Ha KOMMyTaTopax 6e3 ncnonb3oBaHms
nosTopuTenen? 3aBUCUT K 3TO OT pexxnMa paboTbl NopToB (Aynnekc/nonynynnekc)? O6bacHUTe
noyemy.

JaHHble 3aga4m (CM. NOCTaHOBKY 3a4ayu B Bornpoce N6): 19.18.123.165/255.255.255.224

Bonpocbl KOHTPONbLHOW paboTbl 3

Kakoi (Kakune) n3 TpaHCnopTHbIX npoTokosios (TCP, UDP) nopaepxusaeT broadcast nepenayu, a
Kakon (Kakue) - multicast? O6bscHUTe novyemy. MNoyemy HeobXoaAUMbI pa3Hble TPAHCMOPTHbLIE
NPOTOKOJIbI, 06BbsACHNTE Ha npumepe TCP, UDP.

Kakune 6bIBalOT BUAbI aipeCcoB B NPOTOKoe IPv6, ANa Yero Kaxkablid TUMN npegHasHayveH? Yo
TakKoe TYHHeNMPOBaHME 1N Kak OHO CBS3aHO C BHeapeHueM IPv6e? Onuwute paboTy ISATAP.

Mepeyncnnte n 06bACHUTE NOCNEN0BATENBHOCTb AENCTBUIA NPU Nepeade n Nprueme C
ncrnonb3oBaHnem CRC?

Kakow TpaHCNOPTHbIV MPOTOKOJT UHTEPHET-CETEN UMEET MaLUNHY COCTOAHWUIA 1 noYeMy? B Kakux
cnyvyaax NporpaMMuUCT A8 CBOEro ceTeBoro npuioxeHus sbidbupaet UDP? Kakoi NpoToKo
CNOXXHee 1 novyemy (obocHymnTe)?

OnnwuTe NnogpobHO Kak MMeHHO paboTaloT KOMMYTaTOpPbl TPETLEr0 YPOBHS, Kak
NAEHTUPULNPYETCHA «MNOCTOAHHbBIA MOTOK»?

Kakune 0CHOBHbIe NpoBalaepbl Maructpanen MIHTepHET BCTpeYannucb Bam npn Tpaccmposke
3apyberXKHbIX HanpaBJJIEHNI BO BPEMS BbIMOAHEHUN N1abopaTOPHOro 3afaHuns Ha cocTaBneHue IP-
KapTbl. KTO BeeT 1 Kak noJly4nTb MHopMaumio o Biagensue IP-agpeca? KTo BegeT 1 Kak
Noay4nTb MHGOPMaLMIO O BlafesbLe AoMeHa 2 ypoBHA? YTo Takoe WHOIS?

YTo Takoe 1 Kak UCMOoJIb3yeTCs MOPOXKAAIOLLMIA MOJNHOM U YTO TaKoe CTaHAaPTHbIN
nopoxxaatowmin noanHom B CRC?

HapucynTe cxemy CTPYKTYpbl Internet ¢ To4ku 3peHns npefocTaB/ieHns [OCTYNa U MOKaXnTe Ha
Heln (cxeme) npuMmep NUPUHIOBOW CBA3M U NpUMep UCrob3oBaHMa IX. YTo Takoe To4kM obMeHa
TpaukoM B IHTepHeT, AN Yero UCnosb3yTca?

Kakmm(n) cnocobom nporpamma tracert nonyyaeT MapLUpyT A0 y3/1a-Ha3HAYEHUS B BUIE CMUCKA
NMPOMEXYTOYHbIX Y3/10B?

10

Y10 Takoe NopoXAatoLWwMin NOJIMHOM, AN HYero U Kak UMEHHO OH UCNoJib3yeTcs? MoxeT nm bbiTb
owwmnbka B NakeTe, KoTopbin npowen CRC-tecT (y koToporo CRC-nocnenoBaTebHOCTb MoOKa3asa
Le/I0CTHOCTb NakKeTa)?

11

Y10 Takoe u Kak peanmsoBaHa NAT? [Ins pelleHna Kakux 3agad ncnonb3yetcsa? Kakne
CYLLECTBYIOT OrpaHUYeHNSA 3TON TEXHONOrU?

12

rMoyeMy HeCaHKLMOHMPOBAHHbIE (BUPYC, TPOSH) nepedayn AaHHbIX XocTa rno TCP 3ameTHee, 4eM
rno UDP?

13

Kak chopmupyetcsa 64-6ut interfacelD (HostlD)? YTo-Takoe EUI-647 Kak peann3oBaHo
ANHaMNYyeCcKoe Ha3Ha4vyeHne aapecos B IPv6 (onuwmnTe BCe BapnaHThbl)?

14

MoyeMy HeCMOTpPSA Ha To, 4To VLAN - TexHonoruns 2 ypoBHs, gnsa kaxgoro VLAN o6bI4HO
BbIAENIAIOT NOACETb U MCMOJIb3YIOT YCTPOMNCTBA 3 YPOBHSA - MapLUPYTU3aTopbI?

15

OnuwunTe Ha3zHayvyeHne TexHosiorum POE n pyHKLIMOHAN COOTBETCTBYIOLLEr0 CTaHgapTa. YTo
TaKoe aBTocornacoBaHue Ethernet?

16

'oe peructpupytoTca IP-agpeca? Kak noay4mTb MHGOPMaLMo 0 NpuHagieXxHoCcTu agpeca? vYto
Takoe WHOIS?

17

HapucynTe nocnenoBaTtenbHOCTM cocTosHUA Ons TCP cepepa 1 KaneHTa (Ha cxeme 0603HaybTe
YyCNOBUS Nepexofa U3 04HOr0 COCTOSAHMS B Apyroe). Kakum cnocobom nepenatoTca KOMaHAabI-
YC/I0BUS MEPEXOO0B U3 0AHOIM0 COCTOSAHUSA B Apyroe (Hanpumep, SYN nan ACK npu ycTaHOBAEHUM
coeguHeHna)?

18

STP - kak paboTaeT, Kakue 3afa4m pelaeT. 3a4eM HyXHbl M36bITOYHOCTb B CETAX U KaKne
npo6ieMbl MOXET BbI3BaTb?

19

CTek n MHoroypoBHeBas mogenb TCP/IP. YTo Takoe nopThl? Kaknm obpa3om BbibrpaeTcsa nyThb
BHYTpPU CTeKa NpoTokoJsioB ans IP naketa (oT ypoBHSA Host-to-Network go yposHsa Application)?
YTo Takoe COKET 1 KaKOW NMporpaMMoin MOXXHO MOCMOTPETb «MPOoCayLllnBaemsie» nopTbl B OC?




20 |Y70 Takoe n Kak peanusoBaHa NAT? [Ing pelleHunsa Kakux (HeCKObKMNX) 3aiay UCnosb3yeTcs?
Kakune CyLeCcTBYIOT OrpaHUYeHns 3Ton TeXHONOrMM? MOXKHO 1 Npu ncnosib3osaHuy NAT
opraHn3oBaTb JOCTYN K Beb-cepBepy BHYTPU YaCTHOM CETU U KakK, eC/I BO3MOXXHO?

OueHKa OCTaTO4YHbIX 3HAHUN

NnK-1

3afaHusa 3aKpbITOro TMNa

1. Ha kakom ypoBHe ISO/OSI BbiNoHAETCA [OCTaBKa AaHHbIX MeXAy y3/7aMu pa3HbiX ceTen?
Al

mmOOw
oSO U1 B W N

G. 7
2. Ha kakoM ypoBHe ISO/OSI npoucxoauT ynpasseHne ownbkamm (0bHapyxeHne, MOBTOP Nepeaayu,
Koppekumsa)?
Al

mmOOw
oSO Ul B W N

G. 7
3. MNpumMepoM Kakoro sanemMeHTa CTPYKTYPbl CeTU nepefayun faHHbIX ABASETCS MOAEM?
A. 001
B. AKLL
4. Mpobnema ynpassieHNs OOCTYNOM K cpefe BO3HUKAeT B
A. MHOrOTOYeYHbIX KOHPUrypaLnax ceTen
B. OBYXTOYeYHbIX KOHDUIYypaLmnax ceTen
C. ogHOTO4YeYHbIX KOH(UIypaLnsax ceTem
5. Cnocob opraHm3auny NOTOKOB AaHHbIX, NPV KOTOPOM O4HOBPEMEHHO BO3MOXXHbI 1 Nnepefaya v
npueM KaxablM y3/10M CETU Ha3biBaeTCH
A. CYMMJIEKCHBIN
B. OynnekcHbIn
C. nonyaynnekcHbI
6. Crnocob opraHM3auum NOTOKOB AaHHbIX, MPU KOTOPOM OLHOBPEMEHHO BO3MOXXHbI 1 Mepefaya U1
NpVeM KaxabiM y3/10M CeTU Ha3blBaeTCA
A. CUMIMJIEKCHBIN
B. OynnekcHbIn
C. nonynynnekcHbI
7. 4To npeacTasnsdeT coboi MHKaNCyNaUMa NakeToB Npu TyHHeNnpoBaHun (BeibepnTe Hanbonee
noaxoAsLInA BapraHT)?
A. BkJlOYeHMe B 3/1eMeHT AaHHbIX MPOTOKO1a Bonee BbICOKOro YPOBHSA, 3IeMeHTa AaHHbIX
NPOTOKOJ1a HU3KOr0 YPOBHS.
B. BKJOYEHME B 31EMEHT AaHHbIX MPOTOKO1a HU3KOr0 YPOBHS, 3/IeMeHTa AaHHbIX NPOTOKONa



Bonee BbICOKOro ypoBHS.

C. BkJo4eHve B 3/1eMeHT AaHHbIX MPOTOKOo1a 1l0boro ypoBHS, 31eMeHTa AaHHbIX MPOToKo1a
no60oro ypoBHs.

8. YT0 Takoe MHKancynauna nakeToB (UMeeTCa B BUAY KJlacCMyeckas UHKancynaums, a He YacTHble
cny4Yan TYHHeNNpoBaHUs)?

A. BKntoYeHue B 371eMeHT JaHHbIX MPOTOKOo1a Bosiee BbICOKOrO YPOBHSA, 3N1€MeHTa AaHHbIX
MPOTOKOMA HN3KOI0 YPOBHS.

B. BkntoyeHue B 31eMeHT JaHHbIX MPOTOKOa HU3KOr0 YPOBHS, 3/IeMeHTa AaHHbIX MPOTOKO1a
Bonee BbICOKOro ypoBHS.

C. BkJo4eHve B 31eMeHT AaHHbIX MPOTOKOo1a 1loboro ypoBHS, 31eMeHTa AaHHbIX MPOToKOo1a
no60oro ypoBHs.

9. Y10 03HavaeT cneundurkaumnsa 1000Base-T?

1. CkopocTb nHTepdeinca - 1000
M6/c

1. cpela - BUTasd napa

1. cpefia - ONTUKa

1. cpefia - paanoKaHan

1. ckopocTb 0T 10 no 100M6/c

1. cpeda - KoakcuanbHbIN Kabenb

10. B kKakux cnydasx 3anpoc knveHTa K DHCP noceinaetcs Ha unicast agpec (T.e. 0AHOaLpecHo, Ha OLWH
agpec)?

1. nocJie nCTe4yeHns CpoKa apeHbl
1. npu nocblsike DHCPDISCOVER
1. [pn BbINOMHEHWW B Ha4aJIbHOrO

unkne DHCPREQUEST

1. Mpwn ntobOM BbINOSTHEHNUN
DHCPREQUEST
1. Mpun npoasiieHnn apeHsbl B

TeveHune 50% BpeMeHu apeHabl

1. Mpun npoaiieHnn apeHgbl no
npowecteun 50% BpemMeHu
apeHabl



3alaHnsa OTKPbLITOro TMNa

1. B mapLpyTHOM Tabauue MapLipyT1u3aTopa BUAHbI Ced. 3anncu:
IP mask gateway  metric

12.13.10.0 255.255.255.01.2.3.4 3

12.13.0.0 255.255.0.02.345 1

12.13.0.0 255.255.255.03.4.5.6 2

Ha maplpyTusaTop npuwen nakeT ¢ Ha3HaveHmem 12.13.10.11, ykaxxute Kakon bynet BbibpaH IP-agpec
wno3a (gateway)

2. B mapwpyTHon Tabnuue MapLipyTusaTopa BUAHbI CNieq. 3anucu:
[P mask gateway  metric

12.13.0.0 255.255.0.0 4.3.21 1

12.13.0.0 255.255.255.0 3456 2

12.13.10.128 255.255.255.128 2.3.45 3

12.13.10.0 255.255.255.128 1.2.34 4

Ha mMapLipyTur3aTop npuwen nakeT ¢ HasHaveHnem 12.13.10.132, ykaxxute kakon bygeT BbibpaH IP-
agpec wnt3a (gateway)

3afaHune C Pa3BEPHYTHIM OTBETOM

1. Mo4vemy nHorpa, B oteete oT DNS yKa3biBaeTcq,4 TO pe3ynbTaTt "He 3ac/lysauBaeT fosepusa” nam "non-
authoritative answer"? Kak nosy4nTb 0TBET, KOTOPbIN 3aCNyXunBaeT foBepusa? Kakas yTuamTa
ncnonbyetca obbl4HO Ans nposepku DNS-3anucen?

20.2 MpoMeXxyTouyHasa aTrecTaums
TexHonorua npoBepeHus:

MpoMeXxyTo4YHas aTTecTauns NPOBOANTCS B (hOPME NMUCbMEHHOW KOHTPOJIbHOM paboTbl npu
06513aTe/IbHOM YCNOBUW BbIMOJIHEHNS B TEYEHME CeMecTpa BCeX IabopaTopHbIX 3aaHWiA U C y4EeTOM
MOJTYYEHHbIX TEKYLLMX OLLEHOK. OLLEHKHM 3@ BOMPOCHI KOHTPONbHOW PaboThbl CyMMUPYIOTCS, CyMMa
HopMupyeTcs K 50-6a511bHOMY 3Ha4YeHWO.

TpeboBaHMA K BbINOJIHEHUIO 3a4aHUN, LUKaJbl U KPUTEPUMN OLLeHUBAHMUSA

Mpwn oueHMBaHUN pe3ybTaTOB MPOMEXYTOYHON aTTeCcTauumn NCMNob3yeTCsa KoIMYeCcTBeHHas WKana
oueHok. CornacHo NonoXXeHuto o0 6anbHO-PENTUHTOBOM cucTeMe 0byyeHnsi, 50-6annbHas oUeHKa 3a
NTOrOBYIO KOHTPOJIbHYIO paboTy CKAaAblBaeTCs C OLLEHKOW, MOYYEHHOW MO UTOraM aTTecTaumnn.
Mony4yeHHoe 100-bannbHOe 3Ha4YeHUe onpenenseT YpoBeHb CHOPMUPOBAHHOCTI KOMMETEHLMNIA 1
NTOrOBYO OLEHKY (COrNacHO MOMOXKEHNO 0 BaNSIbHO-PENTUHIOBOM CUCTEMe 0By4eHNns):

oLeHka «oTam4Ho» - 90...100 6annos
OLEeHKa «xopowo» - 70...89 6annos
oLeHKa «yfnoBneTBopuTENbHO» - 50...69 6annos

OLleHKa «HeynoBneTeopuTensHo» - 0...49 6annos

MepeyeHb BONPOCOB K UTOroBOW KOHTPOJIbHOW paboTe



1. Kak hopmupyeTca 64-6ut interfacelD (HostID) B npoTokone IPv6? YTo-Takoe EUI-647 Kak
peann3oBaHO AMHAMUYECKOe Ha3HavyeHne agpecos B IPv6 (onuwnTe BCE BapuUaHThbI
Ha3Ha4vyeHWs ajpeca Ha NHTepdenc KomMneoTepa)?

2. OnNuwnTe peannsaumnto CUCTeMbl AOMEHHbIX nMeH Internet (DNS). YTo Takoe 3anuck o
pecypce RR (npusennTe npuMepbl U3BeCTHbIX Bam Tunos RR). Yem oTnnyaeTtcs
NHTEPAKTUBHbIN N PEKYPCUBHBIA 3aNpPOChl U OTBETbI? Kakune NCnosib3yoTCa NopThl 1
TPaHCMOPTHbLIE NPOTOKOJbI AN peanusaumm DNS?

3. Ins Yero ucnosb3yeTcs MOAYASAUNS, MOXHO N 6e3 Hee 060NTUCE NpK Nepefaye AaHHbIX
N B KAKOM Cjly4ae? YTo Takoe MMMYJbCHO-KOA40BasA MOAYNSAUNS (NpuBeauTe npuMepsl,
HapUCynTe BPEMEHHYIO AnarpamMmy)? MNepevyncamte 0CHOBHbIE CBOMCTBA LIMGPOBbLIX KOLOB
(MKM).

1. Yo Takoe TponHoe pykonoxkaTtue TCP-npoTokona? Kakum cnocobom nepepatoTcs
koMaHAbl/oTBeTbl SYN, ACK? Kak onpefennTb Kakne nopThl «MPOCAYLLMBAOTCA» N KaKue
npoueccol/npusioxxeHns B OC BbINOMHAIT 3TO NpocayLlmBaHue? ovyemMy KOHTPOJb
HecaHKUMoHnpoBaHHOro TCP-Tpadumka npotue, 4yem UDP-Tpadunka?

2. NepeyncnmTe 0CHOBHbIE TOMONOr MK CeTEN, ONUWNTE NX 0COBEHHOCTW. B 4eM oTanyune
TOMOJIOrMiA 3Be34a W WNHA-B-TOYKe? YTO Takoe CaMo3axUBJieHWe ABONHOM0 KOJbLa,
HapuCymnTe 1 onuwimnTe.

3. YT1o Takoe TCP n UDP nopTbl? Kakum obpa3oM 1 ans 4ero oHu ncnosab3ytoTca? Kak
BbIOUpPaeTCa NyTb CETEBLIX AaHHbIX BHYTPM CTEKa NPOTOK0M0B Ans IP nakeTa? Kakne
TpaHCMOPTHbIE MPOTOKOJIbI MOALEPXKMUBAIOT unicast, kakne multicast, a kakne broadcast
B3aumogencTene?

1. Y1o Takoe n Kak peanusosaHa NAT? [Inda pelleHna Kakux 3agad ncnonblyetca? Kakune
CYLLECTBYIOT OrpaHuYeHuns aTon TexHonornn? B yem ocobeHHocTn pabotel NAT aons TCP n UDP
Tpagnkos?

2. B 4eM npes MHOroypoBHEBbIX MOAeNen ceTH, A1 Hero OHW HYXXHbI 1 YeM OT/INYATCA OT
cTeKkoB? lMNpuBeaunTe npuMmepsl Mogesnei, pacCMOTPEHHLIX B Kypce.

3. Y710 Takoe I/Q moaynaTop u Kakum obpa3om oH paboTaeT? YTO HY>XXHO As TOro, 4Tobbl
peasn3oBaTb ero nporpaMMHO? Kakune BuIbl MOLYIALUN BO3MOXHbI C I/Q MogynaTopom?

1. MepeyncamTe 3 OCHOBHbIX d/1EMEHTA MOHATUA «MPOTOKO» N MOACHUTE - YTO UMEHHO
03HavaeT Kax bl Ha npuMepe HTTP-npoToKona.

2. Kakue bbiBatoT BUAbI agpecos B IPV6, Ans Yero Kaxabl BUA npefHa3HayveH? YTo Takoe
TYHHENNPOBaHMe 1 Kak CBSA3aHO C BHeapeHueM IPv6?

3. HapucyinTe KOHUrypaumm To4Ka-To4Ka M MHOMOTOYEYHY0 KOH(MUIypaLuo. YTo Takoe
DTE (OO[L) n DCE(AKL])? B kakoi KOHDUrypaLumum BO3HMKAET NpobieMa «MHOXXeCTBEHHOI0
L0CTyMNa» U B 4eM CyTb 3TON NpobsieMbl 1 Kak pelwaeTcs (Ha npumepe n3BecTHbIX Bam
NpoTOKOJ10B)?




1. MepeyncnmTe TPaHCMOPTHbLIE MPOTOKOJILI internet-ceTeln. Ha ocHoBe Yero nenaet Bbibop
KOHKPETHOro TpaHcnopTa NporpaMMnCT 419 CETEBOro NpuioXKeHns? Kakom TpaHCNopTHbIN
NPOTOKOJ UMEET MallUMHY COCTOSHUI U novyemy?

2. Kakne ocobeHHocTun bynyT y cermeHTa Ethernet, B KoTopom Bpems ABoWHOro obopoTta
bynet 515 6uToBLIX MHTEPBaANOB (06BACHUTE NoYeMy)? Kak 3TO MPUMEHNMO K LYMNJIEKCHbIM
ceTsaM, 06bACHUTE novyemy?

3. Kak BbIMOHAETCS MapLlupyTusaumsa B ceTu Internet? YTo Takoe aBTOHOMHbIE CUCTEMbI?
YTo Takoe 3aBUCUMbIE N HE3ABMUCUMbIE OT NPOBanLepoB apecHble NpocTpaHCcTBa IP-agpecos?

1. Y10 Takoe nepefayva wam genernposaHue 30Hbl DNS? YTo Hy>XHO caenaTthb, 4TobbI
JlenernposaThb 30HY (ONULWINTE Kaxx[aoe OencTeune)?

2. C yeM CBSI3aHO OrpaHNYeHne Ha KOJIMYeCTBO KOMMbIOTEPOB B «MJIOCKOW CeTU»? Kakune
CeTU Ha3bIBAKOT MJIOCKUMMK N NoYeMy?

3. Y10 Takoe KprBas NOMeXoyCTOMYNMBOCTY (BoAOMaaHasa KpuBas)? Kakume cylwecTBytoT
cnocobbl ee NonyyYeHnsa ons 3a4aHHOro BMAA MOAYNALNN?

1. Kak paboTaeT n ona 4ero ncnosib3yeTcs Npotokon STP? Kakune moryT 6biTb Nnpobnembl
€ro NUCrnosb30BaHusA 1 Korga 6e3 Hero He 06oNTUCL?

2. Yem oTamyatoTcs unicast, multicast n broadcasat nepenaymn B IP-ceTax. ECTb M 0TAMYMUA B
agpecax unicast n muticast nakeTos?

3. Y7o Takoe CIDR? Mpusennte npumMep 3anucu agpeca IP-cetu B CIDR-hopmaTe. 3anuwmre
B CIDR thopmaTe (npedmkcHOM hopMaTe) afpeca ceTel K KOTOPbIM NpUHaaaexar,
COOTBETCTBEHHO, X0CThl: 123.2.3.4/255.0.0.0, 11.22.33.44/255.255.0,
2.1.40.131/255.255.255.248.

1. Y7o Takoe n Kak pabotaeT DHCP? YTO HY>XHO Ans TOro, 4Tobbl NepenTm K
ncnonb3osaHuio DHCP? Kakune npobnemMbl MOXXHO pelwnTb npumeHns DHCP? Kakue
NCMNOJIb3YTCSA MOPThI Y TPAHCMOPTHbLIE NPOTOKOJbI Ans peanunsauuy DHCP?

2. Kak paboTtaeT ARP-npoTokon (ro waram)? Yto Takoe MAC-agpec 1 Kak ero onpeaenntb
L9 KOMMbtOTepa, 3a KoTopbiM Bl paboTaeTe? Moyemy ARP-NpOTOKON CHMTAETCA OYEHb
Hebe30onacHbIM, ONULWNTE CLLeHapun aTak C npuMmeHeHnem ARP.

3. Kakune nBe 0CHOBHble KoHpurypauuu WiFi-ceTu cywecTtByoT? Y10 Takoe npobnema
CKPbITbIX TEPMUHANO0B? Buabl opbUT 1 Apyrue xapakTepuCcTUKM CNYTHUKOBbLIX CUCTEM CBA3N.




