MMHOBPHAYKN POCCNU
OEAOEPANBHOE NOCYOAPCTBEHHOE BIOOXETHOE OBPA3OBATEJNIbHOE YYPEXOEHUE
BbICLUEFO OBPA3OBAHUA
«BOPOHEXCKWW rOCYQAPCTBEHHbIA YHUBEPCUTET»
(Preoy BO «BI'Y»)

YTBEPXOAIO

3asepyowmin kacdeapon
UHhopMayUOHHbIX cucmem

HaumeHoeaHue Ka(pe?ab/}/'omeeqammea 3a peanusayuto QUCYUUNIIUHbI

(Bopucos [1.H.)

nodnucs, pacwugposka nodnucu

05.03.2025 e.

PABOYASA MPOrPAMMA YYEGHOW OUCLIUMIIUHbI
51.B.1]1B.01.03.03 DevOps
Kod u HaumeHosaHue AucyunuHbl 8 coomeememeauu ¢ y4ebHbIM nIaHoM

1. Koo 1 HammeHoBaHMe HanpaBAeHUsa NoAroToBKu/cneuuanbLHOCTMU:
09.03.02 NHpopMayUuOHHbIe cucmeMbl U mexHosao2uu

2. Mpodunb nogroroBku/cneuymanusaums: ViHxeHepms MHHOPMALMOHHBIX CUCTEM U TEXHOMOMNIA
3. Ksanudwmkauma BoeinyckHuka: bakanaspuam
4. ®opma oby4yeHus: oyHas

5. Kachegpa, oTBevarowan 3a peanmsauunio aucumnnunHbl: Kaghedpa uHopmMauUuoHHbIX cucmem

6. CoctaButenu nporpammsbl: ThipHos FO.O. (y.tyrnov@dcrt.it)

7. PekomeHgoBaHa: pekomeHgoaHa HMC ®KH 05.03.2025, npotokon Ne 5

8. YueOHbIN roa: 2027-2028 CemecTp(bl): 6

9.llenu 1 3agaum y4e6HON ANCLUNIIUHBI

®opmuposaHue y cmy0eHmoe8 3HaHuUl, yMeHUU U Hasbikog, He0b6Xx00uMbIx Orisi agmomamu3ayuu npoyeccos
paspabomku, mecmuposaHUsi, pa3eepmbi8aHUs U SKCMIyamayuu rnpospamMmMHo20 obecredyeHusi ¢
ucrionb3o8aHuem mexHosoaul DevOps.

3adayu y4ebHoUl QucyunIuHbI:

oceoeHue npuHyunos DevOps u ux npumeHeHus 8 paspabomeke l10;

usy4yeHue uHcmpymeHmos koHmeutHepu3ayuu (Docker) u CI/CD (GitLab CI);

passumue HasbIKo8 yripassieHusi UHghpacmpykmypot Yyepes ko0 (laC) ¢ ucronb3osaHuem Ansible;
usy4deHue Memo008 MOHUMOPUHaa U JjloauposaHusi 0151 obecrneqyeHusi cmabusibHOCMU MPUIOXeHUU.

10. Mecto y4ye6HOM AgucuunnMHbl B cTpykType OOMN: [fucyunnuHa omHocumcs K 4Yacmu, ¢hopmupyemou
y4YacmHukamu obpasogamesibHbIx omHoweHul (61.B.09). [ns oceoeHust ducyunnuHbl cmydeHm QO/KeH eriademb
komrnemeHuyusamu OucyunnuH: 51.0.15 BeedeHue 6 nipoepammuposaHue, 51.0.20 OnepauyuUoHHble cucmemsil.
Ymemb pabomampb 6 KoHcosnu Linux Ha ypoeHe nosib3oeamerisi, Mofib308ambCs cucmeMol KOHmMpPOoss eepcull
(npednoymumernbHo git). MMemb npedcmasrieHue o Kynbmype u cmune paspabomku l10.



11. MnaHupyemble pe3ynbTatbl OOy4YeHMA nNoO gucuunnuHe/moaynio (3HaHUA, YMEHUsl, HaBblKH),
COOTHECeHHble C nNNaHMpyeMbiMU pe3ynbTaTaMM OCBOEHMsi oOpa3oBaTeNlbHOM  MporpaMmmbl
(KOoMneTeHUUAMU) N HAUKATOPAMM UX AOCTUXKEHUA:
Kog v HasBaHue komneTeHuun | Ko 1 HasBaHve uHankatopa 3HaHWs, YMEHUsI, HaBbIKK
KOMMeTeHUUn
MK-3 BbinonHeHue u MK-3.1 Paspabotka 3HaThb: A3bIKU " MeToab!
ynpasneHne pabotamu no apXUTEKTYPbl UHPOPMALIMOHHBLIX | NPOrPaMMUPOBaHNS,  UHCTPYMEHTbI U

CO3[aHWIO 1 CONPOBOXAEHUIO
NH(OPMALIMOHHBIX CUCTEM

CUCTEM B pamMKax BbIMNOMHEHNS
paboT 1 ynpaeneHuns pabotamu
no cosgaHuio (Mogudunkaumm) un
COMpPOBOXOEHMIO
MHGOPMALIMOHHOW CUCTEMBI

METOAUKN TeCTUpOBaHUS AN pas3paboTku
nc

YMeTb: WCMOMb30BaTb SA3bIKM M MeToAbl
NMPOrpaMMMPOBaHNs,  UHCTPYMEHTbI U

METOOMKN TECTMPOBaHMA ANs pas3paboTku
nc

3/108

Bnagetsb: A3bIKaAMM " MeTogamm
NPOrpaMMMpPOBaHUS, WHCTPYMEHTaMU U
MeToanKamm TEeCTUpOBaHUs npu
pa3pabotke NIC
12. O6bemM gUCUUNINHBbI B 3a4eTHbIX eguHMLax/yac
dopma NpPOMEXyTOYHOM aTTecTauumn
Bauem ¢ oueHkol, Kypcoeasi paboma
13. TpyaoeMKocTb No Buagam y4ebHom paboTbl
Bug yuebHou paboThbl CemecTp 6 Bcero
AyanTOpHbIE 3aHATUSA 64 64
JIEKUMOHHBbIE 3aHATUS 32 32
lMpakTuyeckne 3aHATUA 16 16
JTaBopaTopHble 3aHATUS 16 16
CamocTodaTenbHasa paboTa 44 44
KypcoBas paboTta
lMpomexyToyHas aTTectauus
Yacbl Ha KOHTPOrb
Bcero 108 108
13.1. CopepxaHue QUCLUNIIUHbI
n/n HaumeHoBaHve pasgena CopepxaHve pasgena ANCUUNIUHbI Peanusauus
OVCUMNIUHBI pasgena
OVCUMMINHBI C
NMOMOLLIbHO

OHManH-Kypca,
OYMK *




1. Nekuyun

BeeneHuve B DevOps

Osontounsa nogxopos paspabotkm 10: Waterfall —
Agile — DevOps.

OcHoBHble aTanbl  DevOps:
yrnpasneHne nHpPacTpykTypon.

CI/CD, MOHUTOPWHT,

KoHTelnHepusauna

OcHoBbl paboTtbl ¢ Docker: co3gaHne KOHTENHEPOB,
paboTta c obpaszamu.

ABTOMaTU3aLMs npoueccos

Hacrtpoiika CI/CD namnnamHOB C WCMNOSb30BaHWEM
GitLab CI.
ABTOMaTM3aUUA
Ansible.

C nomMouwbl

MHPPaCTPYKTYpbI

https://edu.vsu.
ru/course/view.
php?id= 32312

MoH NTOPUHI N nNormpoBaHune

MHcTpymeHThl MoHMTOpUHra (Prometheus, Grafana).
JlornpoBaHue ¢ ncnons3oBaHnem ELK Stack.

https://edu.vsu.
ru/course/view.
php?id= 32312

ObnayHble TexXHOMoOrMmn

Pabota ¢ obnakamn gna aBTomatm3auum DevOps-
npoL,eccoB.

https://edu.vsu.
ru/course/view.
php?id= 32312

2. MpakTnyeckne 3aHATUA

KapTa NOoTOKa LUEeHHOCTH

(VSM) n 6a3oBble METPUKM

https://edu.vsu.
ru/course/view.
php?id= 32312

Git-workflow n npasuna
KOMaHOHoW paboThl

MpaBuna komaHgHoOWM paboThl

https://edu.vsu.
ru/course/view.
php?id= 32312

Docker-compose cTeHs

app + DB + reverse proxy

https://edu.vsu.
ru/course/view.
php?id= 32312

Ontnmmnsauus Dockerfile

multi-stage, 6e3onacHocCTb, pa3mep

https://edu.vsu.
ru/course/view.
php?id= 32312

Cl-nannnanH

TecTbl — cbopka — nybnukauus

https://edu.vsu.
ru/course/view.
php?id= 32312

CD Ha cTeHA

\nennon + rollback

https://edu.vsu.
ru/course/view.
php?id= 32312

MeTpuku + anepTsl + gawbopa

Prometheus/Grafana

https://edu.vsu.
ru/course/view.
php?id= 32312

laC cTteHaa B obnake Terraform https://edu.vsu.
ru/course/view.

php?id= 32312
3. NabopaTtopHble 3aHATUA https://edu.vsu.

BeeneHuve B DevOps

HacTpoliika cepeepa, packaTtka NpUoXeHUs pykamu

KoHTelnHepunsaunsa

KOHTeVIHepM3aLLMF| npunoxXxeHme 1 Bblknaaka pa3HbIX

Bepcuin B xab

ru/course/view.
php?id= 32312




3 ABTOMaTU3aLMs NpoLLEeCCOB YnyJyweHne npouecca no aBTomaTusaumm cOOpKM,
nobaBneHMe aBTOMAaTMYEcKOM MNPOBEpPKY  Koaa,
HaCcTpoWiKa yBe4OMITEHUS 4151 pa3paboTymMKoB NoO Xoay
NPOBEPKN N COOPKMN.

4 MOHUTOPUHT 1 nornpoBaHne | MHTerpauna  MOHMTOpUHra M aneptuHra B | https://edu.vsu.
WH(PaCTPyKTYpy, aBToMaTm3auus obpaboTku noros B | ru/course/view.
NPUNOXeHUN. php?id= 32312

5 O6na4Hble TeXHOMOrmnm Hactpolika Ansible gnst aBTomaTmnyeckoro cosgaHus u | https://edu.vsu.
KOHGMrypmMpoBaHus MHPPaCTPYKTYpbI. ru/course/view.

php?id= 32312

13.2. Tembl (pa3genbl) AUCLUUNIVHBLI U BUAbI 3aHATUN

Buabl 3aHATUIN (KONMYECTBO YacoB)
Ne HanmeHoBaHve Tembl n a6 CamocTos-
n/n (pasgena) gucumnavHbl Nexuyn pakTn- aboparop- TenbHas Bcero
yeckne Hble
paboTta

1 BeeneHue B DevOps 4 2 2 4 12
2 KoHTelHepunsauna 4 2 2 4 12
3 ABTOMaTM3auus NpoLLeCcCcoB 12 6 6 18 42
4 MOHUTOPUHF 1 NorMpoBaHune 8 4 4 12 28
5 O6nayHble TeXHOMorMu 4 2 2 6 14

Utoro: 32 16 16 44 108

14. MeToau4yeckue ykasaHusa onsi o6y4aroLmxcsa no 0CBOEHUIO ANCLUNIIUHDI

BHeayauTopHasi camocTosiTenbHas paboTa CTyAeHTOB BKMtoYaeT MpopaboTky MaTtepuarnoB NeKuui, usydyeHue
peKOMeHA0BaHHOM NUTepaTyphbl, MOAFOTOBKY K KOHTPOSbHbLIM paboTamM, NOAroTOBKY K labopaTopHbIM paboTamM 1 Ux
3awmTam, NoAroToBKY K 3alluTe TUMOBLIX MPOEKTOB.

15. MepeyeHb OCHOBHOW W [AOMOSMHUTENbLHOW NUTepaTypbl, PECYypCOB MWHTEpPHeT, Heob6XxoAuMbIX AnsA
OCBOEHUA ANCLMUNNUHbI

a) OCHOBHas nuTeparypa:

Ne n/n McToYHMK

BanaHos, A. H. DevOps: nHTerpauusa n astomaTtnsaums : yiebHoe nocobuve ans Bysos / A. H.
banaHoB. — 2-e u3pg., ctep. — CaHkT-MeTepbypr : JlaHub, 2025. — 240 ¢c. — ISBN 978-5-507-50491-
1 6. — TeKCT : aNeKTPOHHbIV // JlaHb : aNekTpoHHO-6MbnmoTeyHas cuctema. — URL:
https://e.lanbook.com/book/440162— Pexum gocTtyna: Ans asTopus. nonb3osBatenen :
https://reader.lanbook.com/book/440162#1

BanaHos, A. H. TocTpoeHne MMKpOCEPBUCHOWN apXUTEKTYPbI 1 pa3paboTka BbICOKOHArPYKEHHbIX
npunoxeHui: YdyebHoe nocobue gns By3os / A. H. banaHoB. — 2-e n3g., ctep. — CaHkT-leTepbypr :
2 Jlanb, 2025. — 244 c. — ISBN 978-5-507-52652-9. — TeKCT : 9NeKTPOHHbIN // JlaHb : 9NEKTPOHHO-
ombnmoteyvHasn cuctema. — URL: https://reader.lanbook.com/book/456920. — Pexwum goctyna: ons
aBTopwu3. nonb3oBaTtenen : https://reader.lanbook.com/book/456920#1

6) JononHWUTeNLHas NuTepaTypa:

Ne n/n McToYHMK

XepuHr, M. DevOps gnis coBpeMeHHOro npeanpuatms : yuebHoe nocobue / M. XepuHr ; nepeBos c
aHrnuinckoro M. A. PantmaHa.. — Mocksa : MK lpecc, 2020. — 232 c. — ISBN 978-5-97060-836-
4, — TeKCT : aNeKTPOHHbIN // INlaHb : aNeKTpoHHO-6nbnnoteyHas cuctema. — URL:
https://e.lanbook.com/book/140580



https://e.lanbook.com/book/140580

Ap3ymaHsiH, M. 0. ApxuTekTypa npeanpuatus : yuedbHoe nocobue / M. KO. ApaymaHsiH. — CaHKT-
2 MeTtepbypr : CM6ryYT um. M.A. BoHy-BpyeBunya, 2016. — 86 ¢. — TeKCT : aneKTpOHHbIN // J1aHb :
3NEKTPOHHO-6mMbnunoteyHasa cuctema. — URL: https://e.lanbook.com/book/180250

IpyBep, I'. 3anyck 1 macwrtabupoBaHme DevOps Ha npeanpustum / . [pyBep. — Mocksa : [IMK
3 Mpecc, 2018. — 80 c. — ISBN 978-5-97060-704-6. — TeKCT : aNeKTPOHHbI // JlaHb : 3NIeKTPOHHO-
6mbnmoteyvHas cuctema. — URL: https://e.lanbook.com/book/116130

CkpblHHUKK, O. B. DevOps ana UT-meHeKepoB: KOHLEHTPUPOBAHHOE CTPYKTYPUPOBAHHOE U3MOXEHME
nepeposbix naen / O. B. CkpbiHHUK. — 2-e n3g. — Mocksa : MK lNpecc, 2019. — 126 ¢c. — ISBN 978-
5-97060-692-6. — TeKCT : aneKTpOHHbIN // JlaHb : aNekTpoHHO-6MGnMoTevHasn cnctema. — URL:
https://e.lanbook.com/book/112933

B) MH)OPMaLMOHHbIE 31EKTPOHHO-06pa3oBaTesibHble pecypchl (OduUManbHble pecypchbl MUHTEPHET)*:

Ne n/n Pecypc

1 OcpuyuanbHas dokymeHmauyusi Docker (docker.com)

2 Kypcbi Ha nnamgopme KodeCloud unu Coursera

16. NepeyeHb y4eOHO-MeTOAMYECKOrO obecnevyeHns arnsi CaMmocTosATeNbHOM paboThbl

Ne n/n McToYHMK

1 lpoepammHoe obecneyeHue: Docker Desktop, Ansible CLI

2 lMnamgopmbsi dns npakmuku: GitHub/GitLab

17. O6pa3oBaTenbHbIe TEXHONONMMU, UCMONb3yeMble NMPU peanusaumm y4eO6HOW OUCLMUMNIIMHbI, BKo4vas
OUCTaHUMOHHble obpa3oBaTenbHble TexHonorum (OOT), anekTpoHHoe o6y4yeHune (30), cmelaHHoe
obyueHue):

1. 3nekTpoHHO-6ubnMoTeyHas cucrema «3NEeKTPOHHO-6MbnmoTeyHas cucrtema JTaHby,
https://e.lanbook.com

2. O6pasoBartenbHbin noptan Moodle (cepsep Moodle BI'Y)

3. OS Mbed. — Pexum goctyna : http://osmbed.com
18. MarepmanbHo-TexHM4eckoe obGecneyeHne A[UCLUNMUHBIL: JlekunMoHHas ayauTopus, 06opyaoBaHHas
MyNbTUMEANAHBIM MPOEKTOPOM. KOMMbIOTEPHbIE KNacchbl dhakynbTeTa AN npoBefeHus nadbopaTopHbIX 3aHATUN.
MporpammHbIn amynaTop yyebHon OBM ans nposegeHus nabopatopHbix 3aHsaTun. O6pasoBaTenbHbl nopTan
«3NeKTPOoHHbIN yHMBepcuTeT BIY» https://edu.vsu.ru.

19. OueHouYHbIe cpeaAcTBa AN NPOBEAEHUS TEKYLEN U MPOMEXYTOYHOM aTTecTauun.

Tekywnii KOHTPONb OCBOEHMSI MpPOrpaMmbl OCYLLECTBMNSETCA Ha OCHOBE pe3yrbTaToB BbIMOJSIHEHMS
nabopaTtopHbIx paboT, B TOM YMCHe C MPUMEHEHNEM ANCTAHLUMOHHbBIX 06pa3oBaTerbHbIX TEXHOMNOMMI (3NEKTPOHHbIN
Kypc Ha obpasoBaTeribHOM nopTarne «3neKkTPOoHHbIN yHuBepcuteT BIY» edu.vsu.ru). lNepeveHb nabopaTopHbIX
paboT NpMBeaEH BhILLE.

Mopsaok oueHkn ocBoeHusi obyyalwmmucs yd4ebHOro Mmartepuana onpefensercsa cogepXaHuem
crnegywoLwmnx pasgernos AMCUUNIUHBL

WHankaTop(bl)
Ne HanmeHoBaHue pasgena OueHo4Hble
n/n AVCLMNAMHBI (MOZyNs) KomneTeHLus(1) QCKACJeMTiiT_lTAﬂw cpeacTea
BeeneHune B DevOps MK-3 MK-3.1
1 KoHTeiiHepuaaums 77'_ecmoeoe 3adaHue
ABTOMaTU3aLS NPOLIECCOB urosbie rpoeKkma!




NHaukaTop(bl)
Ne HanmeHoBaHue pasgena OueHoYHbIe
KomneTteHuumsi(n) JOCTUXEHUS
cpencTea
n/n ancumnnuHel (Moayns) KOMMETEHLIM pen

5 ABTOMaTM3aLMS NPOLIECCOB MK-3 MK-3.1 Tecmoeoe 3adaHue
MOHI/ITOpI/IHF n nornposaHune Tunosbie rnpoekmel
BeegeHune B DevOps MK-3 MK-3.1 T 3

3 ABTOMAaTU3aLMS MPOLIECCOB Tecmoeoe sacaHue
O6nayHble TEXHOMOrnm urnoebie npoekmbl
BeeneHune B DevOps MK-3 MK-3.1 T 5

4 MOHMTOPWHF 1 NorMpoBaHue ecmoeoe 3acaHue
O6nayHble TEXHOMOrnm Tunosbie npoekmsl

lMpomexyTouyHas aTTectauus

dopma KoHTponst — 3ayeT ¢ oueHkon, KypcoBasi paboTa

JTabopaTtopHble paboTbl NOCME BbIMONHEHMS OLLEHUBAIOTCS NpenogaBaTernieM, 1 BbICTAaBNAETCA OLEeHKa «3a4TEeHO»
npu ycnosun oteBeTa Ha 80% BONPOCOB NpenogasaTtensi no npegmeTHon obnactu nabopatopHon paboTsl. 1o
utoram nabopaTopHbIx paboT 1 YCTHOro OTBETa CTYAEHTA BbICTABMNSAETCS OLIEHKA «3a4TEHO» UMW «HE 3a4TEHO» MO
nabopatopHbiM paboTtam Bcen ancuunnuHel. K coade 3ayeta ¢ OLEHKON JONYCKAKTCA CTyAEeHThI, caaBwme 100%
nabopaTtopHbIx paborT.

CooTHoLEeHMEe nokasaTenemn, KpUTEPMEB U LLKANbl OLEHNBAHUA pe3ynbTaToB 0bydeHus.

YpoBeHb
Kputepun oueHnBaHns KOMNEeTEHLMIN CHOPMNPOBAHHOCTY LWkana oueHok
KOMMEeTEeHLMN

OByuvaroLwuincs B NONHON Mepe BnageeT NOHATUIMHBIM annapaToM MoBbILWEHHBIN OTnuyHo
(TeopeTuyecknmMmn OCHOBaMu ANCUMNIUHBI), CNOCOBEH YpOBEHb
MNNCTpUpoBaTh OTBET NPYMepamMm, NPUMEHATb TeopeTU4eckne
3HaHWA ONS pelleHns npakTU4eckmux 3agad

O6y4atowmncsa BnageeTt NOHATUNRHLIM annapaToMm AaHHowm obnacTtn | basoBbli ypoBeHb XopoLuo
HayKkn (TEopeTUYECKUMUN OCHOBaMM OUCLUMNIUHBI), CMOCOOEeH
bopMynmnpoBaTb OCHOBHLIE MOHATUSA NpegMeTHoN obnacTn, Ho
3aTpyaHAETCSA NPUBOOUTL NPUMEPbI, XapaKTepusyoLiue
0COBEHHOCTM NpegMeTHON obnacTtu

O6y4yaroLwmncsa 4YacTMyHo Bnageet TeopeTuieckuMm [NoporoBbin YooBneTBOPUTENBLHO
OCHOBaMM OUCLUNIMHBI, doparMeHTapHO cnocobeH YPOBEHb
bopmynnpoBaTb OCHOBHbIE MOHATUS NpegMeTHON
obnacTtu, HO 3aTpyAHAETCS NPUBOANTL MPUMEPHI U
CXeMbl, OnucbiBaoLLme MHPOPMaLNOHHbBIE CUCTEMBI U
NPUMEHSIOLLMECH B HUX TEXHONOMMN

OOyyatoLmnncs 4eMOHCTPUPYET OTPbIBOYHbIE, - HeypoBneTBopuTenbHO
(bparMeHTapHble 3HaHMS HE NMOHMMAaET OCHOBHbIX
NOHSATUIA NpeaMETHOM 06nacTn 1 fonyckaeT rpydble
ownbKM B NpeameTHoM obnacTu.

20 TunoBble OLEeHOYHbIE CpeacTBa U MeToAMYECKUE MaTepuanbl, onpeaensilowme npoueaypbl
OLEeHMBaHUA

20.1 TeKywwMMK KOHTPOSb yCreBaeMocCTun
KoHTponb ycneBaeMoCTu Mo AUCLMNINHE OCYLLECTBISETCS C MOMOLLbIO KOHTPOJSIbHbIX PabOT 1 TECTOBbLIX 3a4aHWUN.

20.1.1 TecToBOE 3agaHue

BapwuaHTt 1
1. O6bsicHMTEe OCHOBHble NpuHUMNbl DevOps. Kak oHWM cnocobCTBYHOT YNydlleHW B3aUMOOEWCTBUS MeXOy
KOMaHgamu pa3paboTku 1 akcnnyaTaumm?
2. OnuwuTte npouecc co3gaHusa Docker-obpasa ¢ ucnonb3oBaHuem Dockerfile. Kakne knioyeBble KomMaHObl
ncnonb3yTca?
3. Kakne meTpukn Heobxooumo oTcrnexmBaTtb OS19 MOHUTOPWMHra cepBepoB? HasoBWTE WHCTPYMEHTbI, KOTOpble
MO>XHO UCMONb30BaThb AN 3TOW 3a4a4u.



BapwuaHT 2
1. Yem KOHTeWHepusauus OTNMYaAETCA OT TPAAMLUMOHHOIO Moaxoda K pasBepTbiBaHUIO MpunoxeHun? Kakne
npevMyLLiecTBa OHa NpeaocTaBnNaAeT?
2. Yto Takoe aBTOMartmsauuss npoueccoB B DevOps? [lpuBeante npumepbl 3adad, KOTOpble MOXHO
aBTOMaTU3MpoBaTh.
3. OObsACHMTE, KaK LEeHTpanu3oBaHHOE JorMpoBaHME MOMOraeT aHanuaupoBaTb paboTy CUCTEMBI. YKaxuTe
MHCTPYMEHTbI, KOTOPble MOXXHO MCMNOJ1Ib30BaTb.

BapwuaHT 3
1. Y10 Takoe CI/CD? O6bacHuTe pasHuLy Mexay HenpepbiBHon nHTerpauuent (Cl) u HenpepbiBHOM goctaskon (CD).
2. Kak pabotaer Docker Compose? Hanuwwute npumep darnna “docker-compose.yml’ gns 3anycka BebG-
NpUIoXeHns n 6a3bl AaHHbIX.
3. Kakvne npemmyliecTtsa gatT obnayHble TexHonornm ansa DevOps-npoueccos? Npusegute NnpyMepbl NOMYsipHbIX
nnaTgopm.

BapuaHT 4
1. Pacckaxute o ponu KoHTewHepusaumm B DevOps. lNMovemy wncnonb3oBaHme Docker ctano ctraHgapTtom B
NHAYCTPUN?
2. OnuwunTe Npouecc HacCTPOMKN B3aMMOAENCTBUS HECKONbKUX KOHTeHepoB ¢ nomoLsio Docker Compose.
3. Kak obnauyHble TexHonorum obecneumBaloT 6e3onacHOCTb AdaHHbix? [lpyMBeguTe npumepbl MNpakTuk WU
WHCTPYMEHTOB.

BapuaHTt 5
1. Yt0 Takoe MoHUTOpUHr B DevOps? Kakne MeTpuku cnegyeT oTcnexusaTtb Ans obecneyeHns ctabunbHon paboThl
NpUNoXeHns?
2. OnuwwnTe NpoLecc co3fgaHns U 3anycka KoHTerHepa ¢ nucnonb3oBaHmem Docker CLI (komaHgHOW cTpokm). Kakue
KOMaHAbl MCnonb3ytTca?
3. Kak macwrtabupyemocTb obnayHbix TexHomrorni nomoraet DevOps-komaHgaM ObICTpo aganTtvpoBaTbCsl K
nameHsowmmca TpebosaHuam? Npusegute npuMepsbl.

MpuBEAEHHbIE HKE 3a4aHNS PEKOMEHAYETCS UCMONb30BaTh NPV MPOBEAEHNN AMArHOCTUYECKUX paboT Ans
OLIEHKM OCTaTOYHbIX 3HAHWUIA

MNK-3
3adaHus 3akpbimo2o muna (8 kaxdom 3adaHuu Heob6xo0UMO 8blbpampe OOUH USIU HECKO/IbKO 0mMeemos)

1. Yto o3Hauvaet npuHumn "Shift Left" B DevOps?

a) MNepeHoc TecTnpoBaHus Ha 6onee paHHWe aTanbl pa3paboTku
b) Ncnonb3oBaHve neBbIX KOMMNOHEHTOB B apXUTEKType

¢) YoaneHue ctapbix Bepcun MO

d) 3anyck NpunoXxeHun TonbKo B FIEBOM faTa-LeHTpe

2. Kakon MHCTPYMEHT Yalle BCero Mcnonb3yeTca Ans Busyanusauum MeTpuk 1 gawobopaos B
DevOps?

a) Nagios

b) Grafana

c¢) Jenkins

d) Kibana

3. Yto o3HauaeT abbpeBunartypa CIl/CD?

a) Centralized Infrastructure / Custom Development

b) Code Integration / Continuous Development

c¢) Continuous Integration / Continuous Delivery (unu Deployment)
d) Cloud Integration / Container Deployment

4. Kakon MHCTPYMEHT 4alle BCero ucnonb3yetcs Ans KOH(puUrypaunoHHOro ynpasrneHua?
a) Jenkins

b) Ansible

c) Docker

d) Prometheus



5. Yto Takoe Canary Deployment?

a) O6HOBNEHNE BCEX KOMMOHEHTOB CUCTEMbI Cpasy

b) NocTeneHHoe pa3BepTbiBaHNEe OOHOBNEHMI HA HEGONbBLLIOW YacTK Nonb3oBaTenen
c) PesepBHoOe konnpoBaHne BCEX CEPBUCOB

d) MeTog TecTupoBaHusa 6e3onacHoCcTu

6. Kakyro 3agayy pewaet Helm B akocucteme Kubernetes?
a) MoHuTOpWHIr NnogoBs

b) XpaHeHne obpasos

C) YnpaeneHue naketamu u wabnoHamu pa3BepTbiBaHUS

d) HacTtponka o6nayHom nHpacTpyKTypbl

7. Kakonn komnoHeHT Kubernetes oTBevaeT 3a nnaHMpoBaHue pa3mMeLleHns nogoB?
a) Etcd

b) Scheduler

c) Kubelet

d) Controller Manager

8. Yto npoucxoguT Ha atane "Build" B Cl/CD nannnanHe?
a) 3anyckaeTcsa NpuNoXeHne Ha npoge

b) MponssoguTca cbopka Koga B UCNONHAEMbIN apTedakT

c) MpoBoguTcsa Harpy3o4YHoe TecTMpoBaHue

d) HacTtpaunBaetcsa nHdpacTpykTypa

9. Kakasa komaHpa B Git ucnonbsyerca ansa oo beanHeHUs BeTOK?
a) git push

b) git merge

c) git fork

d) git checkout

10. Yto penaet nHctpymeHT Docker?

a) CneguT 3a ncnonb3oBaHMeM NamaTu

b) Mo3BonseT 3anyckaTb NPUITOXEHNS B KOHTENHEPAX
¢) MoHuTOpUT ceTeBble COeaANHEHMS

d) YnpaBnseT xpaHnnuiem AaHHbIX

11. Kakasi apxuTekTypa nogpasymeBaeT pa3sgerieHue npunoXeHus Ha He3aBMCUMbIe CEPBUCHI?

a) MoHonuTHas

b) MukpocepsucHas
c) Cnowncrtasa

d) MogynbHas

12. Yto obecneunBaeT ropusoHTanbHoe MacwrtabupoBaHue B Kubernetes?

a) YBenunyeHne pecypcoB OTAENbHbIX y3I10B

b) ABTomMaTnyeckoe gobaBneHne NoA0B NPW BbICOKOW Harpy3ke
¢) PyyHoe co3gaHune HOBbIX KOHTEHEPOB

d) 3anyck npunoxeHnn Ha ogHOM cepBepe

13. Kakon MHCTpPYMEHT ucnonb3yeTcs Ana peanusauum npuHumna Infrastructure as Code (1aC)?

a) Jenkins
b) Terraform
¢) Selenium
d) Grafana



14. Y1o Takoe Service Mesh?

a) CpenctBo ansa 6anaHCUpOBKM Harpyskn mexay cepBepamm

b) CeTteBon cnon gnsi ynpaeBneHnsi KOMMYHUKaLMEN MeXay MUKpOCcepBMcamm
¢) VIHCTpYMEHT Ana MOHUTOPUHIa NPOU3BOAUTENBHOCTHU

d) basa gaHHbIX ANg XpaHeHUs Noros

15. Ona 4yero ucnonb3yetcAa Prometheus?

a) ABTomaTm3aums cOopkM NpUNoXKeHUn

b) MoHMTOpPWHr 1 c6op METPUK B peanibHOM BPEMEHM
C) YnpaBneHue KOHTENHepamu

d) Hactponka CI/CD nannnarnHos

3adaHusi omKpbImo20 muna

®dannel B Ansible HasbiBatoTcA...?

VHCTpYyMeHT ansa ynpasneHnsa NHOpacTpyKTypon Kak Kogom?
HasBaHue npouecca aBTomaTuyecKkoro passepTbiBaHWSA Nocne TecToB?
l'oe xpaHsTea koHdurypaumm Kubernetes?

paduyeckasn cucrema Busyanusaumum METPUK?

Kak HasbIBaeTCsi NpakTMKka HenpepbIBHOrO 06beamMHeHNs koaa?
Kakon MHCTPYMEHT UCNonNb3yeTcs ANs ynpasneHnsa KoHTenHepammn?
MHCTpYMEHT Anst MOHUTOPUHra n cbopa MeTpuk?

dopmaT onmcaHma UHPPacTpPyKTypbl B BUae koga?

10. VIHCTpPYMEHT ans KOHTeNnHepu3aunm NpuNoXeHnn?

11. ®dopmart xpaHeHus koHTenHepos B Docker?

12. Kak HasblBaeTcs oTaenbHas eguHuua BbinonHeHust B Kubernetes?
13. WHcTtpymeHT CI/CD ot GitLab?

14. Kak HasbiBaeTcs ceTb B 06navyHon nHdpacTpyktType?

15. lonynsapHasa cuctema ynpasneHns Bepcusimmn?

©oNOO R WN=

3adaHus ¢ pa3gepHymbiM 0meemom

1. Onuwume, kak ucrnionb3ogamse Docker 015 paspabomku u pa3gépmabieaHusi MUKpocepsuca. Ymo
domkHo 6bimb 8 Dockerfile u kak opeaHuzoeame docker-compose.yml?

2. Onuwume npouyecc Hacmpouku Jenkins dns CI/ICD nadnnaliHa, Komopbil asmomMamu4yecKu
cobupaem, mecmupyem u pa3gopadyugaem 8eb-rpusioxXeHue.

3. Onuwume npouyecc HacmpoUKU MOHUMOPUH2a MUKPOCep8UCco8 ¢ ucrosib3osaHuem Prometheus u
Grafana. Kakue mempuku HyxHo cobupams?

4. Onuwume, Kak ¢ nomouwibto Terraform moxHo passepHymb eeb-rpunoxeHue 8 obriake AWS. Kakue
PEeCcypcChbl HYXXHO ornucams U Kak yrpassisimbs COCMOSHUEM ?

5. Onuwume npoyecc pazeepmbigaHusi Mukpocepsuca 8 Kubernetes. Kakue maHughecmabi Hy)KHO
co30amb U Kak obecriedums e2o0 00CmynHOCMb?

6. lMpedcmasbme, YMo 8aM HY)XHO pa3eepHymsb fpunoxeHue 8 obnake (AWS unu GCP). Onuwume
npouyecc Hacmpotku supmyasnbHol cemu (VPC) u obecriedyeHuss 6e3ornacHOCMU rnpuUrioXeHUs 8 3mou
cemu.

7. ObbsicHUMe, Kak MUKpOCcep8uCHasi apxumekmypa efnusiem Ha paspabomky u aKcrlyamayuro
npoepamMmHbIx cucmem. Npusedume rpumMepk! npeumywecms u Hedocmamekos.

8. Onuwume npouecc Hacmpolku nadnnatiHa Cl/CD 0ns eeb-npunoxeHusi. Kakue amaribi 8bi
8K/IIOHUME U KaKkue uHcmpymeHmsl 6ydeme ucrnonb308ame?




9. O6bscHUME, YMO MmaKoe KoOHmeulHepu3sayus, U onuwume OCHOBHbIE fpeumMyuiecmsa
ucnionb3oeaHusi Docker 8 DevOps-nipoyeccax.

10. Packpoume noHsmue Infrastructure as Code (laC). Kakol uHcmpymeHm 8bi 6bi eblbparu 0rs
yrnpaseHusi UHgppacmpykmypou u rnoyemy?

11. Onuwume fipoyecc HacmpoUKU U 8HEOPEHUSI MUKPOCEPB8UCHOU apxumeKkmypbi 0515 6eb-
MPUIIOXXeHUs, 8K/roYas ucrosib3ogaHue uHcmpymeHmos DevOps.

12. lNpedcmasbme, 4ymo ebl adMuHUCMpupyeme knacmep Kubernetes. Onuwume nipouecc Hacmpouku
asmomMamuyecKo2o MacumabuposgaHusi modoe Ha ocHoge Hazpy3ku CPU.

13. lpusedume rnipumep cueHapus, 8 KOMOPOM UCrofb308aHuUe banaHCcuposwWUKa Hagpy3Ku yrnydwaem
rpou3sooumesribHoOCMb npuoxeHusi. Kakue uHcmpymeHmbl MOXHO UCrofib308amb 05151 peanu3ajyuu
b6anaHcuposku?

14. Onuwume OCHO8HbIe 3maribl MOHUMOpPUHaa rnpuoxeHusi 8 DevOps-npouecce. Kakue Mempuku bl
cyumaeme Hauboriee 8axkHbIMU Or1s1 aHanu3a rnpou3eooumesibHoCmu?

15. B yem 3aknroyaemcs pasHuya mexoy Continuous Integration (Cl), Continuous Delivery (CD) u
Continuous Deployment (CD)? lNpusedume rpumepsbi ux rnpuMeHeHUs.

16. Ob6bscHume, kak obecrieyumes be3onacHocme OaHHbIX 8 rpouecce pabomsi ¢ KOHMelUHepamu
Docker. Kakue mepbi bl 6b1 npuHsnu 015 3awumsl KOHMelUHepog?

20.1.2 KypcoBble paboTbl (TUMOBbLIE NPOEKTHI)

BbinonHeHne KypcoBor paboTkl (TUMOBOrO NpoekTa) ABNAeTCst He06XoANMbIM YCNOBMEM JoMnycKa CTYAEHTOB K
utorosomy 3a4éty. KypcoBas paboTta BbIMONHSAETCA B Tpu 3Tana:

MepBbI - BLIOOP NpoekTa U HEOOBXOANMBIX UHCTPYMEHTOB Af1si €0 OCYLLIECTBINEHUS.

BTopon atan - ycTaHOBKa M HACTPONKa MHCTPYMEHTOB, HanMcaHne HeoOXOAMMbIX CKPUMTOB.

TpeTun atan - 3anyck NpoekTa B NPOAAKLUH cpeae v ero oTnagka, HanmcaHne Heo6xoauMoN OKYMeHTaumu.

MprMepHbIV NepeyeHb KypcoBbIX paboT (MPOeKToB):

1. MoHuTOopuHr cepBepoB ¢ Prometheus u Grafana.

2. ABTOMaTu3aums passepTbiBaHusa BeO-npunoxeHns ¢ Docker Compose.
3. LUeHTpanu3oBaHHOe nornpoBaHue ¢ ucnonb3oBaHvemM ELK-cTeka.
4. Hactporika CI/CD nannnawHa gns ctaTuydecKkoro canta.

5. ABTOMaTtusauus pe3epBHOro KonupoBaHus 6a3 AaHHbIX.

6. ObnayHoe pa3BepTbiBaHWE BED-NPUNOKEHUS.

7. Cnctema onoselleHumn o cbosax yepes Telegram.

8. KoHTenHepm3aumnss MOHONMUTHOIO MPUNOXEHUS.

9. ABTOMaTM3auus ynpasneHns KoHdurypawumen cepeepos.

10. Busyanusauusa MeTpuK Npon3BoanMTENbHOCTU NPUITOXKEHWUIA.

11. AsTomaTusaums tectupoBaHus APl ¢ Postman.

12. HacTpoWika 0Tka3oyCTOM4YMBOM MHAPPaACTPYKTypbl B obnake.

13. PaspaboTka cuctemsl ynpaBneHus fioramu.

14. MOHUTOPUWHI AOCTYMNHOCTM BEG-CanToB.

15. YnpasneHue KoHpUrypaumnsamm cepseposB.

16. PaspaboTka cuctemMbl ynpaBneHns BEpCUsiMU NPUNOXKEHUIA.

17. CosgaHne cMcTeMbl MOHUTOPUHIA MUKPOCEPBMCOB.

18. ABTomaTusauus obHosneHns cepepHoro MO.

19. HacTpowika macluTabrupyeMoCcTy NPUNoXeHUN.

20. LleHTpanusoBaHHOE ynpasrieHne noramu.

21. PaspaboTka gawbopaa anst aHanusa MeTpuk NPUoXeHun.

22. KoHTelnHepuaauusa tectoBorn cpeapbl ans CI/CD nannnanHa.

23. HacTtponka aBToMaTMyeckoro Aensos npunoXeHnin Ha cepeepbl.
24. Pa3paboTka cMCcTeMbl MOHUTOPUHIa CETHU.

25. BHeapeHue DevSecOps: aBTomaTnyeckuii aHanna 6esonacHocTy koaa.
26. YnpaBneHue obnayHbIMn pecypcamu.

27. HacTtponka cucteMbl anepTuHra gns MMKpPOCEPBUCHOW apXUTEKTYPbI.
28. PaspaboTka 0Tka3oyCToOM4MBOro Beb-npunoxeHus B obnake.

29. ABTOoMaTu3aumsa ynpaeneHns 6asammu gaHHbIX Yepes Ansible.
30. MOHUTOPWHI NPOM3BOANTENBHOCTUN CEPBEPOB.

31. JlormpoBaHue cobbITUr 6e30MacHOCTN NPUMOXKEHUS.

32. PaspaboTka cucTeMbl ynpaBrneHns KoHpurypaunsamm.

33. BHeapeHue Blue-Green gennos onst NpunoXeHui.



34. CosgaHue CI/CD navnnanHa Ans MUKPOCEPBUCHOW apXUTEKTYpbI.

35. ABTOMaTM3aUus pa3BepTbiBAHUSA NPUIOXKEHUN.

36. YnpaBneHve cekpeTamu MpuroXxeHus.

37. Pa3paboTka cMcTeMbl TECTUPOBAHMS MPOU3BOAUTENBHOCTM NPUMOXKEHUNA.
38. MOHUTOPUHI CETEBOWN aKTUBHOCTMW.

39. Busyanusauma gaHHbIX MOHUTOPWHrA.

40. LleHTpanu3oBaHHOe ynpasneHue noramMmm M1MKpOCepBUCOB.

20.2 MpomexyToyHasa aTrecTauums

OueHKa 3HaHWIA, YMEHUI U HABLIKOB, XapakTepuayloLasa atanbl opMMpoBaHUSA KOMNETEHLMI B paMKax
N3y4eHUs ONCUMMIMHBI OCYLLIECTBIIIETCH B XOAE TEKYLLEN 1 NPOMEXYTOYHON aTTeCTaLNN.

Tekywasa arrectaumsi npoBOaUTCA B COOTBETCTBMM C [lonokeHvem o Tekywen arrectaumm
obyyaroLmxcs no nporpamMmam Bbicllero obpasoBaHuMs BOpOHEXCKOro rocyaapCTBEHHOro yHMBepcuTeTa.
Tekylwaa atrectauumsa npoBoauTcs B hOpMe MHAMBUAOYANbLHOMO Onpoca B pamKkax pybexHbIX aTTecTauui.
Kputepun oueHMBaHMs NpMBEOEHbI BhILLE.

lMpomexyTodHaa aTtTecTtauus nNpoBOAUTCA B COOTBETCTBUM C [lONOXEeHMEM O MPOMEXYTOYHON
aTTecTaumm obyyaroLmxcs no nporpaMmam BbicLLero obpasoBaHus.

KOHTpOmNbHO-U3MepUTENbHLIE  MaTepuanbl  NPOMEXYTOYHOW  aTTecTaumMmM BKMA4YalT B cebs
TEopeTUYECKME BOMPOChHI, MO3BOMSIOLINE OLEHUTbL YPOBEHD MOJTYyYEHHbIX 3HAHWN.

MMpn oueHMBaHUM UCMONb3YHTCA KayeCTBEHHbIE LUKanbl OLEHOK. KpuTepuu oueHuBaHUSA npuBedeHbl
BbILLE.

MepeyeHb BONPOCOB K 3a4€Ty C OL,eHKOMN:

Uto Takoe DevOps u kakve 3agaunm oH pelsaet. OCHOBHble NpuHUMNbI U npakTuku DevOps. Ponb
DevOps-uHxeHepa B npoekte pa3paboTku n BHeapeHus MO. XKM3HEHHbIN LUKN nporpaMMHoro obecnedeHuns
B kOHTeKcTe DevOps. YTo Takoe KoHTenHepbl Docker n kak oHn paboTatoT. MpenMmMyLiecTBa MCMoONb30BaHUS
Docker gna paspaboTkm u pasBepTbiBaHus npunoxeHnn. OcHoBbl paboTbl ¢ Kubernetes: pennon,
mMacwtabupoBaHue, OTKasoycTomumBocTb. Baammopencrteue Kubernetes c¢ Docker. MwukpocepsucHas
apxuTekTypa: npeumyliecrtsa M Bbl3oBbl. UTo Takoe CI/CD, OCHOBHble 3Tanbl U UHCTPYMEHTbI. HacTponka
navinnanHos CI/CD c¢ ucnonb3oBaHvem Jenkins unu GitLab Cl. OcHoBbl ynpaBneHust KoHgurypaumen c
ncnonb3oBaHnem Ansible. Bzanmoperictene Ansible ¢ Docker.



