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PABOYASl NPOFPAMMA YYEBHOW AUCLUMNJINHbI
51.0.50 be30nacHOCTb KOMMbIOTEPHLIX CeTeN
1. Kog n1 HauMeHOBaHMe HanpaBJieHUA NOAroTOBKMU/CNeLManbHOCTH:
10.03.01 MHgopmaLmoHHaa 6e30nacHOCTb
2. Mpodunb noaroToBKU/CcneLnanmn3aLms:
be30nacHOCTb KOMMbIOTEPHbIX CUCTEM
3. Kanudukauua (cteneHb) BbINyCKHUKA:
bakanaspuat
4. ®opma obyueHus:
Ou4Has
5. Kacdepgpa, oTBeualoww,asa 3a peanmsauunio AUCLUMNIINHDI:
Kathenpa nHMopMaLMOHHbIX CUCTEM
6. CocTaBuTeNIN NpOrpaMMbl:
KoBasab AHapen Cepreesud, koval@cs.vsu.ru, CT.nper, (hakyabTeT KOMMbIOTEPHbIX HAayK, Kageapa
MHMOPMaLMOHHbIX CUCTEM
7. PekoMeHgoOBaHa:
pekomeHgosaHa HMC ®KH 05.03.2024, npoTokos Ne 5
8. YYyeOHbIN ron;:
2027-2028
9.llenu u 3apa4m y4eOHON AUCLUNIUHDI:

n3yyeHune CTyAeHTamu MeToLOoJIOrMv NPoeKTUPOBaHUs U peann3aumm mep obecrieyeHuns
MHopMaLmnoHHow be3onacHocTy (MIb) KOMMbIOTEPHBIX CETEN, C y4ETOM Yrpo3, XapakTepHbIX A5
COBPEeMEHHbIX NHHPOKOMMYHUKALMNOHHbBIX CUCTEM U ceTen. CTaBATCA 3a4a4qn: Ha JIEKLUMOHHBIX 3aHATUAX
MO3HaKOMUTb CTYLAEHTOB C OCHOBaMu TeXHOJ10ruii obecriedeHnss Ib KoMrbOTEPHbIX CETEN, Ha
1860paTOPHbIX 3aHATUAX BbIPaboTaTb HAaBbIKW MPUMEHEHWS 3TUX TEXHOJIOMY B paMKax obLuevi
MEeTOL0JIOMNN CHUXEHNS PUCKOB XapaKTePHbIX, MPeXAe BCero, AJ151 KOpropaTUBHbIX CETEN.

10. MecTo y4yebHOM aucuunanHbl B CTPYKType OOM:

OucunnnnHa obssaTenbHom YacTtu (61.0). [1ns yCnewHoro oCBOEHNS ANCUUNANHBI HeobXoAUMbl BXOAHbIE

3HaHWs B 061acTM "0CHOB MH(OPMaLIMOHHON Be3onacHoCTK", "ceTel 1 CUCTEM Nepeaayvn nHgpopmauun®,



"onepaymnoHHbIX cuctem".

11. NnaHupyeMmble pe3ynbTaThl 06y4eHUs No AUCLUUNINHE/MOAYNI0 (3HAHUSA, YMEHUS, HAaBbIKM),
COOTHeCeHHblIe C NJIaHMpyeMbIMU pe3ysibTaTaMU OCBOEHUs 0Opa3oBaTeslbHOW NPOrPaMMbi

(koMneTeHUUAMHU BbII'IyCKHVIKOB) U UHOUKaATOPaMU UX BOCTUIKEHUSA:

Kog 1 Ha3BaHWe KoMMeTeHL MK

OMNK-1.1 CnocobeH
pa3pabaTbiBaTh U
peann30BbIBaTb MOJNKM
yrnpaBfieHVs AOCTYMNOM B
KOMMbIOTEPHbIX CUCTEMAX;

OMK-1.1 CnocobeH
pa3pabaThbiBaTb U
peann30BbIBaTb MOJNKM
ynpaBneHns AoCTynoM B
KOMMbIOTEPHbIX CUCTEMAX;

OMNK-1.2 CnocobeH
allMMHUCTPMPOBATbL CPELCTBA
3alUThI MHDOPMALIUK B
KOMNBTEPHbIX CMCTEMAX U
ceTax;

ONnK-1.2 CnocobeH
aAMUHUCTPUPOBATb CPeLCTBa
3alUNTBI UHOpMaL MK B
KOMMNBIOTEPHbIX CUCTEMAX W
ceTax;

OrlK-1.2 CnocobeH
aAMUHNCTPUPOBATL CPeacCTBa
3alWUTbl MHDOpMaLUK B
KOMMNOKTEPHBIX CUCTEMAX U
ceTax;

ONK-1.1 CnocobeH
pa3pabaTbiBaTb U
peann3oBbIBaTb MOJIMKM
yrnpaBieHns AOCTYNOM B
KOMMbIOTEPHbIX CUCTEMAX;

Kog v Ha3BaHWe nHanKaTopa
KOMMNeTeHLun

OlK-1.1.6 ymeeT ncnonb3oBaTb
KpunTorpadguyeckmne npoToKobl,
NPUMEHSAEMbIE B KOMIMbIOTEPHbIX
ceTax

OMNK-1.1.7 BnageeT HaCTPOMNKON
NMPOrpaMMHbIX 1 annapaTHbIX
CpencTB NOCTPOEHUS

KOMMbIOTEPHbLIX ceTen, B TOM Yucne

NCNoJib3YHoLW X
KpUNTOrpauyeckyo 3allnTy
nHopmaumm

OMNK-1.2.1 3HaeT BUAbl NOJIUTUK
ynpaBJieHUst LOCTYMNOM U
NH(OPMALMOHHBIMX MOTOKaAMK B
KOMMbIOTEPHLIX CETAX

OMK-1.2.2 ymeeT HacTpauBaTb
npasuia 06paboTkn NakeToB B
KOMMbIOTEPHBIX CETAX

OlK-1.2.3 BnageeT HaBblKaMu
ynpaBJieHUs CpeacTBamu
MeXXCeTeBOro 3KpaHMpoBaHMA B
KOMMbIOTEPHLIX CETAX

OMK-1.1.5 3HaeT npuHUKMnbI
(PYHKLUNOHNPOBaHNS CETEBbIX
NMPOTOKOJIOB, BKJIIOYAOLLINX
KpunTorpapuyeckmne anropuTMsl

12. O6beM aucLUNIMHBbI B 3a4€THbIX eguHULLax/4yac:

3/108

3HaHus, YMEHUA, HaBblKWN

yMeTb: NJIaHNpPOoBaTh U
yCTaHaB/IMBaTb
NHPaCTPYKTYpbI
OTKPbITbIX KNtoyen, VPN-
peLueHuns

BlafleTb: METOdAMU
obecnevyeHns 3alUUThI
JlaHHbIX Ha 3Tane
nepenayu B IP-ceTax

3XHaTb: MOJHOMOYHYIO U
AUCKPELIMOHHYIO MOSNTUKN
AOCTYMOM

yMeTb: KOHUrypnpoBaTh
ceTeBble 3KpaHbl 2-7
YPOBHei

BNafeTb: MeToAaMu
BbIOOpPa TWMOB U TOMOJIOM I
CeTeBOro 3KpPaHNpPOBaHS

3HaTb: NPUHLUMNLI U AeTann
paboThl IPsec, VPN, ViPNet,
AMKLL KOHTUHEHT



dopMa NPoOMe)XyTO4YHOM aTTecTalum:
3a4eT C oL eHKoMN

13. TpypoeMKOCTb N0 Bupam y4yedbHou paboTbl

Bug y4ebHon paboThl

AyounTOpHbIE 3aHATMA
JIEKLMOHHbIEe 3aHATMA
[pakTn4eckne 3aHATUSA
NabopaTopHble 3aHATUA

CamocTodaTenbHasa paboTa
KypcoBas paboTa

MpoMexyTo4YHasa aTTecTauuns
Yacbl Ha KOHTPOJIb

Bcero

13.1. Copep>xaHue AUCLMUNINHDBI

n/n  HanmeHoBaHue ConoepxxaHue pa3gena
pasgena OUCLUUNANHBI
OVNCUUNINHBI

1 Obwue npuHUUNGI O6uue npuHLMUNGI

NpPoeKTnpoBaHNA NPOoeKTNpoBaHUA
COBPEMEHHbIX COBPEMEHHbIX
KOMMbIOTEPHbIX KOMMbIOTEPHLIX CETEN.
ceTen. 3BecTHbIEe MOgenn

NOCTPOEHNS CETEN.

MoAesb KoprnopaTyBHOW

cetn CISCO.
MpoeKkTMpoBaHMe Ha
OCHOBe Lab/IoHOB.

2 [poekTpoBaHue NoeHTngukaums yrpos,
3aLUNLLEHHBIX aHan3 PUCKOB, CO3JaHMe
ceTen. CUCTEMbI

NPOTUBOLENCTBUS,

pa3paboTKa OTBETHbIX
Mep Ans cnyyaes

BO3MOXXHbIX HapYLLUEHWNNA

6e3omnacHoCTH.
CtaHgapTbl B 06nacTm
yrnpaBneHus

6e30MacHOCTbIO ceTeln U

CNCTEM Ha X OCHOBE.

CemecTp 8 Bcero
72 72
36 36
0
36 36
36 36
0
0 0
0
108 108

Peanusauwnsa pasgena AUCUUNAUHBI C
MOMOLLbIO OHNaMH-Kypca, DYMK

9YMK «HGpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HGpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n  HanmeHoBaHue
pasgena
OVCUMNINHDI

3 TexHonorus IPSec.

4 TexHonorunu
BUPTYaJibHbIX
YaCTHbIX CeTen.

BupTyasnbHble

3allneHHble CceTn.

5 RADIUS.

6 CeTeBOW KapaHTUH.

7 NHdpacTpyKTypa
OTKPbITbIX KJIOYEN.

ConepXaHue pasgena
OVNCLMNANHBI

TexHonorus IPSec un
ConyTCTBYOLLME
NPOTOKOJIbI.
MNpakTnyeckoe
KOH(UryprpoBaHue n
NMOWCK HEUCMPABHOCTEN
IPSec-nHhpacTpyKTypbl.

TexHonoruu VPN n
CconyTCTBYOLLME
NPOTOKOJIbI.
[pakTnyeckoe
KOH(UrypmpoBaHue u
MOWNCK HENCIMPABHOCTEN
VPN-MH(pacTpyKTypbI.
BupTyanbHble
3alUNMLLEHHbIE CeTU B
peLweHns NHgoTeKC un
KoZ be3onacHocTtun

LeHTpanusaums
NPOBEPKMN NOJJANHHOCTMW.
icnonb3yembie cpencTsa.
KoHurypuposaHue u
yrnpassieHve
LeHTpann30BaHHOM
cuctemon AAA.

[MoHATME 1 peanusaums
CEeTeBOro KapaHTuHa.
[pakTnyeckoe
KOH(UrypupoBaHns
KapaHTWHa C
pasnn4HbIMU BULAMU
«NpUHYyxaeHns»: DHCP,
IPsec, VPN.

OcHosbl PKI.
CepTugukaTsl C

LM pPOoBLIMY MOAMNCAMMN.
CraHpgapT X.5009.
CtaHpapTbl PKCS.

Peanu3aunsa pasgena AUCLUUMIINHBI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

9YMK «HpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HbopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CETEN»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HpopmaLmnoHHas 6e30nacHOCTb
NHTPaHeT-CeTEN»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HpopmaumnoHHas 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

10

11

12

HanmeHoBaHue
pasgena
OVCUMNINHDI

Ayaout n Pen-
TecTupoBaHMe.

besonacHoCTb
XPaHeHNs n
06paboTKM AaHHbIX
B OC xoCTOB.

be3onacHocTb
CeTeBbIX YCTPONCTB
2 1 3 ypOBHeM.

AnnapaTHas
peanusauuns IPSec,
VPN.

KOHTEKCTHbIN
aHanm3 Tpaduka,
DPI.

TexHonorus IPSec.
(nab.)

TexHonorunm
BUPTYaJIbHbIX
YaCTHbIX CeTEN.
BupTyasbHble
3alMLLEHHbIE CETN.
(nab.)

ConepXaHue pasgena
OVNCLMNANHBI

Ayant Nb
NHpopMaLMoHHbIX
Cnctem. Pen-
TecTupOBaHue.
Ynpexgaatouwine Mepbl.
Honeypot.

Mpobnema 3alnThl
Jl@aHHbIX XOCTOB.
®annoBble CUCTEMBI C
Wwndpaumen.
OrpaHunyeHune
BbIMOJIHEHMSA KOAA.
MonnTukn 6e3onacHoCTn
OC.

A3BECTHbIE YA3BMMOCTH 2
n 3 ypoBHen. YnpasieHune
6e3omacHOCTbIO Ha
ypoBHe gocTtyna (port
security). OcHoBaHHas Ha
NoNNTUKAX
MapLupyTMU3aLmS.

Mpobaembl
NpPON3BOAUTENBHOCTH
KPUNTOLLO30B,
N3BECTHbIE peLleHns.

KOHTEKCTHbIN aHanun3
Tpaduka, DPI.
AnnapaTHas peannsauns
MeXCeTeBbIX IKPaHOB,
IDS, IPS.

Peanuzauuns IPSec
B3aUMOOENCTBUS MEXIY
JIBYMSI KOHEYHbIMMU
cncTemMamu,

®opmuposBaHue VPN-ceTun
C UCMOJIb30BaHNEM
pacnpeneneHHomn
NMPOBEPKMN NMOAJINHHOCTMW.

Peanu3aunsa pasgena AUCLUUMIINHBI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

9YMK «HpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHas 6e3o0nacHOCTb
WHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HopmaLmnoHHas 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHdpopmaumnoHHas 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HbopmaLmoHHas 6e30nacHOCTb
NHTPaHeT-CETEN»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «NHGopmaumnoHHaa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n

10

HanmeHoBaHue
pasgena
OVCUMNINHDI

RADIUS. (nab.)

CeTeBOW KapaHTUH.
(nab.)

NHppacTpyKTypa
OTKPbITbIX KJIOYEN.

(nab.)

NHdpacTpyKTypa
OTKPbITbIX KOYEN.

(nab.)

AyaounTt n Pen-
TecTupoBaHue.
(nab.)

be3onacHoCTb
XPaHeHus n
06paboTKM AaHHbIX
B OC xocToB. (/1ab.)

be3onacHocTb
XpaHeHuns n
06paboTKM AaHHbIX
B OC xocToB. (nab.)

be3onacHocTb
XPaHeHus n
06paboTKM AaHHbIX
B OC xocToB. (/1ab.)

be3onacHocCTb
CeTeBbIX YCTPONCTB
2 1 3 ypOBHEN.
(nab.)

ConepXaHue pasgena
OVNCLMNANHBI

®opmMuposaHue VPN-ceTu
C UCMNOJIb30BaHNEM
LEeHTpaIM30BaHHON
NMPOBEPKN NOLJINHHOCTU
Ha AAA-cepsepe
(RADIUS).

CeTeBOW KapaHTUH
NAP/NPS.

Co3paHune
KoprnopaTuBHON
Nnepapxmyeckomn cUCTeMbl
PKI.

BHeppeHune PKI Ha ocHoBe
0TEeYeCTBEHHbIX
KpUNTOanropuTMOB.

Ayaont n Pen-
TecTupoBaHue. Honeypot.

3aWmTa AaHHbIX
KOHeYHbIX cuctem (EFS).

OrpaHuyeHune
BbINosiHeHus M0 B
KOHEYHbIX CUCTEMAX.
Secret Net Studio

PacnpegnenieHHoe 1
LeHTpan3oBaHHoOE
ynpasfieHne
0bHOBIEHMAMMK C
nomoubo WSUS.

CeTeBble 3KpaHbl 1
TUMNOBbIE aPXUTEKTYpPbI Ha
NX OCHOBE.

Peanu3aunsa pasgena AUCLUUMIINHBI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

9YMK «HpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHas 6e3o0nacHOCTb
WHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHaa 6e3onacHOCTb
NHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HhopmaLmnoHHas 6e30nacHOCTb
NHTPaHeT-CETEN»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHas 6e3onacHOCTb
WHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HpopmaLmnoHHas 6e30nacHOCTb
NHTPaHeT-CeTEN»,
https://edu.vsu.ru/course/view.php?id=2995

IYMK «HopmaLmnoHHas 6e30nacHOCTb
NHTPaHeT-CeTEN»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HpopmaumnoHHas 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995



n/n  HanmeHoBaHue
pasgena
OVCUMNINHDI

ConepXaHue pasgena
OVUCLMMINHB

Peanu3aunsa pasgena AUCLUUMINHBI C
NMOMOLLbIO OHNAaMH-Kypca, DYMK

ObecneyeHune Vb Ha 2
YPOBHE KOPMOPaTUBHbIX
ceTen.

10 be3onacHoCTb
CeTeBbIX YCTPONCTB
2 1 3 ypOBHEN.
(nab.)

9YMK «HpopmaumnoHHaa 6e3onacHOCTb
WHTpaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

9YMK «HdpopmaumnoHHas 6e3o0nacHOCTb
WHTPaHeT-ceTen»,
https://edu.vsu.ru/course/view.php?id=2995

11  AnnapaTtHas
peanusauuns IPSec,
VPN. (nab.)

AnnapaTHble cpencrsea
IPSec n VPN. AMNKLL
KOHTWHEHT. 3HAaKOMCTBO
c ViPNet.

12

KOHTEKCTHbI
aHanus3 Tpaduka,
DPI. (nab.)

ViPNet IDS. Snort.

IYMK «HhopmaLmnoHHas 6e30nacHOCTb
NHTPaHeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

13.2. Tembl (pa3pensl) OUCLUNIUHBI U BUAbI 3aHATUN

CamocTosaTenbHas Bcero

paboTa

JNlabopaTopHble
3aHATUSA

JIeKUNOHHble
3aHATUSA

Ne HanmeHoBaHue
n/n  Tembl (pa3aoena)

MNpakTnyeckne
3aHATUSA

1 Obwwme 2 0 2 4
NPUHLMMbI
NPOEKTUPOBAHUSA
COBPEMEHHbIX
KOMMbIOTEPHbIX
ceTen.

2 lpoekTupoBaHne 2 4 2 8
3aLUNLLLEHHBIX
ceTen.

3 TexHonorus 4 4 3 11
IPSec.

4 TexHonorumu 4 2 2 8
BUPTYaJIbHbIX
YaCTHbIX CETEN.
BupTyanbHble
3alMLLEHHbIe
ceTu.

5 RADIUS. 2 2 4 8

6 CeTeBom 2 2 2 6
KapaHTUH.



No HanmeHoBaHue JNlekumoHHble  [MpakTunyeckne JlabopaTopHble CamocToaTenbHas Bcero
n/n  Tembl (pas3gena) 3aHATNS 3aHATNS 3aHATUS paboTa

7 WHppacTpykTypa 4 4 5 13
OTKPbITbIX
KJII04en.

8 CMapT-KapTbl. 2 2 2 6

9 be3sonacHocTb 2 2 4 8
XPaHeHus n
06paboTku
OaHHbIX B OC
XOCTOB.

10 be3onacHoCcTb 4 2 4 10
CeTeBbIX
YCTPOWUCTB 2 1 3
YPOBHe.

11 AnnapaTHas 6 8 2 16
peanusauns
IPSec, VPN.

12 KOHTEeKCTHbI 2 4 4 10
aHanu3 Tpaduka,
DPI.

36 0 36 36 108

14. MeToaunyeckue yKasaHus gnsa oby4aloLmUXcs No OCBOEHUIO OUCLUMNJINHBI

AncumnnunHa TpebyeT paboTbl C hannamMu-npeseHTaUnAMN NeKUUA U COOTBETCTBYIOLWMUMMK FNaBaMu
PEKOMEHIOBAHHOMN OCHOBHOW NNTEPATypbl, @ TakXe, 0643aTeNbHOr0 BbIMOJHEHNS BCEX JTabOpaTOPHbLIX
3afaHNN B KOMMNbIOTEPHOM Knacce. CaMoCToATeIbHAaA NOArOTOBKa K NabopaTOPHLIM 3aHATUAM He
TpebyeTcs, T.K. HeobXxoANMbIE peKoOMeHAALUNM AAOTCS B ayAUTOPUN, TAE BLINOJHATCA NabopaTopHble
paboThbl.

CamocToaTenbHas paboTa NpoBOAUTCA B KOMMbIOTEPHbIX Kaccax ®KH ¢ ncnosib3oBaHneM MeToANYECKUX
MaTepuanoB pPacnoNioXeHHbIX Ha y4yebHo-mMeToanyeckom cepsepe ®KH "\\fs.cs.vsu.ru\Library” n Ha
cepsepe Moodle BI'Y edu.vsu.ru u BbiNoJIHEHNEM 3a4a4 KOHPUTypupoBaHusa BupTyanusunposaHHon UC. Bo
BpeMa CaMoCTOATesIbHOW paboTbl CTYAEHTbl UCMOJIb3YIOT 31eKTPOHHO-O6MbAMOoTEeYHble CUCTEMBI,
LOCTYMHble Ha rnopTase 3oHanbHoN bubnuotekn BrY no agpecy www.lib.vsu.ru. bosblwas 4acTb 3agaHuni
MOXeT ObITb BbINO/HEHA BHE ayAUTOPUIA Ha AOMALUHEM KOMMbIOTEpPe, Nocae KONMpoBaHUa METOANYECKUX
yKazaHuin n Heobxogmmoro MO ¢ yyebHo-meTOoAMYecKoro cepeepa OKH.

15. MepeyeHb OCHOBHOM U A,ONO/NIHUTEJILHON NUTEpaTypbl, PECYPCOB MHTEPHET, HeoOXoAUMBIX
011 OCBOEHUSA AUCLUMJINHDI



Ne NCTOYHUK

n/n

1 ManBong, 3. besonacHocTb ceTen : yyebHoe nocobue : [16+]/ 3. ManBona. - 2-e u3a., ucnp. -
MockBa : HaunoHanbHbIN OTKPbITbIA YHUBEpcuTeT «MHTYWT», 2016. - 572 C. : CXeMm., un. -
Pexxum goctyna: no noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=429035
(naTa obpauieHus: 23.05.2023). - TEKCT : 3/IEKTPOHHBINA.

2 lFonukos, A. M. 3awmuTa HDOPMaLM B UHDOKOMMYHMKALIMOHHBLIX CUCTEMAX U CeTSX : yyebHoe

nocobue : [16+]/A. M. TonnkoB ; TOMCKMIA FoCyAapCTBEHHbIN YHUBEPCUTET CUCTEM yNpaBIeHUs
N pafno3nekKTpoHUKKM (TYCYP). - ToMcK : TOMCKWUA rOCYAapCTBEHHbIN YHUBEPCUTET CUCTEM
yrnpaBaeHna n pagnoanekTpoHuku, 2015. - 284 c. : cxem., Tabn., nn. - Pexxum goctyna: no
noanucke. - URL: https://biblioclub.ru/index.php?page=book&id=480637 (nata obpalieHus:
23.05.2023). - bnubamorp. B KH. - TEKCT : 3/1€KTPOHHbIN.

6) nononHMTeNbHas AuTepaTypa:

Ne NcTo4vHmK
n/n
1 OcHoBbl paboTel B nporpamme CISCO PACKET TRACER : y4ebHo-MeToanYeckoe nocobue /

coctasutenu . B. Abpamos [1 ap.]. — BopoHex : BI'Y, 2017. — 31 ¢. — TeKCT : 3/IeKTPOHHbIN
/] NaHb : anekTpoHHO-6nbnnoTeyHaa cnctema. — URL: https://e.lanbook.com/book/154795
(naTa obpaweHus: 23.05.2023).

B) MH(DOPMALMOHHbIE 3N1EKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:

Ne n/n icToYHMK

1 bnbnnoteka BIY, http://www.lib.vsu.ru

2 CepBep yyebHo-mMeToanYecknx matepuanoB PKH, \\fs.cs.vsu.ru\Library
3 DNeKTPOHHbIN YHUBepcuTeT BI'Y, http://edu.vsu.ru

16. MepevyeHb yuebHO-MeTOAMYECKOro obecneyeHus ons CaMOCTOATENIbHOW paboThbl

Ne 0/ CTOYHUMK
1 Cepsep y4ebHo-MeToanYeckux matepuanos ®KH, \\fs.cs.vsu.ru\Library

2 IYMK «NHpopmaLmnoHHasa 6e30MacHOCTb MHTPaHEeT-CeTen»,
https://edu.vsu.ru/course/view.php?id=2995

17. ObpasoBaTenbHble TEXHONOIMU, UCNOJIb3yeMble NPU peannsauumn y4eOHOU AUCLUNINHDI,
BKJIlOYasA AUCTaHUMOHHbIe oOpa3oBaTenbHble TexHonoruun (AOT), anekTpoHHoe oby4yeHue (30),
CcMellaHHoe obyyeHue):

1. TexHonoruv BupTyanm3aumnu:

e Cpepa BupTyanusauumm Oracle/Sun Virtual Box



e Cpepa supTyanusaunm KVM/libvirt
2. DNeKTPOHHO-bnbnnoTeyHble cuctembl «YHUBepcuTeTckaa bubnnoteka online» (http://biblioclub.ru),
«JlaHb» (http://lanbook.com)
. ObpazoBaTenbHbIn NnopTan Moodle (cepeep Moodle BIY)
. CepBepHble 1 knneHTckmne OC Microsoft.

. OnepaunoHHasa cuctema GNU/Linux (auctpnbyTtume CentOS).

3

4

5

6. AnnapaTHble ceTeBble 3KpaHbl D-Link, CISCO.

7. ANKLW KoHTuHeHT IPC-25 B ncnonHenunn UYC n KL komnannm «O00 Kopn besonacHocTus»
8. MO Secret Net Studio komnaHmm «O00 Kop be3onacHocTw»

9. MO VipNet n MAK, IDS komnaHum OAO NHpoTeKC.

18. MaTepuanbHO-TEXHUYECKOE obecneyeHne AUCLUNIIUHDI:

1. JleKunoHHaa ayamuTopms, OCHallleHHas BULEONPOEeKTOPOM.

2. KOMMbOTEPHbIN KAacc Ang nposefeHns nabopaTopHbIX 3aHATUN, OCHALLEHHbIA MPOrpaMMHbIM
obecneyeHmem VirtualBox. O6bem cBoboaHoM nocne 3arpy3ku OC onepaTUBHON NamaTn Ha paboyee
MecCTo He MeHee 8 I'b (TpebyeTcs ANs BUPTYanbHbIX MaLLWH).

3. NlabopaTopus nporpaMmMHo-anmnapaTHbIX CPeacTB obecnevyeHns nHGoOpPMaLMOHHON Be3onacHoCTY (aya.
303n), BKAOYaloWwas annapaTHo-nporpaMmHble C3U, B T.4. peweHuns VipNet, KoHTuHeHT, SNS, D-Link,
CISCO.

19. OueHou4Hble cpencTBa AJsia npoeeneHusn TeKyllJ,eﬁ n ﬂpOMe)KyTO‘-IHOﬁ aTTectauumn

NMopsaoK OLEHKN 0CBOEHNS 00yYaloLMMNCS y4ebHOro MaTepuana onpeaensieTcs CoaepXXaHmem
cnefyowmnx pasaenoB ANCLUMMINHGI:

Ne n/n Pa3pensbl Koa komneTeHumn Kog mHanmkaTopa OuUEHOYHbIe CpelcTBa A4d
ANCUMNNHBI TeKyLlen aTTecTaumm
(Mopynn)

1 4-8 OrnkK-1.1 OrK-1.1.6 Nab6.3-5, K.P.1

2 9,10 OMnK-1.1 OnkK-1.1.7 Nab6.7,9 , K.P.2

3 1-2,9 OrK-1.2 OrnK-1.2.1 N1a6.2,6 , K.P.1

4 8 OrnkK-1.2 OMnK-1.2.2 N1a6.8 , K.P.2

5 11,12 OMnK-1.2 OMnK-1.2.3 J1a6.10 , K.P.3

6 3,11,12 OrnkK-1.1 OMnK-1.1.5 Nab6.1, 11,12 , K.P.3

lpoMexyTo4yHas aTTecTauns

dopMa KOHTPOSA - 3a4eT C OLLEHKOW

OueHoYHble CpeacTBa A9 NPOMEXYTOYHOM aTTecTalmmn
KoHTponbHas paboTbl. Bce nabopaTopHble 3aaaHus.

20 Tunosbie OULEHOYHbIE CpeacTBa U MeToOAMYEeCKMe MaTepuanbl, onpeaensiolie npoueaypsl
OL.eéHUBaHuA

20.1 TeKyLwW MW KOHTPOJIb YCNEeBaeMoOCTH



TexHonorus nposeneHusn:

Tekylwas aTTecTauns NPoBOANTCS B (POpMax NMUCbMEHHbIX (MM B 3NEKTPOHHOM BUAE Ha canTe
edu.vsu.ru) KOHTPOJIbHbIX PaboT Mo nekuusamM n nabopaTopHbIX 3a4aHnn. OLEHKN 3@ BOMPOCh KaXk 0N
KOHTPOJIbHOW paboTbl CyMMUPYIOTCA U CyMMa 3aTeM HopMupyeTca K 50-6annbHOMyY 3HaveHuo. Kaxaas
nabopaTopHas paboTa OLEHMBAETCS KaK BbINOJIHEHHAA UM HEBLINOJMIHEHHAA COrNacHO KpUTEpUaM B e€
onncaHumM Ha edu.vsu.ru. B KOHUe ceMecTpa BblHUCASETCA CPeAHAN OLLeHKa 3a BCe KOHTPOJIbHble paboThbl
1 nabopaTopHble 3aflaHns. Ta OLeHKa ABNAETCS OLLeHKOW 3a paboTy CTyAeHTa B Te4eHue BCero
cemMecTpa M UCMosb3yeTcs A5 pacyeTa UTOrOBOWM OLeHKM no npeameTy (cm. pasgen 20.2).

CooTHOLLEHMe noKasaTesied, KpUTepMeB U LLKaJbl OLLeHUBAHUA pe3ybTaToB 00y4yeHus

KpuTepnn oLeHMBaHNSA KOMMNETEHLNIA YpoBeHb LLIkana oLeHoK
CPOPMUPOBAHHOCTY
KOMMNEeTeHL M
BepHble 0TBETbI Ha BCe BOMPOChI KOHTPOJIbHOW paboThl. Bce  TOBbILLEHHbI OTnnYHO
KpUTEepUM BbINOSHEHMA U paboTocnocobHoCTM B YPOBEHb

nabopaTopHbIX 3a4aHUSX - YAOBNETBOPEHBI.

BepHble 0TBETbI Ha 60/bLUYIO YaCTb BOMPOCOB KOHTPOJIbHOW  Ba30BbIi Xopouio

paboTbl. Bonbluas YacTb KPUTEPUEB BLIMOJIHEHNS 1 YPOBEHb

paboTocnocobHoCTM B NabopaTopHbIX 3aAaHUSAX -

y[OBJETBOPEHa.

BepHble 0TBEThI Ha Hanbosiee BaXkHble YaCTy BOMPOCOB MoporoBbli Yn0BNeTBOPUTENBHO

KOHTPO/IbHOW paboThl. ba3oBas 4aCTb KPUTEPWEB BLIMOJIHEHUS YPOBEHb
1 pabotocnocobHocTn B NnabopaToOpHbIX 3afaHUSX -
yLOB/IETBOPEHa.

HeT nnn KpallHe Mano BepHbIX OTBETOB Ha Haubosiee BaXKHble - HeynoBneTBopuTENbHO
4aCTU BOMPOCOB KOHTPOJIbHON paboThl. ba3oBas 4acTb

KPUTEPWEB BbINOJHEHNS U paboTocnocobHOCTU B

nabopaTopHbIX 3aaHUSX - HE Y 0BIETBOPEHa.

®opMMUpPOBaAHUE OLEHOK:

Mpy OLLEHVMBAHMM Pe3ybTAaTOB TEKYLLEN aTTeCTaLMN NCMOb3YeTCs KOMYECTBEHHAS LWKaa OLEHOK.
YnomsHyTas Bbilwe 50-6anibHas cpefiHsas oLeHKa onpenensieT ypoBeHb CHOPMUPOBAHHOCTH
KOMMETEHLMIA N BAUSET Ha UTOrOBYIO OLIEHKY (CM. pa3zgen 20.2).

Bonpochl K MTOroBO KOHTPOJIbHOW paboTte 1

1. Moyemy onsa port-security Yawe ncnonb3ytoT MAC, a He 6osiee HagexHbIn 802.1x . OnuwmnTeE 4YTO
HY>KHO, 815 KOHUIyprpoBaHMa (Mo LWaram) nepsoro 1 BTOPOro BapuaHTa u, ecyiv ecThb,
BO3MOXXHble CLileHapuy NpeofoneHnsa 3Tux cnocoboB 3alinThbl.

2. B xope koHgurypuposaHus VIPnet Ha paboyem MecTe agMUHUCTpaTopa ¢ nomowbio LIYC
BbIMNOJIHEHA afipecHasa aAMUHUCTpaumns ceTn n gobasneHo HoBoe paboyee mecTo (All). Kakmne
ypOBHU/BMAa WndpoBaHma byayT 3a4eiCTBOBaHbI MPW NOCLIIKN NOJb30BaTENEM 3alINGPOBAHHOIO
nncbMa Ha 3T7oT All, Kakme COOTBETCTBYIOLWME KJIIOYM NOTPebyOTCS 419 paclundpoBaHns
Co0bLLEeHNS, TAE 3TN KNOYN HAX0AATCA (KOMY NpUHaLNeXaT/LoCTynHbI).

3. B xone kKoHpurypupoBaHusa VIPnet Ha pabovyem mecTe agMmHUCTpaTopa C nomowsbio LLYC
BbIMOJIHEHA afpecHas agMUHUCTPauma ceTn n gobasneHo HoBoe paboyee mecTo (Al). Kakne
KJI04YN JOMDKHbBI ObITh NnepefaHbl Ha All, Kak OHUW CBfi3aHbl Mexay CobON N KaKoBO Ha3HavyeHwue
Ka)kgoro?

4. AKTMBHOE 1 naccuBHOe TecTuposaHue IP-cetn. PeannsosaHne B Nmap ™MeToga uccnenosaHus IP-
Y3/10B.



Bonpochbl K UTOrOBOW KOHTPOJIbHOW paboTe 2

1. B xone KoHpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTOpa C NoMoLwbio LIYC
BbINOJIHEHA aApecHas afMUHUCTPaLNA ceTn 1 LobaBieH HOBbIN MOoNb30BaTesb. Kakue K4yu
L0JKHbI ObITb NepefaHbl M0/1b30BaTeNI0, KaK OHW CBA3aHbl MexAay CobOoM N KAaKOBO Ha3HavyeHune
Ka)kgoro?

2. Kak npoBepuTb paboTy KpUNTOKOMMYTATOPOB, PACNONIOXEHHbIX B (hunnanax? B 4em oTanyme ot
L3VPN peLleHunsa C Cnosib30BaHNEM KPUNTOKOMMYTaTOPOB?

3. B xope nabopaTtopHbix Bbl co3naanu VPN-nogkaoyeHne PPTP n aHanornyHoe no yHKLMoHany
L3VPN pewleHune oT Kona BesonacHocTu ¢ npumeHeHrem AMKLL KoHTHeHT. Kak oT/in4yaeTcs
CKOPOCTU pa3BepTbiBAHNA 3TUX PeLleHUn AaS CO34aHNA 3allULWEeHHON CeT C 04eHb 60bLINMM
KosimyecTBoM paboymx mecT (Tovek noakodeHns K VPN)? O6bACHUTE NoYeMy OAHO M3 pelleHuni
noTpebyeT 3Ha4MTENbHO BONbLIEro BpeMeHn 1 ycuanin. OnuiumTe Mo waram nocnefoBaTeslbHOCTb
LencTBui rno paseepTbiBaHnto PPTP 1 CO-KOHTUHEHT peLueHuni.

4. B xope KoHgurypuposaHusa ViPNet Ha paboyeM MecTe agMuHUCTpaTopa notpebosanonce LobaBnUTh
ewie oanH "ABOHEHTCKUIA MyHKT" ans agMUHUCTPALLMM HOBOrO palloHa ropofda. OnuwuTe
nocnenoBaTeslbHOCTb AENCTBUI aaMuHuUcTpaTopa ViPNet (cxemaTU4HO, HO MO Waram) gns
BBeAeHNs 3Toro All (KOMMbOTEp yXKe 3aKynieH).

5. KoHTeKkcHasa unbTpaums Tpadurka.

6. MNpeumyuwectBa 1 HegocTaTkm MC3 ¢ 5-3neMeHTHbIM KopTexeM (5-tuple).

Bonpockl K UTOroBOM KOHTPOJIbHOU paboTte 3

1. [1na vero ucnonb3yoTcs uabTpbl IPsec? Kakne nocnenctens npuMeHeHns IPsec 6e3 punbTpos
nnm ¢ rpybsiMn hnnbTpaMm (Hanpumep, TeMU, YTO YCTAHOBJIEHbI MO-YMOYaHUIO Ha BUPTYasibHbIX
MalUnHax nabopaTopHbIX 3aHATUIA 3TOro Kypca)?

2. KakoBa cneumduka paboTbl IPsec npu ncnonb3osaHmm NAT (Kak pellatoTca npobnemsl 1 B Kakon
CTeneHn nx BoobLLe BO3MOXKHO pelnTb)?

3. B Kakmx cueHapuax LenecoobpasHo NCMONb30BaTh TPAHCAOPTHbLIN, @ B KAKUX - TYHHEJIbHbIA PeXUM
IPSec?

4. OnNULLINTE XU3HEHHbIV LIMKJ 3aKPLITOro K/to4a: rae npoucxoamnT ero (opMnpoBaHue, rae OH MoXeT
XPaHUTLCA, Kyla MOXeT rnepemMeLlaTbca/nepenaBaTbCs.

Mepe4yeHb nabopaTopHbIX 3amaHUN

JNlabopaTopHble 3afaHuns (noapobHoe onuncaHme, a Takxxe Heobxoaumoe MO, KOHGUTypaLOHHbIE aiibl, CKPUMTI
N NOACHEHMA HaxoaaTcsa Ha cepBepax \\FS\Library, edu.vsu.ru)

1 Peannzauus IPSec B3anMogencTena Mexxay AByMS KOHEYHbIMU CUCTEMAMMU.

2 ®opmumpoBaHme VPN-ceTr C NCnosib30BaHWEM LIEHTPAIM30BaHHOM MPOBEPKMN NOANMHHOCTM Ha AAA-cepBepe
(RADIUS).CeTeBoW KapaHTUH

3 Co3faHune KoprnopaTWBHON nepapxmyeckon cuctemsl PKI.
4 3alwmTa faHHbIX KoHeYHbIX cuctem (EFS). OrpaHnyeHue BeinosHeHUs MO B KOHeYHbIX cucTeMax. Secret Net Studio
5 CeTeBble 3KpaHbl U TUNOBbLIE apXUTEKTYpPbl Ha nx ocHose. ViPNet-IDS. Snort.

6 ObecneyeHune Vb Ha 2 ypoBHe KopriopaTuBHbIx ceTeln. APR. Port Security.




7 AnnapaTHble cpeacTtBa IPSec n VPN. AnnapaTHble ceTeBble 3kpaHbl: IPS/IDS (CISCO ASA, D-Link DFL)

8 Honeypot.

9 Pen-TectnpoBaHue. Xspider.

OueHKa OCTaTO4YHbIX 3HAHUH

OnK-1.1

3afaHna 3aKPbLITOro TUMa
1. T'oe MoXeT (hopMUPOBATLCA Mapa KYen npu cospgaHum ceptudgurkaTa B PKI ?

A.
B.
C.
D.
E.

Ha CMapT-KapTe

Ha CTOPOHE yO0CTOBEPSAIOLLEro LeHTpa

Ha CTOPOHE KOPHEBOr0 yAOCTOBEPAIOLLErO LIeHTpa
Ha cTopoHe CRL

Ha cTopoHe AlA

2. B xope koHpurypuposaHus VIPnet Ha paboyem mecTe agMUHUCTPaTopa ¢ nomoLbio LIYC
BbINOJIHEHA aApecHas aAMUHUCTPaLNS ceTu 1 LobaBNeH HOBLIN NONb30BaTeNb. Kakue Kaoyun
LO/MKHbI BbITh NepefaHbl NOJIb30BaTENO?

A. Kto4M obMeHa KONNEKTUBOB, KUK 3alnThl Kto4Yen obmeHa, kto4ym ceasm ¢ LIYC
B. KJ04M 3aWuThl KA0Yen obMeHa, AeNCTBYIOLWNA NEPCOHANbHbIA KIIOY, KJIK0YM NOANNCH
C. kto4n obMeHa KOEKTMBOB, LENCTBYIOLWNA NEePCOHANbHbIA K04, KOYX NOAMNCK
D. knto4m obMeHa KONNEKTMNBOB, K/OYN 3aWMThI KJloYeln obMeHa, AENCTBYIOLWMUIA NePCOHANbHbIN
KJT10Y
E. kno4n obMeHa KONIEKTMBOB, K/OYN 3aLLNThI KatoYen obMeHa, Kayy nognucu
F. DencTByloWMiA NepCcoHaNbHbIN K04, KUY NOANUCK
3. KomnoHeHTbl VPN (Kak CUCTEeMbl yAasleHHOro AOCTyna) MOryT BK/OYaThb:
A. NYS
B. YP
C. AAA
D. WPA
E. AIA
4. Kakue CyLecTBYIOT METObl BOCCTaHOBJIEHUA 3aKPbIThIX KJOYen, HanpuMmep, B ciiydYae nx
nospexgeHuna?
A. areHT BOCCTaHOBJIEHUS KOYen
B. akcnopTt
C. areHT BOCCTaHOBJIEHUS OaHHbIX
D. wabnoH cepTugmkaTa
E. oT3bIB cepTumkaTa
5. Kak npoeepuTb paboTy KpYNTOKOMMYTaTOPOB, PAcnoIOXKEHHbIX B (huivanax?
A. ping Ha y3en BHyTpW O4HOWN IP-ceTn; y3en foMKeH HaX04MUTbCA B LPYroM guavane
B. ping Ha y3en IP-ceTu gpyroro ¢punvana
C. ping Ha y3en BHYTpU ogHon IP-ceTu; y3en OOJ/KeH HaxXoAUTbCSA B TOM Xe unnane
6. BbibepuTe BUA TOMOMOrMM CETEBLIX 3KPAHOB,
A. UeHTpann3oBaHHasd
B. bacTuoH
C. PacnpepeneHHas
D. AKTuBHas
E. MNMaccrBHasn



7. BbibepuTe BMA TONONOTrNN CETEBbIX IKPAHOB,
A. UeHTpann3oBaHHas
B. CnuHa-k-cnnHe
C. PacnpepneneHHas
D. AKTuBHas
E. MaccmBHasn
8. BbibepuTe BMA TOMOMOrUN CETEBbLIX IKPAHOB,
A. UeHTpann3oBaHHas
TpexHoras
PacnpeneneHHas
AKTUBHas
. [MaccuBHas
9. Y70 HEOOXOAMMO CLoenaThb B NEPBYIO 04epenb, MPW NOTEpe CEKPETHOr0 KJtoYa 0T cepTugmKaTa
nosb3oBaTesns, NCMONb3yeMOoro 4Jis NPOBEePKM NOLJINHHOCTH.

moo®

1. nobaBuTb cepuiiHbI HOMep cepTugmrkaTa B CRL

2. pobaBuUTb CEpPUinHbLIN HoMep cepTudgmkaTta B AlA

3. pobaBuTb OTNeYaToK cepTugmkata B CRL

4. BOCCTAQHOBUTb N3 apXMBa COXPAHEHHbIV NpeaBapUTENbHO KJIHOY
5. obpaTtntbca kK KRA ons BOCCTaHOBEHMSA

10. B xone kKoHgurypuposaHusa VIPnet Ha paboyeM mecTe agMuMHUCTPaTopa € nomoubio LIYC
BbINOJIHEHA aApecHas aAMUHUCTpauns ceTn n nobasneHo HoBoe paboyee mecTo (AM). Kakune
YPOBHU/BMAbI WNpoBaHNS ByayT 3aeNCTBOBaHbI NPY MOCLINKK NoJib30BaTeNeM 3anMGPOBaHHOIO
nucbma Ha 31oT Al?

A. Ha npVKNagHOM ypoBHe

Ha CETEeBOM YPOBHeE

Ha TPAHCMOPTHOM YPOBHE

Ha CETEBOM W TPAHCMOPTHOM YPOBHSIX

Ha NPUKIALAHOM N TPAHCMOPTHOM YPOBHSX
Ha CETeBOM W KaHa/IbHOM YPOBHSIX

Ha KaHa/lbHOM ypOBHe

O mmOUOw

3ajaHua OTKPbLITOrO TUMa

1. Bbl nuieTe HencnpaBHOCTb IPsec (HeBepHas KoHpurypaums, IPsec - He paboTaeT). [1ns 3T0ro
BKJIIOYUAN 3aXBaT BCEro Tpaduka Yyepes HTepdenc n MHNLUMPOBan nepeaayvy AaHHbIX.
BbIk1104MB 3aXBaT, NakeTbl KAKOr0 NPOTOKOJ1a Bbl yBUAUTE nepBbiMK, ecnin asa IKE Havana
paboTy?

2. Cambl 6bICTPbIN BapuaHT npoBepkn CRL (B ny6anyHbIX ceTax) TpebyeT BapuaHT onybankoBaHus
(HTTP, HTTPS, OCSP, CIFS/SMB, FTP):

3ajaHue ¢ Qa3BépH§(TbIM OTBETOM

1. Y10 npenctasnseT cobon TexHonornyeckoe pelleHne Microsoft "wabnoHsl cepTudurkaTos"? Kakumnm
WHCTPYMEHTaMU C HUMK paboTatoT 1 4S9 Yero OHM UCNOJIb3YTCA? (BCMOMHUTE NnabopaTopHbie)

OnkK-1.2

3afaHusa 3aKpbITOro TMNa

1. ®opmupyeTca HoBas 3alluLLEeHHas CeTb C ucnonb3oBaHnem AMNKLL KOHTUHEHT.
MNMocnenoBaTeNbHOCTb AENCTBUIA MO BKAOYEHMIO B ceTb LIYC BktovaeT B cebs.



2. Ha3osute Tun(bl) YL, npuemnemble 4518 NONy4YeHUs CepTUDUKATOB AN CMapTKapT Nonb3oBaTesien
VPN.

A. Standalone, Enterprise

B. Root, Subordinate

C. Public

D. Private
3. Kak BO3HMKaeT rnapa KJ4en npu cosgaHum ceptudmukata B PKI?

A. reHepupyeTcs Ha CTOPOHe KJIMeHTa
reHepupyeTcs Ha CTOPOHEe yO0CTOBEpPALLEro LleHTpa
reHepupyeTcs Ha CTOPOHE KOPHEBOro y40CTOBEPAIOLLEro LeHTpa
reHepupyeTcsa Ha cTopoHe CRL
reHepupyeTcs Ha cTopoHe AlA

mOUOw

4. Kakue yassmmocTun B PKI nossnsawTca npu ncnons3osaHum KRA?
A. reHepauusa KJIl04eBOW Napbl HE Ha CTOPOHE KJNeHTa
B. nepepaya Kno4eBOW Napbl Yepes ceTb
C. mepefiaya 3aKpbITOro KJo4a 4Yepes CeTb
D. nepepaya OTKPbLITOro KJto4a Yepes ceTb
5. Kakne 4acTn4YHO 3aKpbITb YA3BMMOCTU B PKI, KOTOpbIe NOABASAITCA NpKY Ucrnosb3osaHum KRA?
A. MOCTOSAHHO He XPaHWTb 3aKPbITbIN K04 Ha CTopoHe Ba3bl KRA.
B. HMKorga He MomeLlaTb 3aKPbIThIA KN4 Ha CTOPOHe 6a3bl KRA
C. He oCyLLecCTBSIATbL Nepefayvy 3aKpbITOro KJ4va Yyepes ceTb.
6. Kakue 4aCTUYHO 3aKpbITb yA3BMMOCTU B PKI, KOTOpbIE MOABAATCA Npu UCnosib3osaHum KRA?
A. yoanuTb Wan geakTueupoBaTh WabnoH cepTudmkata KRA
B. He BbinyckaTb ceptudukat KRA
C. He hopMmmpoBaTb Napy koven n ceptudukat KRA
7. KomnoHeHTbl VPN (Kak CMCTeMbl yAaneHHOro focTyna) 06s3aTtesibHO 400/HKHbI BKAOYATh:
A. NAS
DHCP
AAA
ADDS
Kerberos

mOOw

Yo

. Kakune cyLlecTBYIOT METOAbI BOCCTAHOBIEHNS 3aKPbITbIX KJIKOYEN, Hanpumep, B ciayvae ux
noBpexaeHuns?
A. nmMnopT
B. akcnopT
areHT BOCCTAHOBEHNS AaHHbIX
wabnoH cepTudurkaTa
0T3bIB CepTUdUKaTa

mO O

10. Kakune CyLLeCTBYOT MeTOAbl BOCCTAHOB/IEHNS 3aKPbIThIX KIOYEN, HANpUMep, B C/lyvae nx
nospexaeHunsa?
A. kra
aKcnopT
areHT BOCCTAHOB/IEHNS [aHHbIX
WwabnoH ceptudmrkaTta
0T3bIB CEpTUDUKATA

mOUOw

3afaHung OTKPbLITOro TMna
1. N3 Tpex 0OCHOBHbIX CBOMCTB UH(OPMaLMK: LENOCTHOCTU, AOCTYNHOCTU N KOH(UAEHUNANBHOCTH,



npoTokon AH B IPsec npumeHseTca ona obecnevyeHns CBONCTBA
2. N3 Tpex OCHOBHbIX CBOWNCTB MH(OpMaLUn: LeSIOCTHOCTU, OCTYNHOCTU U KOHPUAEHLNASIbHOCTHY,
npoTokon ESP B IPsec npumeHseTca ona obecnevyeHns CBOMCTBa:

3afaHune C pa3BEPHYTHLIM OTBETOM

1. B 4eM OTANYUS TPAHCMOPTHOIO OT TYHHENbHOro pexuma IPSec? B Kakux cLeHapuax uenecoobpasHo
NCMONb30BaTh KaXK bl pexum?

20.2 MpoMeXxyTouyHasa aTrecTaums
TexHoNOrma NpoBeneHuns:

MpoMeXxyTo4YHas aTTecTauus NpoBOAUTCS B PopMe MUCbMEHHOWM KOHTPOJIbHON paboTbl Npw
06513aTeIbHOM YC/I0BUW BbIMOSIHEHWS B TEYEHNE CEMECTPa BCeX S1abopaTopHbIX 3a4aHUA U C y4eToM
MOJYYEHHbIX TEKYLLMX OLLeHOK. OLLEHKM 3a BOMPOChl KOHTPOJIbHON PaboThl CyMMUPYOTCS, CyMMa
HopMupyeTcsa K 50-6annbHOMyY 3Ha4eHuIo.

TPEGOBaHMﬂ K BbINOJIHEHUIO 3a4aHUMN, LUKAJbl U Kputepuu oueHuBaHuA

Mpwn oueHMBaHUKN pe3ybTaTOB MPOMEXYTOYHON aTTeCTaLUN NCMOb3YyeTCA KOIMYeCTBeHHas WKana
oLeHoK. CoraiacHo NonoXKeHuto o0 6anbHO-PENTUHIOBON cncTeme oby4veHns, 50-bannbHas oueHKa 3a
NTOrOBY KOHTPOJIbHY0 paboTy CKNaabiBaeTCs C OLLEHKON, NOJlYYEHHOWN MO MTOraM aTTecTauuni.
MonyyeHHoe 100-6anibHOE 3HaYeHUe onpenenseT ypoBeHb CHOPMUPOBAHHOCTU KOMNETEHLMIA 1
NTOrOBYIO OLLEHKY (COra1acHO MONOXKEHMI0 0 BanabHO-PENTMHIOBOM cMcTeEMe 0ByYeHns):

oLeHKa «oTam4Ho» - 90...100 6annos
oLeHKa «xopowo» - 70...89 6annos
OLleHKa «yfoBneTBoputensHo» - 50...69 6annos

OLleHKa «Hey10BieTBOpuTENbHO» - 0...49 6annos

MepevyeHb BONPOCOB K UTOFOBOM KOHTPOJAIbLHOM paboTe

1 YTo Takoe IPsec, Kakve 3afa4u pellaeT, B 4eM OTnYmne u/uan HecooTBeTCTBMe TepMuHy VPN? Kak HacTpouTb
IPsec, 4To Takoe hunbTpbl, NONUTUKK IPsec? Kakne cpefcTBa C/yxaT Ons oTnagku IPsec? Kakue y>ke rotosble
nonuTukm IPsec npeakoHgurypuposaHbl Ha OC cemencTtea Windows?

2 OnuwInTe XN3HEHHBIN LUK cepTUtmKaTa OT MOMEHTa ero co3faHuns. Kak UMeHHo co3faeTcs cepTudukar, B
Kakow nocneposaTesibHOCTW. Kak B 3TOM npouecce y4acTsyeT CA? UIHCTPYMEHTbI/YTUANTbI 415 BbIMYCKa
CepTUpUKaTOB.

3 Mepbl obecneyeHns MHGopMaLMoHHON B6e3onacHoCTy ANa nHdpacTpyKTypbl PKI.

4 YT1o Takoe ypoctoBepstowmi LueHTp (CA - Certification Authority)? HasosuTte Tunbl n ponn CA. YTo Takoe

nepapxms CA, 4TO NPUHUMAIOT BO BHUMAHWE NPy NPOEKTUPOBAHNI 3TON NepapXumn?

5 YTO TaKoe TPaHCMOPTHbIA PEXNM N TYHHESbHbIN pexxuM IPsec? Ong yero ucnonb3yetcs npoTokos IKE B IPsec?
[na vero ncnosb3yoTca GunbTpsl IPsec?

6 Y1o Takoe WSUS, Kakure 3ajadn pellaeT, U3 Kakmx KOMMOHEHTOB COCTOUT? Y7o Takoe Zero-Day yA3BUMOCTbL?

7 Ons yero ucnonb3ytoTcs NpoTokosbl ESP AH B IPsec? Kakune npobaembl MOTyT BO3HMKATb Y IPsec npu
ncnosb3osaHum NAT?

8 YT1o Takoe VPN, nepeyncnmnte KomnoHeHTbl VPN. Kakune cyLecTByoT TexHonorum peannsaunv VPN, kakne
TpeboBaHus K IP-ceTv NpenbABASET KaxAas TeXHONorna?




Onsa vero ucnonb3yetcsa npotokon IKE B IPsec? YTo Takoe SA, main-mode (0cHOBHOW pexum) quick-mode
(onepaTuBHbIA pexxnm)? Kakme Tpu BuAa ayTEHTUDNKALMN KOHEYHbIX CMCTEM 0ObIYHO MOALEPXKMNBAIOTCS B
peanusauunax IPsec? Korga Kakow UCrnonb3yeTca?

10

YTo TaKoe CeTEBOW 3KpaH YPOBHS «MPUNOXEHUS», B YHEM OT/INYME OT CETEBOI0 3KpaHa «MaKeTHbIN uibTp»?
YT1o Takoe unsolicited Tpaduk 1 yem oTnmyatoTca danepsosbl statefull n stateless? Kak pa3meLleHbl no
OTHOLLUEHUIO K KOPTOPATUBHOM CETW CETEBbIE 3KPaHbI, OMMULLUTE OCHOBHbIE apXUTEKTYPbI

11

Y1o Takoe EFS, kKakune 3agayum pewaeT, N3 Kaknux KOMMNOHEHTOB COCTOMT? Kak TeXHUYecKn peasm3oBaHa
BO3MO>XHOCTb paclUNGpOoBKY halina ApyrnMu nob3oBaTeNaMmn, NEPEYNCINTE YCI0BUS, B KOTOPbIX 3TO
BO3MOXHO?

12

Y10 Takoe DPI, npumeHnmMocTb IPS 1 IDS pelwennin? CeTeBon HenTpanuteT 1 0cobeHHoCTn npumeHenns DPI B
KOpPNOpaTUBHbIX CETSX.

13

B xone koH(purypuposaHusa ViPNet Ha paboyem mMecTe agMuHUCTpaTopa noTpebosanoncs 1o6aBuTh eLle 0AuH
"ABOHEHTCKUI MyHKT" N8 aAMUHUCTPaLMM HOBOrO parioHa ropofa. OnuwmnTe nocaenoBaTeNbHOCTb AENCTBUN
aaMuHucTpaTopa ViPNet (cxemaTnyHo, HO No waram) Asa BBeAeHus 3Toro Al (KOMMbIOTEP Y)Ke 3aKymMJieH)

14

Kak npoBepuTb paboTy KpMNTOKOMMYTaTOPOB, PAaCMONOXKEHHbIX B (huananax? B 4em otanyne ot L3VPN pelleHus
C UCMOJIb30BaHNEM KPUMTOKOMMYTaTOPOB?

15

He 3apaboTtan AMKLL B ponun kpuntowntoza: B MY LYC cTaTyc "He BKAtOYeH". Bbl pewunam npoBepuTb
L0CTYNHOCTb AMKLL co CTOPOHbI KOMMbIOTEPa alMUHUCTPaTOPa KOMaHAoW ping. KoMaHaa rnokasana TaMayThl
oT IP-agpeca kpunTowo3a. F0BOPUT M 3TO O TOM, 4TO KOMMbOTEP AAMUHUCTPATOPa U KPUMTOLLIO3 B AaHHbIV
MOMEHT He 06MeHMBaOTCA NakeTamn? B Kakow nocnenoBaTesibHOCTY Bbl Obl CKanu npuyrHy no kotopown AMKLLU
"He BkYeH" B MY LLYC 1 KakoBbl BO3MOXHbIE MPUYMHbI 3TOro?




