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62.0.01(Y) YuyebHasa npakTuka, SKCnepMuMeHTanbHoO-uccnegoBarTenbCcKas
Kod u HaumeHosaHue(mur) npakmuku/HUP e coomeemcmauu ¢ y4ebHbIM rniaHoOM

1. Kog u HaumeHoBaHMe HanpaBrieHUs NoAroTOBKU/cneunanbHOCTMU:

10.05.01 KomnbroTepHasa 6e30nacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

be30nacHOCTb KOMMNbLTEPHbLIX CUCTEM U CETEN

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Ka(bep.pa, oTBe4YarLwlas 3a peasin3aumnio NPaKTUKn: kKnbepbesonacHocTu

MHGOPMALMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLUEHT kadeapbl

Kknbepbe3onacHOCTU MHAOPMAaLMOHHbIX CUCTEM

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PeKOMeHAOBaHa: Hay4yHo-meToamnvecknm coBeToM dakynbTeTa NPUKIagHoON MaTteMaTUKK,
MHOPMaTUKN N MexaHukun 22.03.2024 1., npoTokon Ne5
(HaumeHogaHue pekomeHOyrowel cmpykmypbi, Gama, HOMep rPOMOKona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YueOHbIn rop:_ 2026/2027 CewmecTp(bl): 6




9.llenb npakTuku:

—NOofy4yeHne NEePBUYHbIX YMEHUA M HABbIKOB MO HanpaBfEeHWO MOArOTOBKM B obnactu
3alWmnThl HOPMaLUKN 1 KOMNbIOTEPHOW Be3onacHOCTH;

—03HaKoOMIeHue CTYAEHTOB CO CneuUMdUKon nony4aemMon cneunansHocTy;

—03HaKoMIeHue CTyAeHToB ¢ 06bekTamum Byayuien paboThbl.

— U3yYeHMe coepXaHus OCHOBHbIX paboT M uccnegoBaHUNM, BbINOMHSAEMbIX B cdepe
npodgeccnoHanbHoOW AeATenbHOCTY;

— YyCBOEHME nNpUEeMoB, MeToAoB W cnocoboB 06paboTkM, npeactaBreHns U
WHTepnpeTauum pe3ynbTaToB NPOBeAEHHbIX NPAKTUYECKUX UCCNeSOBaHNN.

3aKkpenuTb 3HaHUA CTYOEHTOB O COBPEMEHHbIX YWUCIEeHHbIX MeTogax anrebpsl,

MaTeEMaTMYecKoro aHanmsa W OObIKHOBEHHbIX AuddepeHumnanbHbiX ypaBHEHUN, a Takke
cnocobax MXx UccrnefoBaHWsi B BblYUCTIMTENBHOM 3KCMEPUMEHTE NPUMEHUTENbHO K aHanuay u
CVHTE3Y BbIYUCNUTESNbHbBIX CUCTEM.

3apauv NpakTUKK:

O3HakoMUTLCA C PYHKUMOHUPOBAHME FOKarbHbIX CeTen B YCNOBUSAX YHUBEPCUTETA,
PYHKUMOHNUPOBAHMEM  aBTOMATM3MPOBaHHOMW  MHpopmMaumoHHon cuctembl (AUC) BIY,
CUCTEMOW ynpaBneHNsa 3MeKTPOHHbIM JOKYMEHTOO60pOTOM By3a.

O3HakOMUTLCA C  TEXHOMOMMAMM  UHAPOPMALMOHHOM  3alWmTbl, MNPUMEHSIEMbIX B
aBTOMaTU3NPOBAHHON WHGopMaunoHHon cucteme (AUC) BIY un Ha pabounmx mecTtax
nonb3oBarternen.

O3HakoMUTBLCSA C COBPEMEHHBIMU MH(POPMALIMOHHBIMU TEXHONOMNAMU, NMPUMEHSIEMbIMU B
HayYHbIX UCCNeaoBaHUsX, CrneunanbHOro nporpammHoro obecneveHna un obopyaoBaHusa Onsi
3a4ay aHanusa 3awmueHHOCTN 0O bEKTOB MHG)OpMaTMU3aLMN.

MonyynTb NpakTU4eckuit onbiT paboTbl C NOACUCTEMON MHGOPMALMOHHOro obecneyeHms
N 9NEKTPOHHOro AOKyMeHTOObopoTa aBTOMaTU3NpoBaHHON MHGopMaLumoHHoM cuctembl (AUNC)
BIy.

Pacwvpntb 3HaHUA CTyOeHTOB O MeToAMKe anroputMmusaumm, TeCTUpOoBaHUS U
nccnegoBaHna B BbIMUCIIUTENBHOM 3KCNEPUMEHTE METOAOB anrebpbl, MatemMaTuyeckoro
aHanmsa M OObLIKHOBEHHbIX AndepeHumanbHbiX YpaBHEHUW; CNocobCTBOBaTbL MOMyYEHUIO
dyHOaMEHTanbHbIX 3HaHWA B XOAE CaMOCTOATENbHOM mccnegoBaTenbCckon paboThl;
cnocobcTBOBaTh AanbHENLWEMY Pa3BUTUIO CUCTEMHOIO N JTOTMYECKOrO MbILLSIEHUS.

10. MecTo npakTukm B cTpyktype OOI: obs3aTtenbHasa yacTtb 6noka b2.

Lnkn (pasgen) OOI: B2 | kog avcunnnuuel B YI: 52.0.01(Y)

Ne| Koa | HanmeHoBaHune

Ans  ycnewHoro npoxoxaeHns yvebHoW npakTuky obyyarolmecss MUCMONb3yT 3HAHWUS, YMEHWUs,
cpOpMMPOBaHHbIE B X0A€E M3YYEHUS AUCLUNIIH

1 |B1.0.22 AnnapaTtHble cpeacTBa BblMMCIUTENBbHOW TEXHUKN
2 | b1.0.31 MHdopmaTuka

3 | B1.0.32 OnepaunoHHbIE cUCTEMBI

4 | B1.0.35 OB6BbEKTHO-OPMEHTUPOBAHHOE NPOrpamMMMpoBaHme
5 | B1.0.36 BBegeHue B nporpammMvpoBaHue

6 | Bb1.0.37 MeToAbl NporpaMMmnpoBaHns

7 | B1.0.40 Mogenu 6e30nacHOCTM KOMNbIOTEPHbBIX CUCTEM

OVCcuMnnnHbl U NPaKTUKKU, ONS KOTOPbIX OCBOEHWE AaHHOW AMCLUMMMUHBLI (MOAynsl) HeobXxoaumo Kak
npegwecTsytoliee

8 | B3.01(0) | MogroToBka k npoLeaype 3auTbl 1 3aLmMTa BbIMyCKHO KBANMUKALIMOHHOM paboThl

11. Bupg npaktukn, cnoco6 n oopma ee npoBegeHus




Bua npaktuku: yyebHas, y4ebHo-nabopamopHbIU MpakmuKyMm.
Cnoco6 npoBeaeHNA NPaKTUKN: crmayuoHapHasl.
dopma npoBeaeHUsi NPaKTUKN: QUCKPEeMHas.
Peanunsyetcs yactnyHo B doopme npaktudeckon nogrotosku (MM1).

YyebHasa npakTnka npoBoAUTCA B CTPYKTYPHbIX NogpasaeneHnsax yHMBepcuteTa

12. NMnaHupyeMble pe3ynbTaTbl 00y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NJIaHUpPyeMbIMM pe3ynbTaTaMu OCBOEHUA obpa3oBaTeNibHOMU
nporpamMmbl (KOMNETEHLUUAMN) U UHAUKATOPaMM UX AOCTUXEHUSA:

Kog HasBaHue Koga(bl) WuaukaTtop(bl) lMnaHnpyemble pesynbTaTbl 06y4eHns
KoMMeTeHUnn
Orl1K-2. CriocobeH OrlK-2.1 | B3Haem obwue nApuHyunsl | 3Hamb:
npUMeHsIMb Zg;gffg;’;ﬁ) . Cog)‘(’)%i:’””’ﬁ — obwue MAPUHUUMbI  MOCMPOEHUS
npoepamMmMHsbie crocobbl npedcmaenerus | COBPDEMEHHBIX  KOMIbIOMEPOS, GOpMbI U
cpedcmea daHHbIX 8 nepcoHanbHoM | CIIOCO6bI  ripedcmasneHusi O0aHHbIX 8
CUCMeMHOo20 u T3 f;OM”bK’mePei repcoHasibHoOM KoMrbsromepe;
noUKIadH020 -2. Haem J102UKO- _
p © MAMEMAMUIECKUE  OCHOBL OCHO8bI noczmpoc_eHUH S3/1€KMPOHHbIX
HasHa4eHuu, 8 nocmpoeHus  anekmporHbix | UUGPPOBbLIX ycmpotcme;
mowm yucrie yughposbix ycmpolicms; — cocmase, Ha3HayeHue arirnapamHbiX
ome4ecmeeHHo20 | OfIK-2.3 | 3Haem cocmas, HasHaieHue | cpedcme U MPOZPaMMHO20 0b6ecreyeHUst
npou3godcmea, aggzz:m”bg(e o %”62660";6 s | M1EPCOHANBHOZO KOMMbIOMEPa;
i/ MMH rnevyeHus ’
ons pewenus MEepCOHaNbHO20 KOMMbomepa, —  Knaccugukayuro CO8PEeMEHHbIX
3a0ay OllK-2.4 | 3Haem Kknaccugpukayuto | 8bIYUC/IUMEIbHbIX ~ cUCmeM,  murosble
I'Ipaod)eCCUOHaﬂbHO COBPEMEHHbIX CMPYKMypbl U [PUHUUMBI  Op2aHu3ayuu
{1 desmernbHOCMU 8bI4UCIUMEeNbHBIX  cucmem, .
munoesie  cmpykmypsl  u | KOMMIBIOMEPHBIX cemed;
npuHyunel opzaHu3ayuu — OCHOBHbIEe rnpuHyunel
KOMIMblomepHbIx cemel KOHd)ue ypuUpoO8aHuUst u
OfK-2.5 | Ymeem ripumeHsmb murogble aOMUHUCMPUPOBaHUS onepayuOHHbIX
npozpamMmMHbie cpedcmesa cucmem:
cepsucHozo Ha3Ha4eHusl, ’
UHGhOpMayUOHHO20 roucka u — XapakmepHsble ocobeHHocMu
obmeHa OaHHbIMU €8 cemu | cog8peMeHHO20 rnpoepamMmMHo20
HHmeptiem, obecrieyeHus creyuasibHO20 Ha3HaYeHUs.
OllK-2.6 | Ymeem cocmassisimb
OOKyMeHMbI, ucronb3ys
npuknadHsie npozpammer | YMEMb.
0hUCHO20 Ha3Ha4YeHus —  [PUMEHSIMb muriogble
OriK-2.7 ;gzggﬁ; . cpedcmeamu | pnozpamMmHble  cpedcmea  CepeucHO20
101Tb306aMeNLCKUMU Ha3Ha4yeHusi, UHhopMayuoHHO20 rnoucka u
urmepcpeticamu obmeHa OaHHbIMU 8 cemu VIHmepHem;
onepayuoHHbIX cucmem — cocmassisime OOKYMeHMbI,
OfIK-2.8 | 3Haem OCHO8HbIe PUHUUIbI ucronb3ys npuUKnadHble npozpammai
KoticuzypuposatiLis u 0hUCHO20 Ha3HaYeHuUsl;
a0MuHUCMpUpPo8aHusi ’
ornepayuoHHbIX cucmem = paapa6ambleamb cucmemHoe U
OriK-2.9 | ymeem paspabamsisams | rpukiadHoe npo2pamMMHoe obecriedeHue
cucmemHoe U I'I,DLIK/'IaOHOG OHFI MHOZO3aaa'—IHbIX
MPOZPAMMHOE  008CTIEqeHuE MHO20I10/1308aMeIbCKUX u
ons MH0203a0a4HbiX,
MHo2ornonbL308amernbckux U | MHO2O0MPOUEeCCOPHbIX Cpea, a makxe Ons
MHO20MPOUEcCopHbix cped, a | cped C UHMepgelcoM, yrnpasniseMbim
makxe ons cped | coobweHusmMU;
uHmepcgpelticom, !
YrpaenseMbiM Coo6LEHUAMU; — [PUMEHsIMb  OCHOBHbIe Memodbv/

OrIK- ymMeem rpumeHsimb OCHosHble | TPocpaMMupo8aHuUs 8 6bl6paHHOu

2.10 MemoOosb| npozpammuposaHust onepauuoHHol cpede;
zp:(’;fpa””"“ onepayuokHou — Mpou3godumb ycmaHosKy, Hanaoky,

ONK-__| 3raem XapakmepHeie | MecmuposaHue u obcnyxusaHue

2.11 ocobeHHocmu cospemeHHoz0 | [1po2paMMHO20 obecrieyeHusi, 8KJoYasl
Mpo2paMmHO20  06ecrieyeHus | peleHUs omeyecmeeHHO20
crieyuasibHo20 Ha3Ha4yeHUus. .

npouszsodcmea

OrlIK- Ymeem npou3eooums p ’

212 | yemaroexy, Hanadky, — [poussoOumb ycmaHos8Ky, Hanaoky,
mecmuposaHue u | mecmuposaHue u o6cny>KueaHue
o6enyxuearue cemeegoz20 rpoz2paMMHo20 obecreqyeHus,
MPOZPAMMHOZ0 0GECTIYSHUR, | guminuag  peweHUsl — OmeYecmeeHHO20
8KJ/ro4Yas peweHus

ome4dyecmeeHHo20

npoussodcmea;




npoussodcmea.

— npou3godumb ycmaHo8Ky, Hanadky,

Of1K- | Ymeem Mpou3eooums. | e cmupoeatue u obcyxusaHue
2.13 yCMaHo8Ky, Hanaoky,
mecmuposaHue u | COBPEMEHHbIX  poepaMMHbIX Cpedcm§
obcryxusaHue cemeeozo | obecrnieyeHusi UHgopMauUOHHOU
rnpozpamMmMHO20 obecreyeHus, be3onacHocmu.
eKroqasi peweHust
omeyecmeeHHO20 B .
npoussodcmea. Bnadems:
Of1K- Ymeem npou3sodums — cpedcmeamu ynpaerneHus
2.14 | ycmaHoeky, Hanaoky, | rosib308amesnbCKUMU UuHmepgelicamu.
mecmuposaHue u
06CyXUBaHUE COBPEMEHHbIX
rpoepamMMHbIX cpedcme
obecrieyeHus
UHGhopMaUyUOHHOU
besonacHocmu.
OrlK-4. CriocobeH OrIK- yMeeT onpefendatb  COCTaB
aHanuauposams 4.18 KOMMbtoTepa: TMM MPOLIECCOpa | Viremp:
gusuyeckyro W €ro  napaMerpel, - TUn — onpegensTs  COCTaB  KOMIbloTepa: — Twrl
CywHOCMb MOAynen - Mamatt W VX nhoueccopa u ero napametpes, T Mogynesi namsi u
“ XapaKTepuCTuky, TN\ yx  xapakTepucTuku, TUIT BUAEOKAPTLl, COCTaB M
s18r1eHuu u BUAEOKapThl, cocTaB n . o
. r1apamMeTps! NEPUDEDPHIHBIX YCTPOVICTB.
rpoueccos, napamMeTpbl  nepudepunHbIX
Jniexaujux 8 ocHose YCTPOUCTE .
OrIK- Brazeert HaBbIKaMu Bnadems:
pyHKYUOHUPOBaHU
4.19 NPUMEHEHNUSI TEXHUYECKMX U —  HaBbIKaMy  [IPDUMEHEHNS — TEXHUYECKUX U1
A NpOrpaMMHbIX CPeNCTB | /POrpaMmHbIX  CPEACTB  TECTUPOBAHMUS C  LEJbIO
MUKPOS/TIEKMPOHHO TECTUPOBAHWUS ~ C  LEMblo | ONPEZENeHns NCPaBHOCTY KOMITLIOTEPa M OLIEHKH €ro
u MEeXHUKU, OrpedeneHuss  UCNPaBHOCTW | /IPOM3BOANTE/ILHOCTH.
MPUMEHSIMb KOMMbIOTEPA M OLUEHKWU €ro
OCHOBHbIE NpPOU3BOAUTENBLHOCTM
gusuyeckue
3aKOoHbl U Modoesnu
onsa peweHusi
3aday
rpogheccuoHanbHoO

U dessmernbHocmu

13. O6bemM npakTUKM B 3a4eTHbIX eaunHULax / aK. vyac. (e coomeemcmeuu ¢ yyebHbIM rnaHoMm) —
3/108.

dopma NpoOMeXYTOHYHON aTTeCTaLuum 3a4em C OUEHKOU.

14. TpypoeMKocTb No Bugam y4ebHom paboTbl

TpyooemMKocTb
Bcero Mo cemecTpam
Bua yuebHon paboThl 6
y. 4., B hopme
nn
Bcero yacos 108 108 54
B TOM ymcrie:
KoHTakTHasa pabota (Bkntodas HAC) 2 2 1
CamoctosTensHasa pabota 106 106 53
UToro: 108 108 54

15. CopepxaHue npaktukm (unu HAP)

n/n

Pasgenbl (sTanbl)
NpPakTUKK

Buabl yuebHol paboTbl

O6bem yyebHon paboThl, Y

KoHTakTHble CamocrTosate
yachl nbHas




paboTta

1. | OpeaaHuzayuoHHo- MpoBedeHne  coBpaHuss MO OpraHM3auuMn  NPaKTUKK;
nodzomosumersibHbili | YCTAHOBOYHLIA MHCTPYKTaX Mo 3adadam, cpokam 1 Tpebyemoit

amar OTYETHOCTW; UHCTPYKTaX No TexHuke 6e3onacHocTn paboTel C
nepcoHanbHbIMWM  KOMMblOTEPaMK, npasBunamu paboTel B 0,5 6
KOMMbIOTEPHBIX  Kraccax dakynbTeTa; coAepxaTtenbHas
dopMynupoBKa 3a4ad 4 peLueHns B Xo4e NpakTuku, Buaa u
06bema pe3ynbTaToB, KOTOPbIe AOMKHbI BbiTb MOMNYyYeHbI.
2. YuebHo- Onpepenexve npobnemsl, obbekTa " npegmeta
uccriedogamernbCKull | uccnegoBaHus, dopmynumpoBaHune uenm " 3agay
aman UCCNefoBaHusi, TEOpPEeTUYECKUA aHanus nuitepaTtypbl U

uccrnegoBaHuii no npoGneme, nposegdeHne o63opa U BbIGOp

COBPEMEHHBIX MHOPMALIMOHHBLIX TEXHOMOMMI, CheLnanbHoro 0.5 40
nporpaMmMHoro obecneyeHns n 06opyaoBaHWs, ANS PeLueHns
MOCTaBMEHHOW 3a4ayn Mo aHanuay 3alyMLieHHOCTN obbekTa
nHdopMaTU3aLmK.
3. OkcnepumeHmanesHo- | MNpoBeaeHve CaMOCTOATENBHOrO peLueHns yuebHom
uccriedosamersbCKull | nccrnegoBaTenbCKON 3a4auyv, BbIMOMHEHWE TUMOBbLIX pacveToB
amarn (y4yebHo- W MoZenupoBaHWe [aT4MKOB MNCEBAOCIYYaWHbIX YUCMOBbIX 0.5 40
nabopamopHsbIl nocnefgoBaTenibHOCTEN € MPUMEHEHWEM  KOMMbIOTePHOW ’
rpakmuKkym) TEXHUKWN, MpOBeAeHMe IKCNepuMeHTasbHbIX WCCegoBaHun
CUCTEMbI 3aLMTbl MHOPMaLMUK.
4. OcpopmneHue CocTaBrneHve MToroBoro oT4yeTa 1 3awuta npoekTa, onucaHue
omuyéma o umoaam npogenaHHon paboTbl C  CaMOOLIEHKOW  pes3ynbTaToB 0,5 20
pakmuku NPOXOXAEHMS NPaKTUKKN; POpMynNnpoBaHUE BbIBOLOB.

CopepkaHue npakTU4ecKkon MoAroTOBKW MNPV NMPOBEAEHUN NPAKTUKU yCTaHaBnMBaeTCs
nUcxodsi M3 coAdepXkaHusi M HanpaBneHHOCTM obpasoBaTernibHOM Nporpammbl, COAepXKaHus

NMPaKTUKA,

ee uenem wn 3agau. npaKTI/I‘-IeCKaFI noaroToBka npun npoBeaeHnn TMnpakTukm

HanpasneHa Ha opMMPOBaHNE YMEHUI U HaBbIKOB B COOTBETCTBUM C TPYAOBbIMU AEACTBUSAMU
n (MnNun) TPyAoBbIMU OYHKUMAMU NO Npodunto obpasoBaTenbHON NporpamMmel.

rlpaKTI/I'«IeCKaﬂ noaroToBka npoBoauUTCA nyteMm HenocpeaCcTtBEHHOIO BbIMNOJIHEHUA

obyvalowmmmncs onpeneneHHbiXx BMOOB paboT, CBs3aHHbIX ¢ Oyaylien npodeccuoHanbHowm

AEeATENbHOCTbLIO, CNOCOBCTBYHOLMX (DOPMUPOBAHUIO, 3aKPENNEHMIO U Pa3BUTUIO NMPaKTUYECKNX

HaBbLIKOB M KOMMETEHUWI MO I'IpOCbI/IJ'I}O COOTBeTCTByPOLueﬁ o6pasoBaTean0|7| nporpamMmmbl.

16. MNepeyeHb y4eOHOM nuTepaTypbl, pecypcoB ceTu «MHTepHeT», HeoGXxoaUMbIX Ans
NPOXOXAEHUSA NPAKTUKKU (CMUCOK slumepamypbl 0¢hopmrissemcsi 8 coomeemcmeuu ¢ mpebosaHusiMu

FOCT u ucnonb3yemcsi obwas ck8o3Has Hymepayusi 0518 ecex sudo8 UCmMOYHUKO8)
a) OCHOBHasi nuTepaTtypa:

Ne n/n

MNCTOYHMK

1.

Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosaHun / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
244 c. <URL:http://biblioclub.ru/index.php?page=book&id=112247>

HosukoB A.M., HoBuko [.A. MeTogonorus Hay4yHoro uccnegosanus. — M.: Jin6pokom. 2010 —
280 c.
<URL:http://www.methodolog.ru/books/mni.pdf>

OcHoBbI  ynpaBrneHns MHpopMauuoHHon GesonacHocTbio: [y4ebHoe nocobwe Onsi CTyaeHToB
BY30B, OOy4aloLMXCsi NO HanpaBfeHWsiM MoAroTOBKM (CMeLManbHOCTAM) YKPYMHEHHOW rpymnnbl
cneumansHocTen 090000 - "MHdpopm. 6e3onacHocTh"] / A.lM. Kypuno [u gap.].— 2-e u3g., ncnp. —
Mockea : lNopsiyass nuHua-Tenekom, 2014 .— 243 c. : vn., Tabn. — (Bonpockl ynpaBneHus
nHdpopmaumoHHon 6esonacHocTblo ; KH.1) .— Bubnwnorp.: ¢.234-239 .— ISBN 978-5-9912- 0361-
6

Kpakosckun, 0.M. NHdopmaumoHHas 6e3onacHoCcTb 1 3awmTa nHpopmauum: ydebHoe nocobure
ans ctyg. obydy. no cneuunaneHocTh «MHOpMaUNOHHbIE CUCTEMBI U TEXHOMNOMMUY» OHEB. U 3a0M.
dopm obyueHus / KO.M. Kpakosckuii .— M. ; PoctoB H/[] : MapT, 2008 .— 287 c. : nn .—
(Y4ebHbIvi Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

WaHbruH, B. ®. 3awwmTta komnbloTepHon nHdopmaumm. SddekTBHble MeToabl u cpeacTtea: /
WaHbruH B. ®. — Mockea : OMK Tlpecc, 2010 .— 544 c. : wvn, Ta6n. ; 24 cm .—
(AamununcTpupoBaHue u 3awmta) .— OMMTABJIEHUE knukHute Ha URL-> .— [onyuieHo YyebHo-
MeToAMYECKMM O06beAMHEHNEM BY30B MO YHUBEPCUTETCKOMY NOMUTEXHNYECKOMY 06pa3oBaHuio B
KadyecTBe y4ebHoOro nocobusi Ans CTyAEHTOB BbICUMX Y4ebHLIX 3aBedeHui, obydatolmxcsa no
HanpasneHuto 230100 «MHpopmaTrka u BbluUCIMTENbHAA TexHuka» .— [peam. ykas.: c. 530-
542 .— bBwubnwuorp.: c¢. 524-529 (105 HaseB.) .— ISBN 978-5-94074-518-1.—




| | <URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1122>.

0) gononHMTenbHasa nuTepartypa:

Ne n/n McTOYHUK

Kpy4umhuH, B.B. KomnbloTEpHBIE TEXHOMOMMN B HAYy4YHbIX UCCNEAOBAHUAX: Y4eOHO-
mMeToamudeckoe nocobue / B.B. KpyunHuH. — Mockea: TYCYP (Tomckuii rocygapCTBEHHbIN

6. YHUBEPCUTET CUCTEM YNPABEHNS U PaANOINEKTPOHNKKM), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269 — 3arn. ¢ akpaHa.
7 Cuctembl n cpeactea nHgopmaTtukn: ExerogHuk / 'n. pea. N.A. Cokonos. — Mocksa: UM

PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMAaLMOHHBIX
8. | TexHonoruax u o 3awwmTe uHpopmaumny» // CobpaHune 3akoHogaTenscTBa Poccumnckon
depepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

denepanbHbIn 3akoH oT 27 nions 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX» //

9. | CobpaHue 3akoHoaaTtenbcTBa Poccuickon ®epepaunn, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

"oHuapos, Mropb Bacunbesuy. MudopmaumoHHas 6e3onacHocTb. CnoBapb No TepmuHonorum /
10. | U.B. Fon4apos, KO.I. KupcaHos, O.B. PankoB.— BopoHex : BopoHexckas obnactHas
Tnnorpacus, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

MewepsikoB B.A., XXenesHsik B.I., BoHaapb A.O., OcuneHko A.J1., Babkun A.H. MNepcoHanbHble
AaHHble: opraHusauus o6paboTku n obecneyeHns 6e3onacHOCTM B OpraHax rocy4apCcTBEHHOM
BNacTu U mecTHoro camoynpaenenus / lNog peq. B.A. MeliepsikoBa. — BopoHex: BopoHexckuii
nHctutyT MB[] Poccun, 2014. — 186 c.

11.

B) MHOPMALMOHHbBIE 3NTIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0durumanbHble Pecypchl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBC «YHuBepcutetckasa bubnumorteka online»
OBC «3nekTpoHHas 6ubnuoteka TexHuyeckoro BY3a» (36C «KoHcynbTaHT cTyaeHTan)
3BC IOPAUT
OnekTpoHHasa 6ubnunoTeka y4ebHo-MeToamM4ecknx matepuanos BIY. Pexum goctyna: hitp://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru
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BHauvane ykasbiBatotca OBC, ¢ koTopbiMy umetoTcsa gorosopa Yy BIY, 3atem OTKpbiTble 3MNEKTPOHHO-
obpasoBaTernbHble pecypchl U T.4.

17. OOpasoBaTtefibHble TEeXHONOrMU, MpPUMEHsIEMble NpPU NPOBEAEHUU TMPAKTUKU W
MeToAu4YecKMe yKasaHusa Ana oby4varowmxcsi No NPOoXoXAeHUIO MPaKTUKN

OTyeT NO nNpakTUKe [JO0mMKEeH OblTb W3NOXEH TeXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM peKOMEHOOBaHHbIX TepMMHOB W abbpeBuaTyp ©0e3 opdorpadumyeckmx u
rpammatmyeckux owmnbok. MNpeacraBneHHbIN OTYET MO NPaKTUKE OLEHUBAETCH Ha COOTBETCTBME
MHdopMauuK, NpeacTaBneHHONn B OoT4yeTe, AaHHbIM U3 MH(OPMAaLMOHHBIX pecypcoB 0bLuero
pocTyna cetn IHTepHeT, MaTepranos fekumi, y4ebHOM 1 TEXHUYECKON NuTepaTypsbl.

CTpykTypa oT4eTa No npakTuke

1. OTyeT NO npaKkTUKe AOSMKEH BKIYaTb TUTYMbHbLIN NIUCT, COAEpXXaHWe, BBeaeHue,
OonucaHme TeOpPeTUYECKUX U MNPaKTUYECKUX acnekToB BbINOSIHEHHOMW paboThbl, 3akniyeHue,
CMMCOK UCMNOSb30BaHHbIX MCTOYHUKOB, MPUIIOXKEHNS.

2. Ha TtutynbHOM nucte pomkHa ObiTb NpeacTaBrneHa Tema MpakTuKW, rpynna u
damunus cTyaeHTa, OaHHble O NpeanpusTun, Ha Gase KOTOPOro BbINOMHANACL MNPakTUKa,
hamunus pykoBoguTens.

3. Bo BBegeHuM cTygeHTbl OOMMKHbI OaTb KpaTkoe onucaHuve 3ajadn, pellaemMon B
pamMKax NpakTUKK.

4. B ocHOBHOM 4YacTu oTyeTa CTyAeHTbl NpMBOAAT nogpobHoe onucaHwe npoaenaHHon
TeopeTn4eckon n (Unu) npakTmyeckon paboTbl, BKNOYas onucaHne n 060CcHoBaHME BbiOpaHHbIX
peLLeHni, onucaHme nporpamm u T.4.



5. B 3aknoyeHun gaeTcs KpaTkaa xapakTepucTuka npogenaHHon paboTsl, U NpuBoaATCA
€ee OCHOBHble pe3yrnbTaTbl.

6. B npunoxeHnsix npuBoaATCA HENOCPEeACTBEHHblEe pe3ynbTaTbl pas3paboTKu: TEeKCTbI
nporpamm, rpaduki u guarpaMmmel, n T.4.

TpebosaHus K 0hOpPMIIEHUK omYema

1. OT4yeT ohopMnsAeTca B ne4aTtHOM BMAE, Ha nNuctax goopmaTta A4.

2. OCHOBHOM TEKCT oTyeTa BbINONHAETCHA wWpudpToM 14 nyHKTOB, C MHTepsanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcs Ha absaubl, Kaxabld U3 KOTOPbIX BKMOYaeT OTCTyn W
BblpaBHMBaHWE MO LUVPUHE.

3. TeKkcT B NpUNoXXeHNAX MOXeT BbITb BbINOSTHEH Boree MeNKMM WPUGTOM.

4. OTyeT pas3buBaeTca Ha rnaBbl, MYHKTbl M MOAMYHKTbl, BKIOYalOWME OECATUYHYHO
HyMepaumio.

5. PucyHkn 1 Tabnumubl B oT4ETE AOSMKHBI UMETb OTAEMNBbHYK HYMEpPaLUUIio U Ha3BaHMS.

6. Becb oTtyeTr pomkeH ObiITb OGOpMIIEH B €AMHOM CTune: Be3de B OoTyeTe Aans
3arofloBKOB  OAHOMO0 YPOBHHA, OCHOBHOIO TeKcTa M nNoanucen [JOfKeH WCMonb30BaTbCs
OAMHAKOBbIN LLIPUPT.

7.CTpaHuubl OoTYyeTa HYMEepylTCH, HayMHaa C TUTYNbHOro nucta. Homepa cTpaHuy
NPOCTaBNATCA B MPaBOM BEPXHEM Yriy Afs BCEro otyeTa KpoOMe TUTYNBHOro fncTa.

8. CogepxaHune oTyeTa AOSMPKHO BKIIOYATb NepeYveHb BCeX rnas, MYHKTOB M NOLMYHKTOB,
C yKkaszaHMeM HoOMepa CTpaHuLbl AN KaXaoro afieMeHTa coaepXXaHusl.

9. CcblfikM Ha nuTepaTtypy M ApyrMe UCMNofNb30BaHHbIE WMCTOYHWKM OOpPMASTCA B
OCHOBHOM TEKCTe, @ CaMy UCTOYHUKN NEPEYNCSIOTCH B CMIMCKE UCMOMb30BaHHbBIX MCTOYHMKOB.

10. O6beM oTyeTa NO NpakTUKe AOMKEH BbITb HE MeHee 20 cTpaHuu,

18. MaTepnanbHoO-TeEXHUYECKOE obecneyeHne NPaKkTUKK:

2. Boponex, yn. YHugepcumemckas rnnowais, 0.1, anasHbit y4ebHbIU kopryc, ayd.214
KomnbloTep B coctaBe: cucteMHbln 6nok: npoueccop Intel(R) Core(TM) i5, onepatmBHas
namsate 86, HDD 500I6; moHuTop: LG FLATRON. Mynbtumeananpoektop BenQ. OkpaH
HacTeHHbIM ansa npoektopa. Ayamo konoHkn Creative A60. KommyTtaTop.

2. Boponrex, yn. YHugepcumemckas riiowaodsb, 0.1, anagHbll y4ebHbit kopryc, ayd.216
KomnbtoTep B coctase: npoueccop Intel Core i3, onepatnBHasa namats 86, HDD 50000,
Bugeokapta NVIDIA GeForce; moHuTop: Acer. KomnbioTep B cocTtaBe (1 wrT.): npoueccop
Intel(R) Core(TM) i5, onepatmBHas namatb 86, HDD 500I6; monuTOop: Acer. 3kpaH
HacTeHHbI aAna npoektopa. MynbTumegunanpoektop BenQ. WctouHnk ©GecnepeboinHoro
nutaHusa Back-UPS 650. KommyTtaTtop Cisco Catalyst 3750 Series.

2. Boponex, yn. YHusepcumemckas rnowais, 0.1, y4ebHbit kopryc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepaTtuBHas namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX
1080 Ti; moHuTop DELL S2419HN. Komnbiotep B coctaBe (1 wrt.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatuBHas namatb 96 6, SSD 176, HDD 4T6,
Bnageokapta NVIDIA GeForce RTX 2080 Ti (2 wT.); moHntop DELL S2419HN. NcTOYHMK
©ecnepebonHoro nutanms APC Back-UPS BV1000I-GR, line-interactive, mowHocTb: 1000BA,
600BT (16 wr.). NctouHuk 6ecnepebonHoro nutanmsa Legrand KEOR LINE RT 1500BA (1
wt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
NHTepaktneHaa gocka SMART SBM685 (87 giwonmos, NO SMART SLS) ¢ naccuBHbIM
notkom. Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbln, DLP, Full HD 1080p (1920
x 1080), 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. Boponrex, yn. YHugsepcumemckas rnnowais, 9.1, anasHbit y4ebHbIU kopnyc, ayd. 124
KomnbioTep B coctaBe: cucteMmHbli 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnsHas namatb 326, HDD 1T6, SSD 25610, Buaeokapta NVIDIA GeForce
GTX 1050; moHuTop: Dell S2419H. NHTepakTnBHaa gocka SMART SBMG85 (87 aronmos).
MynbTumegumanpoektop Vivitek ynbTpakopoTkodoKyCHbIn. WCTouHMK ©ecnepebonHoro




nutaHua Legrand Keor SPX 1000 BA IEC C13 (16 wr.). UicTouHnk BecnepeboHOro nutaHns
Legrand Keor Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. Boponrex, yn. YHugsepcumemckas rnowais, 0.1, anasHbit y4ebHbIU kopryc, ayd.214
KomnbloTep B coctaBe: cucteMHbln 6nok: npoueccop Intel(R) Core(TM) i5, onepatmBHas
namate 86, HDD 500I6; moHutop: LG FLATRON. Mynbtumeguanpoektop BenQ. 3OkpaH
HacTeHHbIM Ansa npoektopa. Ayamo konoHkn Creative A60. KommyTtaTop.

2. Boponrex, yn. YHusepcumemckas iiowaos, 0.1, anasHbit y4ebHbIU Kopryc, ayd.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHas
namate 86, SSD 250I6. MynbTumeamanpoektop Epson. Ayaumo konoHku EV (2 wT.).
MwukpodoH. OkpaH ans npoektopa. MapkepHble naHenun Askell (2 wr.).

19. OueHo4HbIe cpeacTBa ANs NPoBeAeHUA TeKyLen U NPOMEXYTOYHOM aTTecTauum
oby4aroLwmxcs No npakTmke

HanmeHoBaHune UHpukatop(bl)
]
I_'I‘;I‘_I pasfena AMCLMMNANHBI Kcl’_l“:l';?;;*' LAOCTWXEHUS OLeHOYHbIe CpeacTBa
(mogyns) KOMMeTeHUUn
OpeaaHu3auuoHHO- OrK-2.5
1 od20mosumensHbli ONK-2 Yka3sbigamb oyeHo4YHbIe cpedcmea 0ns
: sman OrlK-2.6 OTYeT Mo npakTuKe.
YyebHo- Orik-2.1
uccriedogsameribCKull
aman OriK-2.2
Orl1K-2.3
OriK-2 OTueT no npakTuke. 3alimTa oT4eTa no
2. Ofk-2.4 npakTuke.
OrllK-2.7
OrK-2.8
OrlK-4 Ofl1K-4.18
DKcrepumeHmarnsbHo- Ol1K-2.9
uccredosameribCKull
amarn (y4yebHo- Or1K-2.10
nabopamopHbiti
npakmuKym) OriK-2.11
OrlK-2 OTueT no npakTuke. 3almTa oT4eTa no
3 OfK-2.12 npakTuke.
OrK-2.13
Ofl1K-2.14
OrlK-4 OFlK-4.19
OgpopmneHue omyéma ro OrK-2.5
4 UMO2am MpaKMuKu OrK-2 OMK-2.6 OT4eT NO NpakTuKe.
lMpomexyTodHasa aTTecTaums VHANBMAYanbHOE 3a8aHHe
dopma KOHTPOMSA — 3a4em ¢ OUEHKOU 4

20. TunoBble OLEHOYHble cpeAcTBa M MeToaAuYeckMe MaTepuanbl, onpepensiowume
npoueaypbl OLeHUBaHUA

20.1 TeKywWw M KOHTPOSIb yCNeBaeMocTu
KoHTpornb ycrneBaemocTv Mo AUCUUMIIHE OCYLLECTBNAETCH C MOMOLLbIO CNEAYIOLNX OLEHOYHbIX
cpeacTs:
NHaveuayanbHble 3agaHus

MepeyeHb HAMBUAYaNbHbLIX 3a4aHNin
AHanua BpedoHOCHbIX nporpamMm. MogenupoBaHuMe npouecca OeCTPYKTMBHbIX Bosdenctsuin. OugeHka
yuiep6oB u puckoB. BblpaboTka pekomeHgauuni MO NPOTUBOAEWCTBUIO. [1pOrHO3Has OueHKa KX
3(PPEKTUBHOCTY MO HaNpPaBNEeHUAM:
1. AHanu3a nporpamm Tuna Rootkit.



2. AHanus nporpamm Tuna Trojan-GameThief.

3. AHanus nporpamm Tuna Net-Worm.

4. AHanua nporpamm Tuna Trojan-Notifier.

5. AHanus nporpamm Tmna IRC-Worm.

6. AHanus nporpamm Tuna Expolit.

7. AHanus nporpamm Tuna P2P-Worm.

8. AHanus nporpamm Tuna IM-Worm.

9. AHanus nporpamm Tuna Trojan-Banker.

10. AHanu3a nporpamm Tuna Trojan-Downloader.

11. AHanua nporpamm Tvna Trojan-Dropper.

12. AHanua nporpamm Tuna Trojan-Clicker.

13. AHanu3a nporpamm Tunos Trojan-SMS.

14. AHanua nporpamm Tunoe SMS-Flooder.

15. AHanua nporpamm Tunoe Hack-Tool.

16. AHanua nporpamm Tunos Flooder.

17. AHanua nporpamm Tunos Trojan-Ransom.

18. AHanua nporpamm Tunoe DOS,Flooder,Spoofer.

19. AHanua nporpamm Tunos Virus.

20. AHanns nporpamm TMnoB Trojan-Spy.

21. AHanuns nporpamm Tunoe Spoofer.

22. AHanns nporpamm T1Mnos Trojan-ArcBomb.

23. AHanns nporpamm Tvnoe Email-Flooder.

24. AHanns nporpamm Tnos Worm.

25. AHann3 nporpamm TMnoB Hoax.

26. AHanns nporpamm T1MnoB Trojan-FakeAV.

27. AHanns nporpamm Tunos VirTool.

28. AHanns nporpamm TnnoB RiskTool.

29. AHanns nporpamm Tunoe Client-P2P.

30. AHanus nporpamm Tunos Client-SMTP.

31. AHann3 nporpamm TUNoe Server-Proxy.

32. AHann3 nporpamm TMnoB RemoteAdmin.

33. AHanu3 nporpamm TMnoB Server-Web.

34. AHanns nporpamm TmnoB FraudTool.

35. AHanns nporpamm Tunoe Server-Telnet.

36. AHann3 nporpamm Tvna Backdoor.

37. AHanns nporpamm TmnoB Dialer.

38. AHanuns nporpamm TMnos Downloader.

39. AHanus nporpamm Tuna Email-Worm.

40. AHanua nporpamm Tunos Monitor.
TpeboBaHNA K BbINONHEHMIO 3a4aHU
MpoBecT aHanM3 MNOCTaBMEHHOM 3ajadn C TOYKM 3peHusd obecrneyeHust HaxoXO4eHus

3a(hbpeKTNBHOrO pelleHns (paccMoTpeTb TEOopeTUYECKMEe acnekTbl, Ha OCHOBaHWW aHanmM3a NoCTPOUTb
MOZEenNb peLleHns 1 T.4.).

20.2 NMpomexyToyHasa aTrectauus

MpomexyToyHas aTTecTauus No AUCUMNIINHE OCYLLECTBNSETCS C NMOMOLLbIO CreayoLLmX
OLIEHOYHBIX CPEeACTB:

Omyem o npakmuke

[NepeyeHb 3adaHul



AHanus, oueHka yuwepboB M puckos, BblpaboTka pekoMeHZauun no MpPOTUBOAENCTBUIO

npoueccam peanusaunm MHPOPMALMOHHbBIX YIPO3 B OTHOLLEHUN CyOBbEKTOB MHPOPMAaLIMOHHbIX
CMCTEM MO HanpaBrneHUsIM:

1. Mogenu TeppopucTMYeCcKon OeAaTerIbHOCTU Ha OCHOBE TEOPUN KOHMINKTA.

2. Mogenu nHgopmMaLmMOHHOIo NPeBOCXOACTBA B COBPEMEHHOM O6LLECTBE.

3. Mogenu BnAMSHMA Ha COBPEMEHHOE OO0WecTBO TpaHCHAUMOHAmMbHbLIX MNPEeCTYNHbIX
opraHusaumn.

4. Mogenu nHpopMaLMOHHON BOWHLI B KOMMbIOTEPHBIX CETAX.

5. Mogenu nigdopmMaLMOHHOro rocnoacTea B COBPEMEHHOM 06LLEeCTBE.

6. Mogenu maHnnynupoBaHusi 06LWEeCTBEHHBIM CO3HAHNEM.

7. Mogenu nporpaMmmMmpoBaHns CO3HaAHUS NIMYHOCTH.

8. Mopenu OecTpyKTUBHbIX KyJbTOB.

9. Mogenu BnusiHUs MHopmMaumm Ha COBpeEMEHHOE 00LLEeCTBO.

10. Mogenu WHMOPMaLMOHHO-MCUXONOMMYECKUX oOnepaumn u atak TeppopUCTUYECKOro
xapakTtepa.

11. Mogenu npouecca npaBoHapyLLEHUS.

12. Mogenu Ha ocHOoBe Teopun rpadoB.

13. KoH(purypaumoHHble mogenu.

14. Mogenwv NMpanca.

15. InHamn4yeckne moaenm MHPOPMaLMOHHOIO yripaBneHus.

TeMbl npoekmos

1. MpUHUMNBI NOCTPOEHUS CUCTEM 3aLLMThl MHOPMaLINN.

2. AKTyanbHocTb Nnpobnembl obecneyeHnsa 6esonacHOCTM B MHGOPMaLMOHHOM obLLecTBe.

3. Cpeagctea obecneyeHuss uMHGOPMaALMOHHON 6Ge30nacHOCTM B KOpPrNopaTUBHBLIX
MHPOPMALUMNOHHBIX CUCTEMAX

4. AnnapaTtHble cpeacTea obecneveHnss MHpopmMauMoHHOM 6e30NacHOCTU

5. MHdopmaunoHHble Ys13BMMOCTU OOBEKTOB

6. NporpammHbie cpencTBa obecneyeHmst MHPoOpmaLMoHHOM 6e3onacHOCTH

7. AHTPOMOreHHble NHPOPMALIMOHHbIE YSA3BUMOCTU

8. TexHoreHHble MH(POPMAaLMOHHbIE YA3BUMOCTU

9. OpraHusaumMoHHO-NpaBoBble cpeacTBa obecnevyeHnsa NHPOPMaLMOHHON Be30nacHOCTH

10. ¥Yrpo3bl MHPOPMaLMOHHON 6E30NaCHOCTU U UX UCTOYHUKK

11. OpraHn3aumoHHO-aaAMUHUCTPaTUBHbIE CpeacTBa 3amThl MHoOpMaLmm

12. OCHOBHbIE NMPUYUHBI YTEYKN MHGOPMALMN.

13. MNMonutunka 6esonacHocT. OCHOBHbIE TUMbI NONUTUKM Be30MacHOCTN.

14. Mepbl 3aWnTbl NEePCOoHanbHbIX AaHHbIX B MIHPOPMALMOHHbIX CUCTEMAX.

15. Mcnonb3oBaHne  HeCepTUULMPOBAHHBLIX  OTEYECTBEHHbIX M 3apybexHbIX
MHGOPMALMOHHBIX TEXHOMOMKW, CPeacTB 3almTbl MHGOpMauuK, Cpeacts MHpopmMmaTusauuu,
TeNeKoOMMyHMKaLMM 1 CBS3W NpU CO30aHMM U PasBUTUM POCCUMCKON WHAPOPMaLMOHHON
MHPaCTPYKTYpPHbI;

16. Hay4yHo-TexHunyeckune npobnemsl 3awmTol NHGOPMAaLMOHHBIX pecypcos,
MHAPOPMALUNOHHBIX U TENEKOMMYHUKALMOHHbLIX CUCTEM;

17. O6wemeTogonornyeckne npobnembl kagpoBoro obecneyeHns WMHPOPMALNOHHON
6esonacHocTwY;

18. HapyLlieHne 3aKOHHbIX OrpaHUYeHu Ha pacnpocTpaHeHne nHopmaLmu;

19. MNMpoTmBonpaBHbLie c6OP U MCNONb30BaHNE MHOPMaLINK;

20. AganTuBHbIe CUCTEMbI 3aLLMTbl MHOPMaLMN.

MpomexyToyHas aTTecTaumsi No NpakTuke, y4ebHo-nabopaTopHOMY MPaKTUKYMy BKIOYaeT
MOArOTOBKY M 3almUTy oT4yeTa.



OTyeT cogepxuT cregylolme cocTaBndawowme: obpaboTaHHbI U CUCTEMATU3NPOBAHHbIV
mMaTtepuan no TemaTuke npakTuky, y4ebHOo-nabopaTopHOro MpakTUKyma; SKCMepUMeEHTanbHY
4YacTb, BKIMOYAKLYD OCHOBHble METOAbl MPOBEAEHUS MWCCREeAOBaHUS M CTaTUCTMYECKOWN
obpaboTkn, obcyxaeHWe MonyvYeHHbIX pe3ynbTaToB; 3akfyeHWe, BbIBOOAbI W CMMCOK
nuTepaTtypHbiX  UCTOYHMKOB.  OT4yeT  obGsA3aTenbHO  nognucbiBaeTca  (3aBepsieTcs)
pykoBoagutTenem  npaktuku.  PesynbTaTbl  NPOXOXOEHUA  MPakTUKM  OOoKNagbliBaloTCH
obyvalowmmecss B BMAE YCTHOrO coobLieHMs C OeMOHCTpaumen npeseHTaumm Ha 3acefaHuu
Kadpeapbl (3aknOYNTENBHON KOHdEepeHUMN).

Mo pesynbTatam pJoknaga C Yy4YeTOM XapakTEPUCTUKM PYKOBOAUTENA W KayecTea
npeacTaBfieHHbIX OTYETHbIX MatepuanoB oby4valolleMycsi BbICTaBMSETCA COOTBETCTBYHOLLAA
oueHka (ouddepeHUMpPOBaHHbIA 3a4eT MO UToram MPaKTUKM BbICTaBAsSeTCa obyvalommcs
pyKoBOAUTENEM NPAKTUKN HA OCHOBaHWUM AOKMajda U OTYETHbIX MaTepuanos, NpeacTaBneHHbIX
oby4varonmcs).

OueHka no  npaktuke, y4yebHO-nabopaToOpHOMY  MpPaKTUKYMy  BbICTaBMsIETCA
pyKOBOAUTENEM MPaKTUKM OT Kadeapbl HA OCHOBE COAEpXaHWs OT4yeTa CTyaeHTa, OT3biBa
pyKoBOAUTENSA OT NPeanpuATUs, BbICTYNNEHUA C Npe3eHTauMen u OTBETOB Ha BOMPOCHI MO
nToram nNpPakTUKW.

OtyeT no npaktuke, y4ebHOo-nabopaTOpHOMY MPAKTUKYyMy AOIHKEH ObiTb W3MOXEH
TEXHUYECKN TPAaMOTHbLIM SA3bIKOM C NPUMEHEHNEM PEKOMEHAOBAHHbIX TEPMUHOB 1 abbpeBnatyp
6e3 opdorpadumyecknx n rpammatTumyeckmx owmubok. [Npu 3awmuTe oTdyeTa MO nNpakTUKe
OLEeHMBaeTCa COOTBETCTBME MHGOPMauuMW, MpeacTaBneHHOW B OTveTe, [AaHHbIM - U3
MHOPMAaLMOHHLIX pecypcoB obuero goctyna cetn MIHTepHeET, MaTtepmnanos nekummn, y4ebHom n
TEXHUYECKON NnuTepaTypbl.

KoHeuHbIMM pesyrnbTaTtamu OCBOEHUS NPOrpaMmbl MPaKTUKM ABNAOTCA CHOPMUPOBAHHLIE
KOTHUTUBHbIE [OECKPUNTOPbI «3HaTb», «YMEeTb», «BNadeTby», pacnucaHHble Mo OTAENbHbIM
komneteHumsm. OHuM npenctaBneHbl B Tabnuue. dopmupoBaHMe ITUX [LECKPUMNTOPOB
NPOUCXOAUT B TeYeHWe BCero nepuoda MNPOXOXKAEHUS MPaKTUKW, B paMKax BbIMNOMHEHUS
CaMOCTOATENBbHOM PaboTbl HA MeCcTe NPOXOXAEHWUSI NPaKTUKM NPWU BbINOSTHEHUN Pa3NNYHbIX
BMAoB paboT nof pykoBOACTBOM PYKOBOAMTENS NPaKTUKK OT Kadeapbl.

[ns oueHkn aeckpnnTopoB KomnetTeHum ncnonbdyetca 100 6annbHas wkana oueHoK.

[na onpeaeneHnsa akTUYeCKNX OLEHOK KaXXOoro nokasatens BbICTaBNATCA creayoLlimne
Bannbl.

Ona peckpunTopoB KaTteropum «3HaTby:

- pes3ynbTaTt, CoAepXalui MNOMHbIA MNpaBUMbHbIA OTBET, MOMIHOCTLID COOTBETCTBYET
TpeboBaHNAM Kputepus (OTBET MOSHbIA W NPaBUSibHbIA Ha OCHOBaHUM W3YYEHHbIX TEOPWUN;
MaTepuan M3noXeH B OMNpedefieHHOW NOrM4yeckon nocrneaoBaTenbHOCTU, HaYYHbIM SA3bIKOM;
oTBeT camocTosTenbHbI — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

CoOOTBETCTBYET OLEHKE - KOTIIUYHOY;

- pesynbTaT, cogepXawunh HeNoSHbIA MpaBUSibHbLIM OTBET WM OTBET, cogepXawumn
He3HauMTernbHble HETOYHOCTM (OTBET AOCTAaTOYMHO MOSHbLIA U MNPaBWIbHBLIA HA OCHOBaHMM
M3y4deHHbIX  MaTepuarnos; mMaTepuan N3NOXeEH B OMpeAdeneHHoOW  NIorm4eckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONYyLWEeHbl ABE-TPU HECYLLECTBEHHblE ownbku), 75-84% ot
MaKCMManbHOro Konudectea 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, COAepXallMi HEMONHbIM MNpaBUIbHbIN OTBET WNU OTBET, coAepKaluui
3Ha4YUTENbHbIE HETOYHOCTM (NpPU OTBETE AOMylleHa CylecTBeHHas owwubka, unn B OTBeETe
cogepxutca 30 - 60% HeobOXoouMbIX CBeOEHUA, OTBET HecBA3HbIN) — 60-74 % oT
MaKCMManbHOro Konudectea 6annos; COOTBETCTBYET OLIEHKE - «YAOBMETBOPUTENBHOY;

- pes3ynbTaT, coaepXKallni HENOSHbIA NpaBWUMbHbIA OTBET (CTEMeHb MNOSIHOTbI OTBeTa —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYyLLECTBY 3a4aHus) UNn OTCYTCTBUE OTBETA,
T.e. OTBET, He COOTBETCTBYKLIMA MNOMHOCTbIO TpeboBaHuam kputepua, — 0 % ot
MaKkcMManbHoro konuyectea 6annos. COOTBETCTBYET OLEHKE - KHEYAOBMNETBOPUTENBHOY.

Ona peckpMnTopoB KaTeropumn «Ymetb» un «Bnagertb»:



- BbIMNOMIHEHbI BCe TpeboBaHMS K BbINOMIHEHWIO, HAnNMCaHWIO M 3awmTe oTyeTa. YMeHue
(HaBbIK) cdhopmmnpoBaHo NosHOCTLI — 85-100% OT MakcMmanbHOro konuyecTea 6annos.

COOTBETCTBYET OLEHKE - KOTIIUYHOY;

- BbINOSIHEHbI OCHOBHblE TpeboBaHWUS K BbINOSIHEHUIO, OPOPMIIEHUIO U 3alumMTe OT4veTa.
NmetoTca oTaenbHble 3amedaHns U HegocTaTku. YMeHne (HaBblk) ChopMMpOBaHO AOCTAaTOYHO
NonHo — 75-84% o1 makcumarnbHoOro konuyectsa 6annos. COOTBETCTBYET OLEHKE - «XOPOLLIOY;

- BbINOfHeHbl 6a3oBble TpeboBaHMS K BbIMNOMHEHMIO, OPOPMIIEHMIO U 3awuTe oTyeTa.
MmetoTca JOCTaTOYHO CyLLECTBEHHblE 3aMeyaHus U HeJocTaTku, Tpebyrowmne 3HauUTeNbHbIX
3aTpaT BpPEeMeHM Ha wucnpasreHne. YMeHue (HaBblk) CHOPMUPOBAHO HA MUHUMASbHO
A0oNyCcTUMOM ypoBHe — 60-74% OT MakcumanbHoro konnyectea 6annos. CooTBETCTBYET OLIEHKE
- «y0OBNETBOPUTENBHOY;

- TpeboBaHUA K HaNUcCaHUIo 1 3almTe oTyeTa. VIMerTcsa MHOroYUCEeHHbIE CyLWEeCTBEHHbIE
3aMeyYaHus U HegocTaTku, KOTopble He MOryT ObiTb ucnpaBneHbl. YMeHue (HaBblk) He
chopmuposaHo — 0 %.

[na aTtrectauumn CTyaeHT NpeabsiBnseT OHEBHWK MPakTWKW, 3adaHue PYKOBOAMTENs Ha
NPOXoXAeHMe MpPakTUKM u odopMnaeT pesynbTaTbl MPakTUKW B BuAe OT4yeTa WU rOTOBUT
BbICTYMSIEHNE C Npe3eHTaumen no pesynbTaTtam NpakTuKK.

[nsa oueHBaHUA pe3ynbTaTtoB 0OYYEeHUs Ha 3a4eTe C OLEeHKOW ucnonb3yetca 4-6annbHas
Wwana: «OTINYHOY», KXOPOLUOY, «Y4OBMETBOPUTENBHOY», KHEYAOBNETBOPUTESBHOY.
CooTHoLLEeHWe nokasaTeneun, KpUTepmeB 1 LIKarbl OLEHMBAHNA pe3ynbTaToB 00y4YeHus.

YpoBeHb
Kputepun oueHnBaHns KOMneTeHLnn chopmMmnpoBaH LWkana oueHok
HOCTHU
KOMMNeTeHUnn
3HaTb: pesynbTaT, coAepXalui MOMHbIA MpaBUNbHBIA OTBET, MOMHOCTbLIO lNoebiweHHbIU Omnu4Ho
cooTBeTCTBYeT TpeboBaHUsM KpuTepust (OTBET MOMHbIA WM NpaBuibHbIA Ha ypo8eHb
OCHOBaHWN W3y4YEHHbIX TEOopWi; MaTepuan W3NoxeH B ONpeAeNeHHOW
nornyeckomn nocrnefoBaTenbHOCTH, Hay4HbIM A3bIKOM; oTBeT

CaMOCTOATENbHbIN.

«YmeTb» u «BnapeTb»: BbIMONHEHbl Bce TpebGoBaHMA K BbIMOMHEHWIO,
HanucaHuio 1 3awwmTe oT4eTa.

3HaTb: pe3ynbTaTt, COAEpXKaluMin HEMomnHbIV MpPaBUMbHbBIN OTBET UMK OTBET, ba3zoenbitl Xopouwio
codepxXallmin He3HaunTenbHble HETOYHOCTM (OTBET [OCTATOYHO MOMHbBIA W yPpO8€eHb
NpaBuUrbHbIN Ha OCHOBAHUWM M3YYeHHbIX MaTepuarnos; maTtepuan W3foXeH B
onpeaeneHHo NorM4yeckon nocrnefoBaTenbHOCTH, NPU 3TOM AoNyLleHbl ABe-
TPWU HECYLLLECTBEHHbIE OLLUMOKM).

«YmeTb» n «BnageTb»: BbINONHEHbI OCHOBHbIE TPEOOBaHNSA K BbINOMHEHWIO,
oopmneHnio 1 3awmTe oTyeTa. MMelTcAa oTAenbHble 3aMeyvaHus wm
HegocTaTkn. YMeHue (HaBblk) COOPMMPOBAHO JOCTATOYHO MOJTHO

3HaTb: pesynbTaT, coaepXalui HEeMnomHbIA NpaBuMbHbLI OTBET UMM OTBET, lMopozosebili YdoenemeopumersbHO
codepXaluMin  3HayuTenbHble  HETOYHOCTM  (Npu  oTBeTe  AonylieHa ypO8€eHb
cywiecTBeHHasi owmnbka, nnm B oteeTe cogepxutcs 30 - 60% HeobxoammbIX
cBefeHWU, OTBET HECBA3HbIN)

«YmeTb» N «BnapeTb»: BbiNonHeHbl 6a3oBble TpeOOBaHUS K BbIMOMHEHWIO,
ocopmneHnio 1 3awmte oT4yeTa. VmMerTcs [OCTaTOYHO CyLUECTBEHHble
3aMevyaHus M HepocTaTkv, Tpebylolme 3HauMTenbHbIX 3aTpaT BPEMEHW Ha
ucnpasreHve.

3HaTb: pesynbTaT, COAepXalui HENOSMHbIM NpPaBUmbHbLIA OTBET (CTeneHb - Heydosnemesopu-
nomnHoTel otBeTa — MeHee 30%), HenpaBurbHbIN OTBET (OTBET HE MO CYLLECTBY meJribHO
3afjaHus) Wnu  OTCyTCTBME OTBeTa, T.e. OTBET, He COOTBETCTBYIOLLMNA
NONHOCTbI0 TpeboBaHNAM KpUTEPUSI.

«Ymetb» M «Bnapetb»: TpeboBaHuMA K HanucaHuiO W 3awmTe oTyeTa.
MMelTCS  MHOrOYMCrEHHblE CYLLECTBEHHbIE 3aMeYaHuss W HegoCTaTKu,
KOTOpble HEe MOryT ObITb MCNPaBMEHBI.

20.3 @oHa OLIEHOYHBIX CPEICTB C(POPMHUPOBAHHOCTH KOMIETEHIINH CTY/IEHTOB, PEKOMEH/yeMblii Ist
NMPOBeJAeHUS TUATHOCTHYECKUX PadoT

OlK-2. CnocoGeH NpMMeHsATb NporpamMMHble CPeACcTBa CUCTEMHOIO UM NPUKNaAHOrO HasHa4YeHui, B TOM
yucre oTeYECTBEHHOIo NPON3BOACTBA, ANS pelleHns 3aaad npodeccroHanbHOM AeATeNbHOCTH.



OrllK-2.1 3HaeT obLwime NpuvHUMNbI NOCTPOEHUS COBPEMEHHBLIX KOMMbIOTEPOB, POPMbI U CrNOCObbI
npeacraBneHns AaHHbIX B NepCOHansHOM KOMMbIOTEPE;

Or1K-2.2 3HaeT nornko-matemaTnyeckmne 0CHOBbI MOCTPOEHNS ANEKTPOHHbBIX LUAPOBbLIX YCTPOUCTB;

OrllK-2.3 3HaeT cocTaB, HasHadeHWe annapaTtHbiX CpPeacTB M NporpaMMmHoro obecneyeHus
nepcoHanbHOro KoMnbTEPA,

OrlK-2.4 3HaeT knaccudukauuio COBPEMEHHbIX BbIMUCIIUTENbHBIX CUCTEM, TUMOBLIE CTPYKTYPbl U
NPVHLMNbI OpraHn3aumm KOMMbOTEPHbIX ceTen

OlK-2.5 YmeeT npuMeHsTb TUMNOBblE MpOrpaMMHbIE CPeacTBa CEPBUCHOMO  Ha3HaYeHus,
NMHOPMaLMOHHOro noncka n obmeHa AaHHbIMKU B CETU VIHTEpHET;

Or1K-2.6 YMeeT cocTaBnsaTb AOKYMEHTbI, MCMOMb3ysi NPUKIaaHble NporpaMmmbl 0PMCHOrO Ha3Ha4YeHUs

OrlK-2.7 BnageeT cpencrBamMu ynpasfieHWs MOSb30BATENbCKMMN MHTEpdEencammn onepaumoHHbIX
cuctem

OrlK-2.8 3HaeT OCHOBHble MPUHLUMMBI KOHUIYPUPOBaHUS M aaMUHUCTPUPOBAHUS ONepaLmMOHHbIX
cucTem

OlK-2.9 ymeeTr paspabaTtbiBaTb CUCTEMHOE W MpUKIagHoOe nporpammHoe obecneyeHne [ns
MHOro3agayHblX, MHOIOMONb30BaTENbCKMX W MHOMOMPOLIECCOPHLIX Ccped, a Takke And cpeg C
MHTepdencom, ynpaensemoiM COOBLLEHNAMY;

Orl1K-2.10 ymeeT NpuMeHATb OCHOBHbIE METOAbl MPOrpaMMUPOBaHUSA B BblIOpaHHOW onepaunoHHOM
cpene

OrllK-2.11 3HaeT xapakTepHble OCOGEHHOCTU COBPEMEHHOro MporpaMmHoro obecneveHust
crneymnanbHOro HasHayeHus.

OlK-2.12 YmeeT npou3BoanTb YCTAHOBKY, Hanagky, TeCTupoBaHue u obcnyxmBaHne nporpammMmHoOro
obecneyveHus, BKNOYasi peLleHns 0Te4eCTBEHHOrO NPON3BOACTBRA.

Orl1K-2.13 YmeeT npou3BOAUTb YCTAHOBKY, HamnagKky, TECTMpOBaHME W 0OCnyXmBaHWE CETEBOro
nporpaMMHoOro obecneyeHns, BKNoYas peLleHns 0Te4eCTBEHHOro Npon3BoaCcTBa.

OlK-2.14 YmeeT npomn3BoauTb YCTaAHOBKY, Hanagky, TECTUpOBaHWE 1 06CnyXnBaHMe COBPEMEHHbIX
nporpaMMHbIX CpeacTB obecneveHns nHopMaLoHHOM 6e30nacHOCTH.
OrlK-4. CnocobeH aHanuanpoBaTb (OU3NYECKYIO CYLLHOCTb SIBIIEHWUA U NPOLECCOB, NeXalux B OCHOBE
PYHKLMOHMPOBAHUS MUKPOINEKTPOHHON TEXHUKU, MPUMEHATE OCHOBHbIE (PU3NYECKMe 3aKOHbl U Mogenn
Ons peweHna 3agad npodeccuoHanbHON OeaTenbHOCTH

Or1K-4.18 ymeeT onpedensaTb COCTaB KOMMbIOTEPA: TUM NpoLeccopa 1 ero napameTpbl, TUN Moaynen
NamMaTU U UX XapaKTEePUCTUKN, TUMN BUAEOKAPTLI, COCTaB 1 NapameTpbl NnepudepunHbIX YCTPONCTB

Orl1K-4.19 BnageeT HaBblkaMy MPUMEHEHUS TEXHUYECKMX U NPOrPaMMHbIX CPEACTB TECTUPOBAHUS C
Lenbto onpeaeneHns NCNPaBHOCTU KOMMNbIOTEPA W OLLEHKU €ro NPOn3BOAMTENBHOCTH

BOHpOCbI C BapunaHTaMum OoTBeTOB

1. MogenupoBaHue — 3TO npouecc:
a) 3ameLueHus
6) npeobpasoBaHus
B) ynpaBneHus
— T) UBMEHeHUS
2. MopgenvpoBaHue cueHapueB peanu3auun yrpo3 6e3onacHocTn nHopmauum OCHOBAHO Ha
covyeTaHun?
— @) TEXHWK N TaKTKK
— 6) cnocobos peanusauun yrpo3 6e3onacHoOCT MHOPMaLMK
— B) BCe nepeyucrieHHoe
3. Kakon TeopeTnyeckuin annapat M3 MNEepeyvuCleHHbIX NpeanoyvtTuTenbHee MNPUMEHATb Npwu
MOOENMPOBaHUN CueHapueB peanu3aunm yrpo3 6e3onacHocTn nHdopmauun?
— a)ceten Netpun
— ©) ceteun lNeTpn-MapkoBa
— B) ceTen MapkoBa
4. CueHapun peanuaauun yrposbl 6e3onacHOCTN MHpopmauumn npeacrasnseT cobomn?
— a) coyeTaHue TeXHUK
— ©0) coyeTaHne TEXHUK N TaKTUK



— B) COrNMacoBaHHYHK LieNnOYKYy TeXHUK, 3aBUCALLUMX OT TaKTUK
— ) uenouyky KillChain
5. HatypHoe moagenupoBaHue obecneynsaeT?
a) YacTMYHOe BoCcCOo3[aHue 3alumiLaemMon NMHPOPMaLMOHHON CUCTEMBI
6) nonHoe Bocco3aaHue 3awmiaemMmon MHPoOpMaLMOHHON CUCTEMbI
B) BOCCO34aHMe arnemMeHTa 3alumiaemMon MHpopMaLnoHHON CUCTEMDI
r) NnpaBUNbHOro OoTBETA HET
6. MNonyHaTypHOe MoaenupoBaHue obecneyunBaeT?
— a) 4YacTuMyHOoe BocCco3faHue 3alumiaemMon MHPOPMaLMOHHON CUCTEMBI
— ©0) nonHoe BOCcoO34aHne 3awmwaemMon MHPOPMaLNOHHOM CUCTEMBI
— B) BOCCO3[aHWe aneMeHTa 3almaeMon MHPOPMaLMOHHON CUCTEMBI
— T) NpaBWNbHOro OTBETA HET
— A)a)uB.)
7. NonyHaTypHOE MOAENUPOBAHME NOKASbHbIX  BbIYUCAUTESNbHBIX CUCTEM
npuMeHeHnem?
— @) CynepKOMMbOTEPHbIX TEXHOSOMMN
— ©) rpua-TexHonornm
— B) TEXHONOrnM1 BUpTyanusaumm
— T) NpaBUNIbHOIO OTBETAa HET
8. CKONbKO CyLLeCTBYET OCHOBHbIX 3TanoOB NPOBEAEHNS KOMMbIOTEPHOW aTakun?
- a)3
- 0)5
- B)7
- n9

aocTuraeTcs

9. AHMOSA3bIYHLIM TEPMUHOM, 06O03HaYaLWMM WMHAPACTPYKTYPY HapylumMTens Ans BeaeHus

KOMMbIOTEPHOWN aTaku, aBnseTca?
— a) Control and Command
- 6)C2
- B)C&C
— T) BCe BblllenepeymncrieHHoe
— [) NpaBUIbHOro OTBETa HET
10. OueHKa pMCKOB COOTHOCUTCS:
— a) c peanusauuen TpebosaHun nNo 6e3onacHOCTN NHoOPMaLn
— ©) c oueHKom yuwepba
— B) C OLEHKOW OEeNCTBUN HapyLumTens
— T) C OLIEHKOWN ySA3BUMOCTEN
11. K ogHomMy 13 OCHOBHbIX MeToaoB SIEM-cuctem oTHOCUTCS:
a) hmnbTpauma ceTeBbIX NAKETOB
6) oBHapyxeHne BTOPXXEHUN
B) KOoppensauua cobbITM 6e3onacHOCTH
— ) NpaBWUNbHOro OTBETa HeT

12. K meTogam Bepudmkaumm (NoaATBEPXXAeHNS) cBeAeHUIN 06 Y3BMMOCTSAX OTHOCSTCS:

— a) fosepuTenbHbIf

— 6) akcnepTHbIN

— B) 9KCMEPTHO-AOKYMEHTarbHbIN

— T) 9KCNepuMeHTasnbHbIN

— [) BCe BblllenepevuncrieHHble

1. Kakue wmnpbl 0CHOBaHbI Ha OENCTBUSX C NoSiMHOMamu B nose [anya:

a) DES
b) AES
c) FOCT 28147-89



d) KASTL
2. OnpegenuTe NpaBuibHYO NOCnegoBaTeNbHOCTb AeNCTBUMIA Ans wndgpa DES:
a) OT(64 6) — HayanbHasa nepectaHoBKa — Cxema ®dencrtens (16 payHaos c 48
OUTHBbIM Kno4yoMm) — KoHeyHas nepectaHoBKa — LlUndpTekcT (64 6)
b) OT(64 6) — HavanbHaa nepectaHoBka — KoHeyHas nepectaHoBka — Cxema
denctens (16 payHaoB ¢ 64 6GUTHbLIM kntovom) — LndpTtekcT (64 6)
c) OT(64 6) — HauyanbHas nepectaHoBka — KoHeuyHas nepectaHoBka — Cxema
®encrens (12 payHgoB ¢ 64 6UTHbIM kntodom) — LLndppTekcT (64 6)
d) OT(64 6) — HayanbHas nepectaHoBka — Cxema ®Pencrtens (16 payHaoB c 64
OMTHBIM KNto4oM) — KoHeyHasi nepectaHoBka — LLUndpTtekcT (64 6)
3. [OuddepeHumnanbHbI KpunToaHanM3 OTHOCUTCS K aTakam:
a) Ha ocHoBe wunpTekcTa
b) Ha ocHoBe OTKpbITbIX TEKCTOB
c) Ha ocHoBe nofoGpaHHOro OTKPbLITOro TeKCTa
d) Ha ocHoBe aganTMBHO NoAo6paHHOro OTKPLITOro TeKcTa
4. 3awwudpynte npu nomowm 65104HON KPUNTOCUCTEMBI C pa3mepoM Orioka B OAWH BanTt u
CUHXPOIMOCHINKOM (HavanbHbIM BeKTOpoM) Yo=0x02 OTKPbITbIN TEeKCT n3
wecTtHaguatepunyHbix yncen «0x4C Ox4F 0x4C» wudpoM npocToro raMMmpoBaHuUs
(XOR) ¢ rammon y=0xB2 B pexnme obpaTHON CBA3N NO LLINGPOTEKCTY
OTtBeT OX4E 0xB3 0x4D
5. Kak HasbiBaeTcs 650Kk wmdpoTekcTa, (OPMUPYIOWNNCS N3 BCero obbema OTKPbITOro
TeKcTa Npu NOMOLLM CYMMUPOBAHWS MO MOAYIO 2 LN POBaHHbIX Br1OKOB?
OTBeT: MMUTOBCTaBKa
18. lNporpamMmMHble 3aKknagkm MOryT BbINOMHATL JENCTBUSA
a) BHOCUTb NPOW3BOSIbHbIE NCKaXEHWS B KOObI MpOrpaMm
b) nepeHocnTb oparmMeHTbl MHOPMaLn
C) UCKaxkaTb BbIBOAUMYO MHGOPMaLMIO
d) Bce 13 nepeyncrieHHoOro
e) Hnuero n3 nepevncrneHHoro
19. Yrposamu koHMaeHUnansHom NHpopmMaunn He SBNAKTCS
a) 03HaKoMreHne 6e3 HapyLIeHNs ee LLenoCTHOCTH
b) Mmoandukauuna nHdpopmauum
C) paspyLueHne nHdopmMmauum
d) cozpaHue u pacnpocTpaHeHue BUPYCOB
20. K cucteme 6e3onacHocTn MHopMaunn npeabasnseTca TpeboBaHme
a) npegocTaBrieHne Monb3oBaTeNto MakCMMasbHbIX MOMIHOMOYUA, HEOOXOAUMbIX eMy Ans
BbINOSTHEHUSA
nopyyeHHoun paboTbl
b) npepoctaBneHue nonb3oBaTenld MUMHMMasribHbIX NOJIHOMOYUMK, HEOOXOAUMbBIX eMy
ans
BbINOJSIHEHNA NOPY4YEHHON PaboThI
C) UrHopmMpoBaHme NOMbITOK HECAaHKLMOHNPOBAHHOIO AOCTyNa
d) nepuoanyeckoe pearmpoBaHme Ha BbIXO U3 CTPOS CPEACTB 3aLnThbl
21. ['oe npuMeHsTCA CpeacTBa KOHTPONSA AUHAMUYECKOW LLIeNOCTHOCTM?
1. aHanu3e noTtoka (puHAHCOBbIX COOOLLEeHNN
2. 0bpaboTke AaHHbIX
3. Npu BbIAABMIEHUU KPpaXu, AyGnnpoBaH1a oTAeNbHbIX COOOLWeHUn
22. YKaxuTe, Kakylo Mogenb WH(OpMaUMOHHON 6e30nacHOCTM NPUBOAAT B KadecTse
CTaHOapTHOM:
(1) KOHMAEHUMNANBLHOCTb, NOASIMHHOCTL, AOCTOBEPHOCTL
(2) koH(puAaeHUMaNbLHOCTL, LENOCTHOCTb, JOCTYMHOCTb
(3) mocToBEPHOCTb, LLENOCTHOCTb, 4OCTYMHOCTL
(4) anennupyemocTb, LLeNOCTHOCTb, 4OCTYMHOCTb



23. YKaxuTe, KakoM npoLecc TeCTUpOBaHWUSA NPOBepsieT COOTBETCTBME (DYHKUMOHUPOBAHUSA
npoAyKTa ero HayasbHbIM cneundukaumnsam:
(1) TecTupoBaHue nosib3oBaTENbLCKOro MHTEphenca
(2) TecTupoBaHue ygobcTea NCNOMb30BaHMS
(3) dbyHKUMOHaANbLHOE TeCcTUpOBaHUe
(4) Harpy3o4HOe TecTMpoBaHue
(5) TectupoBaHue 6e3onacHoCTH
24. NpoTokonupoBaHne 1 ayaut MOryT UCMONb30BaTbCA O14:
(1) npepynpexaeHua HapyweHun b
(2) o6HapyxeHus HapyLUeHUM
(3) BOccTaHOoBRNeHus pexuma Ub
25. Ataka "vMuTaums NCToyHMKa" — 9T0 yrpoasa:
(1) KOHMAaeHUMansHOCTH
(2) uenoctHocTH
(3) rotoBHOCTH
(4) cekpeTHOCTH
26. [Mpobrnembl Ge3onacHOCTM pexnma KOAOBOW KHUMM, MOpOXAaemble He3aBUCUMOCTLIO
©rokoB, MOryT 6bITb NPEOAOSNEHDI:
(1) ycnoxHeHunem knroden wmdpa
(2) cny4yanHbIM nopsagkom wudpoBaHusA
(3) pasgenbHbIM WMGPOBAHMEM YyHaCTKOB TEKCTa
(4) HepaBHOMEPHbLIM pa3bueHnem TekcTa
27. Yo HE OTHOCUTCA «k obrnactm npuMEHEHUs KpUNTOCUCTEM, WCMONb3YHOLNX
acMMMeETPUYHbIE anropuTMbI?
— BblipaboTka panaxecra coobLeHus
— OrneKkTpoHHas Noanuchb
— lWwndposaHue
28. Kakon anemeHT (napameTp) KpuntocucTemsl (Wwndpa), cornacHo npasuny O. Kepkxoddca,
He JOMmKeH ObITb U3BECTEH 3M0YMbILLNIEHHUKY ?
— Knoy wucppoBaHus
— 0CcobBeHHOCTM peanu3aunm
—  WMppOBaHHbIN TEKCT
— anroputm wndgposaHng
29. K cuctemam c otkpbITbiM Ktovom HE OTHOCUTCA:
- DES
- RSA
— El Gamal
30. Wndpcuctema, B KOTOPOM KtouM LLIMGPOBAHMA U pacluMdpOBaHUA NErko nosiyvaroTcs
OQVH N3 Opyroro.
— CummeTpuyHasa KpuntTocuctema
— AcMmmeTpu4dHas Kpuntocuctema
— bnoyHas kpuntocuctema
31. Cucrtema WwmndpoBaHms n/unu anekTpoHHon nognucu (3M1), Npu KOTOPON OTKPbITbIA KoY
nepenaértcsa no OTKPbITOMY (TO eCTb He3aWM WEHHOMY, AOCTYNMHOMY ANs HabnaeHus) KaHany
n ncnonb3yeTca Ans nposepku 3 n ansa wudpoBaHNa coobLLEeHNs — KpunTocucema ...
acumeTpuyHas
C OTKPbITbIM KJTHO4OM
32. Ecnn n — konnyectBo BykB B andgasunte, m j — HOMep OyKBbl OTKPbITOrO TekcTa, K j —
Homep OyKBbI KMoya B andgasuTe, TO WNPOBaHNE ... MOXHO 3anucaTtb cnegylowmm obpasom:
ci=(mj+kj)modn
BuxeHepa
BuxuHepa


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

33. ... — pasgen npuknagHoM MaTeMaTuKn, B KOTOPOM U3y4yalTCA MOAeNnu, MeToabl,
anropuTMbl, NporpaMMHble U annapaTtHble cpefcTBa npeobpasoBaHUa MHOPMaUMKM B Lenax
COKpbITUA ee COoAepXaHus, NPOBEpPKN MOAMMHHOCTW, NpenoTBpaLLEHUs BUAOUIMEHEHUSA UMK
HeCaHKLUNOHNPOBAHHOIO NUCNOSIb30BaHMS.

KpunTtorpacusa

Kpuntorpadwmsa
34. dononHute
3awmra ... 3NEeKTPOHHbIX [AOKYMEHTOB OKasblBaeTcsd HeobXoaAMMOW npu  MCMNoNb30BaHUU
BbIYNCIIUTENBHBIX CUCTEM U ceTen Ans obpaboTkn, XpaHeHusa u nepegayvm MHPOPMALMOHHBIX
obbekToB (coobuieHnn, hannoB, 6a3 AaHHbIX), coaep)awmx B cebe npukasbl, NnaTexHble
NMopy4eHns, KOHTPAKTbI U ApyrMe pacnopsaguTenbHble, 4OrOBOPHbIE, (PMHAHCOBLIE LOKYMEHThI.

HOPUANYECKON 3HAYUMOCTHU

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[ns oueHMBaHWS BbINONHEHWUS 3a4aHU Ucnonb3yeTcs bannbHas Wwkana:

1) 3aKpbITble 3agaHns (TECTOBbIE C BapuaHTaMyn OTBETOB, CPeAHUIN YPOBEHb CITOXKHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbIV OTBET (MOTHOCTBLIO UMK YAaCTUYHO HEBEPHLIN).

2) OTKpbITble 3afaHuns (TECTOBbIE C KPaTKMM TEKCTOBLIM OTBETOM, MOBbLILLEHHLIN YPOBEHb CIOXHOCTH):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBEpPHbI OTBET (MONTHOCTBLIO UMW YACTUYHO HEBEPHLIN).

3apaHusa pasgena 20.3 peKOMeHAYTCA K UCMONIb30BaHUIO NPU NPOBeAEHUN ANarHOCTUYEeCKUX
paboT C uenbl OLEHKM OCTaTOYHbIX pe3ysfibTaTOB OCBOEHUS AAaHHOW AUCUUNIIMHbLI (3HAHWUMW,
YMEeHUW, HaBbIKOB).



