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O6was xapakTepucTUka nporpaMmmbi

Llenu peanusauuv nporpammbl:

COBEpLUEHCTBOBaHWE KOMMETEeHLUMn No obpaboTke 1 XpaHEeHWUo NepCoHanbHbIX AaHHbIX
(nanee [11H), Heobxoaumbix ANsi npodeccuoHanbHOW AeaTenbHocTn (B pamkax
UMeroLLiencsa Keanudukaumm).

lMnaHupyemble pesynbTaTbl 00y4eHus:

Cnywarenu, npoweglmve oby4eHue, LOMKHbI

ObITb O3HAKOMMEHbI:

C MpaBOBbIMA U OpraHNM3auWOHHbIMA OCHOBaMWU 3aluTbl WMHpOpMauumM B
Poccuiickon ®egepaumu; :

C MOpSAKOM OpraHusauuv U NpoBeAEeHUs NULEH3MPOBAHUSA U cepTudukaumm B
obnacTtu 3awuTbl MHOPMaLK;

C [AOKYMEHTaMu HaLuMOHanbHOW CUCTEMbl CTaHAapTu3auuu, OEUCTBYHOLLMMU B
obnacTtu 3awuTbl MHbopMaLuw;

3HaTh:

OCHOBHblE MOHATUA B o0OnacTM NepcoHanbHbiX AAHHbIX, KaTeropuu
nepcoHarnbHbIX AaHHbIX, BUAbl 06paboTku NEPCOHanbHbIX AaHHbIX;

TpeboBaHus  3akoHopaTenbcTBa Poccuiickoit  degepaumm B obnacTtu
opraHusauum obpabotkm u obecneveHuss Ge30MacHOCTU MEPCOHAnNbHbIX [AaHHbIX B
opraHax rocyapCTBEHHOI BNacT U MECTHOIO CaMOynpaBIEHUs;

NOHATUA MH(OPMALIMOHHBIX CUCTEM NepcoHanbHbIX AaHHbIX (ganee WCIOH),
rOCYAapCTBEHHbIX W MyHMUMNAnbHbIX  MHOPMAUMOHHLIX  CUCTEM,  MOPSAOK
onpeaeneHns ypoBHEN 3alUULLEHHOCTU NepCOHanbHbIX AaHHbIX, KOTOpPblE AOMKHbI
obecneunsaTtbcs npu 06paboTKe nNepcoHanbHbIX AaHHbIX B  WHPOPMALMOHHbBIX
cuCTEMaxX MNEepCOoHanbHbIX AAHHbIX U KNAaccoB 3aLUMLLEHHOCTU TOCYAapCTBEHHbIX W
MYHULMNanbHbIX MHPOPMALIMOHHBIX CUCTEM;

yrposbl  6e30nacHOCTM MNEepcoHanbHbIX AaHHbIX MNpu  ux obpabotke B
MHGOPMAaLMOHHBIX CUCTEMAX, UCTOYHUKM Yrpo3 6e30MacHOCTU NEPCOHArnbHbLIX AaHHbIX,
KaHanbl yTeYKM NEepCcOHanbHbIX AaHHbIX, MOPSAOK ONpPeAeneHus akTyanbHbIX Yrpo3s
BesonacHoCTM nepcoHanbHbIX AaHHbIX, pa3paboTku Moaenen yrpos GesonacHoCTH
NepCOHanbHbIX AaHHbIX;

OpraHu3aLMoHHbIe, MpPaBOBblE W TEXHMYECKUe Mepbl Mo obecnevyeHuo
BesonacHoCcTM nepcoHamnbHbIX AaHHbIX, MPUMEHSIEMble ANA NOCTPOEHUS CUCTEM
3almMTbl NepcoHarnbHbIX AaHHbIX W HEeUTpanusauuu akTyanbHbIX yrpo3 6esonacHocTu
NepCcoHanbHbIX AAHHbIX, TUMbl CPEACTB 3aluTbl WHOPMaUWUK, npeabABnseMble
TpeboBaHMsA K OLieHKe NX COOTBETCTBUS (CepTudmkaLmm);

COCTaB UM cCOAepXxaHue [OOoKymeHToB, Tpebyembix ana obecneyeHus
BesonacHOCTM NepcoHanbHbIX AaHHbIX B OpraHax rocyapCTBEHHOM BNACTU U MECTHOrO
CcaMoynpaBneHus;

MOpPsSiAOK  OUEHKNM 3hPEKTUBHOCTA, peanu3oBaHHOW CUCTEMbl  3aLUMUTHI
NepCcoHanbHbIX AaHHbIX;

yMeTb:

BbINONHATL  CriyebHble o06s3aHHOCTM no  obecneyeHunio  6GesonacHocTu
NepCoHarnbHbIX AAHHbIX B COOTBETCTBMM C TpeboBaHUAMU 3aKoHOAATenbCTBa
Poccuiickon ®enepauuu;

nnaHnpoBaTb MeponpusaTUA No obecneyeruo 6esonacHocTu MOH;

pa3spabaTtbiBaTb HEOGXOANMbIE JOKYMEHTbI B MHTEpECax OpraHusauuu paboT no
obecneyenuio 6esonacHocTy MOH;
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060CHOBbLIBaTL U 3adaBaTh TpebosaHus no obecnevenuto GesonacHoctn MAH
npw nx obpabotke B UCTOH;

NPOBOANTL OLIEHKY aKTyanbHbIx yrpo3 6esonacHoctv MNAH npu ux obpaboTke B
NCNax;

onpefensTb COCTaB U copepxaHue mep no obecneuveHumo GesonacHocTu MIH
npu ux obpabotke B UCIMOH, HeobxoanMbIX Ans BROKMpoBaHUS yrpos ©es3onacHocTn
Nawx;

BbIOMpaTh CpeAcTBa  3aWwmThl  MHopmauuu, peanusylowue Mmepbl Mo
obecneyenuio 6esonacHoctvt MO+ npu ux obpabotke 8 UCTIH;

BNafeTb HaBblKaMu:

onpegeneHus yposHen sawwmiieHHocTy MNAH;

BbISiBNEHUs yrpo3 6esonacHocTv MH npu ux o6patoTke B UCTIAH;

aAMUHUCTPUPOBAHUSA CPEACTB 3aLUUTLI MHChOPMaLIUK.

YyeOHbIW NnaH

B Tom yucne
HaumeHoBaHune Beeto npakTu4eckme
pasgernos u Q86 ‘ FieRLA " camocToaTenbHas
ancuunnuH nabopaTopHble pabota

3aHATUA

dopma
KOHTpONSA

-

BXxo4HOW KOHTPOIb 2 Tect

2. | Paspgen 1.
OcHOBBI
obecneyeHus
Oe3onacHOCTU
uHcopmMauuu B
Poccuickomn
®depepauum

3. | Tema 1.1. lNpaBoBble
N OpraHn3aLnoHHbIE
OCHOBbI 3aLWUTbI
nHcopmaLun B
Poccuiickon
depepaumn.

4. | Tema 1.2. Cucremsl
NULEH3NPOBAHUA U
cepTudukauum B 2 2
obnacTtu 3awmTbl
MHdOopMaLmK.

5. | Tema 1.3. 3awumra
WHpopmMaLum B
COBPEMEHHbIX 2 2
cuctemax ee
06paboTku.

6. | Tema 1.4. Tunusaums
W cTaHgapTusauus B 2 2 TecT no
obnacTtu 3awuTbl pasgeny
nHdopMaLmu.




7. | Paspgen 2.
OpraHusauus
06paboTku u
obecnevyeHue
Oe3onacHoOCTH
nepcoHanbHbIX
OaHHbIX B OopraHax
rocyaapcTBeHHOM
BNacTu u
MeCTHOro
camMoynpaBrneHus

8. | Tema 2.1. NpasoBon
pexum
nepcoHanbHbIX
AaHHbIX.

9. | Tema 2.2. Obee
coaepxaHue
opraHusauuu
obpaboTku
NEPCOHanbHbIX
OaHHbIX.

10. | Tema 2.3.
OcobeHHocTH
obecneyenuns
6es3onacHocTu
NepCcoHarnbHbIX
naHHbix B UCMOH.

14 4 8 2

11. | Tema 2.4.
BbisiBneHue yrpos
BesonacHocTu
nepcoHanbHbIX
AaHHbIX NpU UX
obpaboTtke B UCIAH.

16 2 12 2

12. | Tema 2.5.

TexHonorus
obecneyeHus Tect no
6e3onacHocTU 20 4 L 2 pasgeny
NepcoHanbHbIX

AaHHbix B UCTIOH.

13. | Utoroeas 3aueT B
aTtrecrauus dopme
2 TecTa no
BCEM
pasgenam

Bcero: 72 24 36 10

WUcnonb3oBaHnMe 3NMeMEHTOB [AUCTaHUMOHHOrO (3NEKTPOHHOro) OByYeHUs:
y4ebHble MaTepuanbl Kypca MNaHUPYIOTCA K PasMELUeHUI0 B  WUHAOPMAaLMOHHOM
obpasoBaTenbHoil cpefe By3a «OneKTPOHHbIN yHuBepcuteT BIY — Moodle»
(https://fedu.vsu.ru/) pna obecneyeHss BO3MOXHOCTU AUCTAHLMOHHOIO OCBOEHUS
NEeKUMOHHOro Mmartepuana, marepvana Ans npakTUY4ecKux 3aHaTUA U maTtepuana,
npefHa3Ha4eHHOro Ans caMoCTOATENbHOW paboThl cnyLiaTene.

PykoBOAMTENb AONOMHUTENLHOA /

obpasoBaTenbHOM NporpaMmel %k; YepHuupbiH [.B.

\

\
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Pa6ouas nporpamma y4eGHoOM AMCUMNNNHLI (MoAaYns)

Llenu Kypca: COBEpPLUEHCTBOBaHNE KOMNeTeHUMN, HeobxoanMbIX ans
NpobeccuoHanbHon  JeATeNbHOCTM B pamMKkax  UMEeloLeics KBanugukauum
rocyaapCTBEHHbIX U MyHULMNAanbHbIX Cnyxalux BopoHesxckon obnactu.

3apauu kypca:

O3HaKOMUTL cryliaTeneni C NpaBOBbLIMA W OPraHU3aUWMOHHLIMK OCHOBAMU 3aLUMUTHI
WHopmauum B Poccuiickon ®defepaunu, a Takke C MNOPAAKOM OpraHu3auum u
NPOBEAEHUA NMLIEH3MPOBAaHUS 1 cepTUdUKaLmn B obnacTu 3amuTbl MHOpMaLMK;
copmupoBaTb y crywatened yMEHUs U HaBblkW  ONpeaeneHus  ypOBHEW
3aLMLLEHHOCTN NepcoHanbHbIX AaHHbIX, BbIABNEHNs yrpo3 6esonacHocTu MOH npu mx
obpabotke B UCIMH, aAMUHUCTPMPOBAHNA CPEACTB 3aLUUTbI WHbopmaLmu.
KomneTteHuuu obyuatowierocsi, coBeplueHCTByeMble (cormacHo n. 1.1) B pesynbTate
OCBOEHUSA MpOrpaMmbl: KOMNETeHUUM no obpalleHuio C MEPCOHanbHbIMU AaHHbIMY,
KOMneTeHUMM B ccepe 3almuTbl MHOPMaLMK: CNOCOBHOCTb BRafeTb OCHOBHLIMU
meToaamu, cnocobamu n cpeacTeamu obecnedenns 3awmtbl M/IH, BbISBNEHUS Yrpo3
BesonacHoctu MOH npu ux obpabotke B WCIMAH, aAMVWHUCTPUPOBAHUA CPEACTB
3aLuTbl MHOpMaLUK.

CopaepxaHue nporpammsi

Paszpen 1. OcHoBbl oGecneyeHus GezonacHocT uHpopMauuu B Poccuitckon
Denepauuu.

Tema 1.1. MNpaBoBble U OpPraHM3aUUOHHLIE OCHOBbLI 3alUTbLI uHcdopmauuu B
Poccunckon ®egepauum.

MoHATMIHBIN  annapaT: WHOPMaUMOHHAs 6e30MacHOCTb, 6e30MacHOCTb
WHdopMauuu,  3awmTa  MHOPMaUMM,  KOMNMEKCHas  3awuTa nHopmaLmu,
WHOpMaums, 3almiiaeMas WMHGopMaumus. 3aKkoHO4ATENbLCTBO B 06NacTy 3aLunThI
uHopmauun. [MpaBoBOE perynupoBaHWe 3aluThi MHOPMaLUM  OrpaHUYEeHHOro
Aoctyna. [ocyaapcTeeHHas cucTema obecrnedeHns WHPOPMALMOHHONA Be30nacHOCTY
Poccuiickoit ®enepaumu.

Tema 1.2. CucrteMbl nMUEH3UPOBaHUA WU ceptudukaumm B obnactu
3aWmnThbl UHPOopMaLUu.

OcHoBHble NOHATUSA u NOMOXEHUS CUCTEMBI rocyfapCcTBEHHOro
nuueHsnpoBanus. OpraHnsauns 1 OCyLLECTBNEHUE NULIEH3NPOBAHNS OTAENbHbIX BUOOB
AeATenbHOCTU B 06nacT 3awuTthl  UHGOPMaLMK. Ceptucbukaumss B obnactu
obecneyeHnss  MHGPOPMALMOHHON  Be3onacHoCTM. Opranusaums 1 nopsiaok
cepTucoukaumu npoaykuuu B cucteme OCTIK Poccun, ®CE Poccuu. Mopsigok
NPOBEAEHUA CepTUdUKALMUN U MHCMEKLIMOHHOTO KOHTPONS.

Tema 1.3. 3awmTa MHDOPMaLUK B COBPEMEHHBIX CUCTEMAX ee obpaboTku.

Ycnosus hyHKUMOHMPOBaHUS COBPEMEHHBbIX MHMOPMALMOHHO-
TENEKOMMYHUKaLUMOHHBIX cucTeM. AHanua yrpo3 MHMOPMAaLMOHHOW 6e30nNacHOCTH.
TexHuyeckue KaHanbl yTeyku WHopMauun. HecaHKUMOHMPOBaHHbIIA AocTyn K
NHopMaLUK.

MoHaTUiAHBIN  annapaT.  OCHOBHble nogxodbl K oOpraHusauuyM  3awuTbl
WHpopmauun. MeTogsl obecnedeHnss MHOPMALMOHHON Be30MacHOCTY. 3awwmra
MHOPMaLMN OT yTEYKM MO TEXHUYECKUM KaHanam, oT HeCaHKLMOHMPOBaHHOro JoCTyna
K uHcpopmauumn. Cpeacrsa obecneyeHus UHpopmaLmMoHHoM B6e3onacHoCTU.

Tema 1.4. Tunusauus u CTaHfapTu3auus B o6nacTv 3awmTbl MHGOPMaLUM.

OCHOBHbIE MOHATUS TUMU3ALWMM W CTaHAAPTU3ALMN. MeToap! cTpykTypusaumm

CpeacTs 3awuTbl MHopMauuu. [JOKyMEHTbI CUCTEMBI CTaHpapTu3auum, AencTeyowme
B 06nacTu 3awmTbl MHopmMaLmu.
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Pazpen 2. OpraHusaumsa ob6pa6oTkm M obGecneyeHue 6e30nMacHOCTH
nepcoHasnbHbIX AaHHbIX B OpraHax rocyfapCTBeHHOW BNacTM M MeECTHOro
caMoynpaBreHUs

Tema 2.1. NpaBOBOW peXuM NepcoHanbHbIX AaHHbIX.

lMepcoHanbHble AaHHble Kak BuA 3awuwaemoi uHdopmauuu. [paBoBoe
perynvpoBaHue 3aluTbl NePCOHanbHbIX AaHHbIX B P®. HopMaTuBHbIE NPaBOBLIE aKTbl
MeXayHapoAHOro ypoBHSA. [loHATME M BuAbl NEPCOHANbHbLIX AaHHbIX, CYOBLEKTOB
nepcoHanbHbIX AaHHbIX, ONepaTtopoB MNEepCOHanbHbiX AaHHbIX. [TpaBOBOW MexaHWU3M
OrpaHuyeHnss JocTyna K nepcoHanbHbIM AaHHbIM. KOpuanyeckas OTBETCTBEHHOCTb 3a
HapyLUEeHWs 3aLWTbl NEPCOHANbHbLIX AAHHbIX.

Tema 2.2. O6wee coaepxxaHue opraHusauum o6paboTKu NepcoHanbHbIX AaHHbIX.

MpuHUMnbl 1 ycnosusi 06paboTku nepcoHanbHbIX AaHHbIX. Onpegenexve uenemn
obpaboTkn nepcoHanbHbIX [OaHHbIX, cocTaBa W obbema obpabaTbiBaeMbix
NepcoHarnbHbIX AaHHbIX, KaTeropuini cybbekToB, MepCcoHarnbHble [AaHHble KOTOPbIX
obpabaTbiBaloTC, CPOKOB 0OpaboTKM WM XpaHEHWs NepcoHanbHbIX AaHHbIX, cbopa
cornacun Ha obpaboTky nepcoHanbHbix. CocTaB U obLlee copepkaHue LOKYMEHTOB,
pernameHTupyoLmx obpaboTky nepcoHanbHbiX AaHHbIX. HopMaTUBHbIE NpPaBOBbLIE
aktbl PockomHapsopa Poccun, ®CTIK Poccum (Focrtexkomuccum Poccun) n ®CB
Poccun.

Tema 2.3. OcobGeHHOCTU obBecneyeHus 6e30nNacHOCTU NMepCcOoHasnbHbIX AaHHbIX B
ncngu.

MoHATMe, CTpyKTypa, TEXHUYEeCKne W 3IKCMnyaTauWoHHbIE XapaKTEPUCTUKM
UCMNOH, uHbOpMaLUOHHbIe TexHonoruu, npumeHsemble B WCIMOH, Bnusiowme Ha
sawmwenHocte  UCMOH. Tunosble WCIMOH. OnpeneneHne ypoBHA  UCXOQHOM
sawuweHHoctn UCTIOH. OcobeHHOCTWM 3aluTbl MEPCOHAanbHbIX AaHHBLIX MPU  UX
obpaboTke B rocyfapCTBEHHbIX MHPOPMALMOHHbLIX CUCTEMAX.

[MoHATMS yA3BMMOCTM WH(OPMALMOHHOW CUCTEMbI. YHA3BUMbIE KOMMOHEHTI
nHopmaLmoHHbix cucteMm. Knaccudpukaums ysssumocTteir. CeefeHusi 06 OCHOBHbIX
yA3BUMOCTAX, coaepxalluecs B baHke AaHHbIX yrpo3 6e3onacHoCT MHopmaLuu.
Tema 2.4. BuisiBneHue yrpo3 6e30nacHOCTM NEPCOHanNbHbIX AAHHLIX MPU UX
obpabotke B UCIMOH.

MoHaTne yrposbl GesonacHocT wWHdopmauuu. Knaccudgukauus  yrpos
BGesonacHOCTU WHGOPMauUM MO UHUMAEHTaM, OObeKkTaM BO3AEWCTBUS, crnocobam
(MeTopgam) peanusauuMm W WUCTOYHMKaM yrpo3. CBegeHuss 06 OCHOBHbIX Yrposax,
coaepxatuuecs B baHke gaHHbIX yrpo3 6e3onacHOCTV UHGOpMaLUK.

Bbasosassi mogenb yrpos 6GesonacHoctu MAH npu ux obpabotke B WUCIMAH.
Knaccudukauus yrpos 6esonactHoctvt MNAH. Tunosbie Mogenu yrpos 6esonacHocty MOH
npu ux obpabotke B UCTH.

®opmuposaHue mopgenu yrpoa BesonacHoctu MOH ans koHkpeTHoin WMCMOH.
MeToguka onpegeneHns akTyanbHbix yrpo3 6esonacHoctv MNOH npu ux obpaboTke B
WUCIMAH. Onpegenexne yrpos 6esonacHoctu MH, akTyanbHbix npu obpabotke MAH B
ncnan.

Tema 2.5. TexHonorus obGecnevyeHusi 6e30NaCHOCTU NEPCOHANbLHbLIX AAHHbLIX B
ncngu.

TpebosaHus k sawwmTte MH npu ux obpabotke 8 UCMAH. Onpeaenexne ypoBHs
sawmiieHHocTn MNAOH npu ux obpaboTke 8 UCTOH.

Cocras 1 coaepxaHue opraHuM3aLMOHHbBIX W TEXHUYECKUX Mep no obecneyeHuto
BesonacHoctn MOH npu ux obpabotke B WUCMOH. dopmupoBaHMe AOMNOMHEHHOrO
YTOYHEHHOro agantupoBaHHoro 6asoBoro Habopa mep no obecnevyeHunio 6e3onacHoCTU
MAH. YcTaHoBneHne pexuMHbIX, BPEMEHHbIX, TEPPUTOPUANbHBIX, NPOCTPAHCTBEHHbIX
OrpaHU4eHunii Ha yCrnoBmua NCNonb3oBaHWUS U pacnopagok paboTsl 06bekTa 3aLmThl.
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Buabl n Tunbl cpeacts 3awmThl MHcopmauuu. MpuHLMNLI 1 MexaHn3mbl paboTbl
pasnu4HbiX BMAOB CPeAcTB 3aliuTbl UHOpMauun. PeecTp cepTUULMPOBaHHbLIX
CpeacTB 3aLluTbl MHPOPMAaLIUW.

Mopsaok oueHkn ahPeKTUBHOCTH, peann3oBaHHbIX B paMKax CUCTEMbI 3aLLUUTbI
NepcoHanbHbIX AaHHbIX, Mep no obecneyeHunto 6e30nacHOCTU NEPCOHanNbHbIX AaHHbIX B
WCTH, nokymeHTanbHoe ohopMneHne ee pesynbTaTos.

[NepeyeHb npakTUyeckux 1 nabopaTopHbix paboT

Homep Tembl

HaumeHoBaHve nabopatopHoi paboTsl (4ac.)

2.2,

Tema 2.2. Obwee coaepxaHvue opraHusauun oBpaboTkM NepcoHanbHbIX
OaHHbIX (2 4)

- BbiNonHeHVWe npakTU4eckux 3apaHwuii No onpedeneHnlo Heo6xoaumoro
cocTaea, obbemoB obpabaTbiBaeMbix nepcoHanbHbIX OaHHbIX
NPUMEHUTENBHO K KOHKPETHOW OpraHusauuv, opraHy rocy4apCTBEHHOM
BNacTu (MECTHOrO CamoyrnpaBreHus).

- CocTaBneHue NpoekToB cornacuit Ha o6paboTKy MepCcoHanbHbIX AaHHbIX,
0653aTenbCTB 0 HEpa3rnaweHu NepcoHanbHbIX AaHHbIX.

23

Tema 2.3. OcobeHHocTn obecneyeHuss 6e30MacHOCTU MNepcoHanbHbIX
AaHHbIX B UCT1OH. (8 W)

- BbINonHeHWe npakTUyeckux 3afaHuii Mo  OMNPefeneHvo  YsS3BUMbIX
komnoHeHT UCI[H, onpeaeneHunto nepeyHsi ya3aBUMOCTER ANA KOHKPETHOro
opraHa rocyapCTBeHHOMW BfiacTu (MECTHOrO CaMOoynpaBneHus).

- Paspabotka dyHkuMoHanbHbIx cxem WCI[H, onpegeneHue nepeyHs
ucnonbdyembix B WCIOH TexHONoruin NpUMEHUTENBHO K KOHKPETHOMY
opraHy rocyaapcTBeHHOW BNacT (MECTHOrO CaMoynpaBeHus).

24.

Tema 2.4. BoisiBneHue yrpos 6e30MacHOCTU NEPCOHanbHbIX AaHHbLIX NPy WX
obpabotke B UCIAH. (12 v)

- BbinonHeHue npakTMyeckux 3afaHuil No ONpeaeneHuio BUAOB W NepeyHs
yrpos  GesonmacHocT  MHcopmauuu, obpabatebiBaemoir B UCIMOH
NPUMEHUTENBbHO K KOHKPETHOMY OpraHy rocyAapCTBEHHOW BracTu (MECTHOro
camoynpasneHus).

- Paspa6otka mogenu yrpos 6esonacHocTu MAH npu ux o6pabotke 8 UCMOH
MPUMEHUTENBHO K KOHKPETHOMY OpraHy rocyapCTBEHHOW BnacTu (MecTHoro
camoynpasneHus).

2'5

Tema 2.5. TexHonorusi o6ecneyeHns 6e30MacHOCTN NepPCoHanbHbIX AaHHbIX
B UCTNAOH (14 v)

- BbinonHeHue npakTuyeckux 3afaHuii No ONpeaeneHnio OpraHN3aLMOHHbIX
¥ TexHu4eckux mMep no obecneqeHunto 6esonacHocTv MOH npu nx o6paboTke
B WCMOH, BbiGopy cpeAactB 3awuthl WHGopmauuu Ans ncrngn
NPUMEHUTENBbHO K KOHKPETHOMY OpraHy rocyAapCTBEHHO BnacTu (MECTHOro
camMoyrnpaBneHus).

- Onpepenenve yposHa sawumwenHocT MOH npu ux obpaboTke B MCMOH
NPUMEHUTENbHO K KOHKPETHOMY OpraHy rocyAapCTBEHHO BnacTu (MECTHOro
camoyrnpasneHus).

- ®opMUpOBaHUE AOMOMHEHHOrO YTOYHEHHOro aAanTUPOBaHHOrO 6a30BOro
Habopa mep no obecneyenuo GesonacHocTu MOH.

- Onpepnenexve nopaaka KOHTPONS 3PMEKTUBHOCTU NPUHATLIX MEP 3ALLUUTHI
1 AOKYMEHTanbHoe 0opMIEHNE pe3ynbTaToB KOHTPOSS.

5. MeToaunyeckue pekomeHgaLuum 1 nocobus no peanusaumnm yyebHom nporpammbl
BHeayauTopHas camocTositenbHas paboTa cnywaTteneii BkoYaeT npopaboTky
MaTepuanos neKUuin, n3y4eHne PEKOMEHA0BaHHOM NUTEPaTypbl, U3yYEHUE ONUCAHWIA K
nabopaTtopHbIM ¥ NpakTU4eckum paboTam.
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Ans nosblleHns 3PEeKTUBHOCTU PYKOBOACTBA CAMOCTOATENbHOW paboToun
cnywartenen npu nposeaeHun nabopaTopHbiX (MPAKTUHECKUX) 3AHSTUIA, NPU3BaHHbLIX
obecneunTtb BbIOOPOYHOE UCMOMNb3OBaHWE NEKUMOHHOrO MaTtepuana pans 6onee
rnybokoro  M3yyeHWs  OTAENbHbIX  pasAenoB  AUCUMMAWHBI  NPU  peLLeHuu
COOTBETCTBYIOLLUUX NpaKTUYECKUX 3afad, Takas pabota B ayauTopuun BbINOMHAETCSA NOA
HEeNocpeACTBEHHbIM PYKOBOACTBOM NMpenoaaBaTens.

K nabopaTOpHbIM M NPakTUYECKUM 3aHATUAM CryluaTenu AOMKHbI M3YYuTb
TEopEeTUYECKMUIN MaTepuan no npeamMeTHon obnacTu.

KOHTpOJ’IbeIe 3ajaHusA:

Tectbl nNo pasgenam B CUCTEME [AUCTaHUMOHHOrO obpasoBaHus Moodle.
[anee npepcraeneH npumep Tecta no pasgeny Ne 1 nporpammei:

1. Obpabomka nepcoHasnbHbIX OaHHbIX:

A) Jloboe peictBue (onepauns) uNM  COBOKYNHOCTb AEWCTBUN  (onepaumi),
coBeplUaeMbIX C UCMOMb30BaHNEM CPEACTB aBToMaTu3auuMu unu 6e3 ncnonb3oBaHUs
TakuX CPeACTB C NepcoHarnbHbIMU AaHHbIMK, BKOYasa cbop, 3anucb, cucteMaTusauumio,
HaKonneHue, XxpaHeHwe, yToyHeHue (OOHOBNEHWE, W3MEHEHUE), U3BMeYeHue,
ucnonb3oBaHue, nepepady  (pacnpocTpaHeHue,  NpepocTaBrieHne,  4OoCcTyn),
obesnuunsaHne, GnokMpoBaHue, yaaneHne, yHUUTOXEHUE NEPCOHanbHbIX AaHHbIX

B) HakonneHwue, xpaHeHue u nepeaaya nepcoHanbHbIX AaHHbIX

B) PasmelleHve nepcoHanbHbIX 4aHHbIX B UHGOPMALMOHHBIX cucTemMax

2. Onepamop:

A) locyaapcTBeHHbIi OpraH, MyHULMNanbHbIA OpraH, pPUANYECKOe Unu usndeckoe
NULO, CaMOCTOATENBHO UMK COBMECTHO C APYrUMU NULAMW OpraHusylowme u (unu)
ocyujecTensowume o6paboTky NepcoHanbHbIX AaHHbIX, @ TAKKE OnpeAensiolmne Lenu
06paboTkn nepcoHanbHbIX AaHHbIX, COCTaB MEPCOHANbHbIX AAHHLIX, NOANEXALUMX
obpaboTke, aeincTBusA (onepaunu), CoBepLLIaeMble C NEPCOHanbHbIMU AaHHBIMM

B) KOpuanyeckoe unu cusnyeckoe nuLO, CaMOCTOSTENBHO UMM COBMECTHO C APYrMMM
nuuamu opraHusyroime n (unu) ocyliectensoLwme o6paboTky nepcoHanbHbIX AaHHbIX
B) HOpuanyeckoe unu cusnyeckoe nuULO, NOMyYMBLLEE HA OCHOBAHWM 3aKOHA WUMU
Aorosopa npaso paspeLuaTb UM orpaHn4mMBaTh AOCTYN K NEPCOHanbHbIM AaHHbIM

3. KoHmponb Had ebinonHeHuem mpeboeaHuli 8 cghepe 3awumbl NepPCOHaNbHbIX
O0aHHbIX 8bIMOMHSOM:

A) ®CE PO

B) ®CTOK Poccun u PockomHaas3op, KOTOpbie BnpasBe NpOBOAUTL NNAHOBLIE U
BHEMNMaHOBbIE NPOBEPKU OpraHn3aLuii, obpabaTtbiBaroLLMX NEPCOHANbHbIE AaHHbIE

B) Bce nepeuncneHHble opraHuaaumu.

. Jlutepatypa.

OcHoBHas nutepartypa:

Bopucos M. Oco6eHHOCTM 3alUUTbI NEPCOHANbHbIX AaHHBIX B TPYAOBbIX OTHOLLEHUSX,

2018. - 224 c.

. Aynan (TytHukosa) A.C. Hosasi napagurma 3awyuThl U ynpaBneHus nepcoHasbHLIMMU

AaHHbIMM B Poccuiickoin ®eaepaunn n 3apybexHbix CTpaHax B YCNOBUAX PasBUTUS

cuctem o6paboTku AaHHbIX B ceTn UHTepHeT, 2016. — 440 c.

. Wcaes A.C., XnonuHa E.A. «paBoBbie OCHOBbI OpraHM3aLui 3aLnTbl NePCOHAnNbHbIX
AaHHbIX» — Cl16: HKY UTMO, 2014. — 106 c.

. MNepcoHanbHble AaHHble paboTHUKOB OpraHM3aLmMn v ux 3awmTa - K.M. Camaros, 2016.
—-90c.



8.

9.

9

MetpeHko B.W. 3awwuta nepcoHanbHbIX AaHHLIX B MH(OPMALMOHHBIX CUCTEMAX:
y4ebHoe nocobue / B.W. MNetpeHko ; CeBepo-KaBkasckuit hepepanbHbiii yHUBEpCUTET.
— Craepononb : Cesepo-Kaskasckuit ®efepanbHbii yHusepceutetr (CKoDY), 2016. —
201 c.

PoitoB M.IO., AsepyenkoB B.W., ManHynuu T.P. 3awuta nepcoHanbHbIX AaHHbIX B
opraHusauuu, 2016. - 124 c.

Cabanos A.l'., 3bikos B.[l., Mewepsikos P.B., Puinos C.M., lWenynaHos A.A. 3awuTa
nepcoHarnbHbIX AaHHbIX B OpraHu3auusx sapasooxpaHenus, 2012. — 206 c.

Casenbes A.W. HayyHo-npakTuyeckuit noctaTenHblii KOMMeHTapun k degepansHoMy
3akoHy «O nepcoHanbHbIX AaHHbIX», 2017. — 470 c.

®epepanbHbil  3akoH  «O  nepcoHanbHbIX — AA@HHbIX»:  Hay4YHO-NPaKTUYECKU
kommeHTapwuii. Noa pegakuven A.A. Mpueaxeson, 2015. — 177 c.

10.0 nepcoHanbHbIX AaHHbIX : heaep. 3akoH oT 27 uonsa 2006 r. Ne 152-d3 // CobpaHxue

3akoHopatenbcTea Poccuiickoin Pepepaumn. - 2006. - Ne 31 (1 4.). Cr. 3451.

HononHuTtenbHaa nuTepatypa (HOPMaTUBHbLIE aKTbl):

. O6 uHopmaummn, NHHDOPMALIMOHHBIX TEXHOMOTUAX UM O 3alyuTe MHopmauun : deaep.

3aKkoH ot 27 wions 2006 roga Ne 149-03 // CobpaHue 3akoHopaTensctsa Poccuiickoi
®epnepaumn. - 2006. - Ne 31 (1 4.). Ct. 3448.

06 yteepxaeHum MNepeyHs cBeaeHNin KOHUAEHUMANBLHOTO XapakTepa: ykas MpeanaeHTa
Poccuiickoit ®epepauun, 6 mapta 1997 r. Ne 188 // Cobp. 3akoHogaTenbcTsa
Poccuiickoit ®epgepauun. — 1997. - Ne 10. Ct. 1127.

O6 yTBEepXAeHMM nNEepeyHss Mep, HanpaBneHHbIX Ha obecneyeHne BbIMOMHEHUS
obazaHHOCTe, NpeaycMoTpeHHbIX PeaeparnbHbiM 3akoHOM «O NepcoHarnbHbIX AaHHbLIX» 1
MPUHATBIMU B COOTBETCTBUM C HUM HOPMaTUBHLIMW NPaBOBLIMM aKTamu, oneparopamu,
ABMSAOLUMMUCA rOCYAaPCTBEHHBIMUA UM MYHULUMNANBHLIMU OpraHaMu : NoCTaHOBMEHUe
Mpasutensctea Poccuiickoit ®epepaumn, 21 mapta 2012 r. Ne 211 // Cobp.
3akoHoparensctea Poc. ®epepauun. - 2012. - Ne 14. - Ct. 1626.

O TpeboBaHusix k NOPAAKY CO3AaHNSA, pa3BUTUS, BBOAA B JKCMIyaTaLmio, akcnnyaTaLuum u
BbIBOAA U3 3KCnnyaTauun rocyapCTBEHHbIX MH(OPMALMOHHBIX CUCTEM U AanbHEeWnLLero
XpaHeHusi cofepxalleicss B ux 6Gasax [aHHbIX WHMOPMaUUW : MOCTAHOBMEHUE
MpasutenbctBa Poccuiickon ®depepaumm, 6 wuions 2015 r. Ne 676 // Cobp.
3akoHoparensctea Poc. ®epgepauun. - 2015. - Ne 28. - CT. 4241.

O6 yTepxaeHun TpeGoBaHW K 3alLMTE MEPCOHaNbHLIX AaHHBLIX MPU UX 0BpaboTke B
MH(POPMALIMOHHBIX CUCTEMAaX NEPCOHanbHbIX AaHHBIX : MOCTaHoBNEeHUs [paBuTEnbCTBa
Poccuitckont deaepaumnm, 1 Hosbpst 2012 r. Ne 1119 // Cobp. 3akoHogaTensctea Poc.
®epepaumu. - 2012. - Ne 45. - Ct. 6257.

06 yteepxaeHum lMonoxenns o6 ocoBEHHOCTSX 06pabOTKM NEPCOHANbHBLIX AAHHbIX,
ocyujectensemon 6e3 MCnonb3oBaHWA CPeACTB aBTomaTusauuu : [locTaHosneHue
Mpasutenbctea Poccuiickoit ®epepaunn, 15 cenTsbpa 2008 r. Ne 687 // Cobp.
3akoHoAaTenbcTBa Poccuiickon depepaumm - 2008. - Ne 38. - CT. 4320.

O6 ytBepxaeHun TpeGoBaHMi O 3awmTe WHGOPMaLMM, He cocTaBnsioLen
rOCyAapCTBEHHYI0 TaliHy, COAepXalleiCsi B roCyAapCTBEHHbIX MHPOPMALMOHHbIX
cucTemax : npukas deaepansHom CryxObl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOMIO
Poccuu, 11 cbespans 2013 r. Ne 17 // Poccuiickas ras. - 2013. - 26 uioHs.

BasoBas Mopenb yrpos 6e3onacHOCTM NepcoHasnbHbIX AaHHLIX NpU UX 06paboTke B
WH(OPMALMOHHBIX ~ CUCTEMAaX MepCOoHanbHbIX AaHHbIX  (BbINUCKA). YTBepxaeHa
3amectutenem aupektopa ®CTIK Poccun 15 chespans 2008 r.

MeToauka onpeaeneHns akTyanbHbIX yrpo3 6e30NacHOCTU NEPCOHANbHBIX AaHHBIX npu
nx obpaboTke B WHDOPMALMOHHBLIX CUCTEMAX MEPCOHANbHBIX AaHHbIX. YTBEepxaeHa
3amectutenem aupektopa ®CTIK Poccun 14 chespans 2008 r.
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10.Mepbl 3alWmMTbl MHGOPMALUKM B TOCYAAPCTBEHHbIX WHMOPMALMOHHBIX CUCTEMAX.
YteepxaeHbl ®CTIK Poccun 11 cbespansa 2014 r.

11.06 yTBEpXAEHUM NONOXEHUS O EAUHOM PEECTpe rocyAapCTBEHHbLIX MHOPMALIMOHHBIX
cuctem BopoHexcko obnact @ NOCTaHOBMEHUE npaBUTENbLCTBA BOpoHeXcKon
obnactu, 28 anpens 2011 r. Ne 340.

12.06 yTBEpXOEHUN AOKYMEHTOB, ONMPEeAensomUx NONUTUKY B OTHOLEHWUM 06paboTku
nepcoHanbHbiX AaHHbIX B npasBuTenbcTBe BopoHexcko obnactu : nocTtaHoBMeHue
npasutenbcTea BopoHexckoln obnactu, 26 ceHTabps 2017 r. Ne 748.

13.06 onpegeneHnn yrpos 6e30MacHOCTU MEPCOHamNbHLIX AaHHbLIX, aKTyarbHbIX Mpu
obpaboTke nepcoHanbHbiX AaHHbIX B WHGPOPMALMOHHBLIX CUCTEMAX MEepPCOHaNbHbIX
AaHHbIX npasuTenbcTsa BopoHexckon obnactu, UCNOMHUTENbHbLIX OpraHoB
rocyfapcTBeHHON Bnactu BopoHexcko obnacty u noABEAOMCTBEHHbIX UM
opraHusauui : noctaHoBrneHue npasutenbcTBa BopoHexckow obnactu, 02 Hos6ps
2017 r. Ne 869.

14.TOCT P 50922-2006 «3awynTa nHcopmaumu. OCHOBHbIE TEPMUHBI U ONpPeaeneHus».

15.TOCT P 51275-2006 «3awmrta uHdopmauun. O6bekT uHdopmatusaumn. daktopsi,
BO3JeNncTeyloLme Ha nHdopmauuio. ObLmMe NoNnoXeHUs».

16.NOCT P UCO/M3K TO 19791-2008 «WUHdpopmaumoHHas TexHonorusi. MeTtoabl u
cpeactea obecneveHns GesonacHocTn. OueHka Ge3onacHOCTU aBTOMATU3MPOBAHHbIX
CUCTEMY.

17.TOCT P 51241-2008 «CpeactBa M CUCTEMbI KOHTPONS W ynpaBneHwus LOCTYNOM.
Knaccudukaums. Obwme TexHuyeckme TpebosaHns. MeToabl UCNbITaHWAY.

18.NTOCT P 53115-2008 «3awmta uHpopmauun. WcnbiTaHUe TEXHUYECKUX CPeacTs
0b6paboTkn WHGOpPMaUUM Ha COOTBETCTBME TpeGOBaHWSAM  3aLUULLEHHOCTM OT
HecaHKLMOHUpOBaHHOro goctyna. MeTtoabl U cpeacTea.

19.TOCT P 52069.0-2013 «3awwuta uHdopmauuu. Cuctema crangapToB. OCHOBHbIE
MOMOXEHUSY.

20.IOCT P 56545-2015 «3awwmta uHOpMaLmn. YA3BUMOCTU MHEOPMALIMOHHBIX CUCTEM.
[MpaBuna onucaHus ya3BUMOCTER».

21.TOCT P 56546-2015 «3awuTa nHdopmaumn. YSssuMocTu NHPOPMALMOHHbBIX CUCTEM.
Knaccudukauus ysssBuMocTein MHPOPMAaLIMOHHBIX CUCTEMY.

22.TOCT P 58189-2018 «3awmra uHdopmauuu. TpebosaHua k opraHam no aTrectauum
06BLEKTOB MHOPMATU3aALUMNY.

23.TOCT P 51275-2006 «3awmta uHdopmauun. O6bekT uHbopMaTU3aumum. dakTopbl,
BO3AeNCTBYOLWME Ha UHopMauuio. OBLLME NONOXEHUSY .

24.TOCT P UCO/M3IK TO 19791-2008 «UHDOPMALMOHHAs TEXHOMOrUS. Metoabl u
cpeacTBa obecneyeHus GesonacHocTU. OueHka 6e30MacHOCTN aBTOMATU3MPOBAHHBIX
cucTemy.



Beg0oBhO|| | ‘HM® ‘UEVOL dex ‘K19 2z 22 22 “HLT ‘A19 | V'Y erodu) ‘codu “H LY codJA anHauaBIag ‘p'zews] | 8
HTLIOU
exuHodieue 8 XI9HHeY XI9HaLUeHoodau
eLeulo ‘uadu’Lo n exuencgonred M1O0HOBLIOESQ BMHOKhALIDAQO
EE800ehO | ‘HY® ‘OU “dhex ‘£1g 14 24 82 L2y ‘Alg "0’y 9ueso)y ‘uadu 1o MLO0HHBQ0OQ ‘€'z enwa] | /
1Hanot ‘eaedu
oloHauLed1onHUWTe
1 OJOHHOUNALWNLOHON suhHarAduondor "XI9HHEY
edifacben ‘Umo00d Xi9HaueHoodau miLogedgo
eleuuo ‘La1quined nososedu L'/ ot g LAmioHmn ‘aH uineeunHeldo anHexda’oo
KEE02BhO| | -oHdelnHenwAs ‘Av. |9 6l 6l 6l “HOIN nmioxeHodog egouLMLNG oY “H oI aamgp ‘zzewal | 9
eLeuuo ‘ot 'S/ | AMHXOLOWSL1OUO “XI9HHET x19HqueHoodau
BEE00BhO| | | ‘H)Id ‘UEVOL ‘dex ‘K19 (v (o4 Gz | “nhox “Hy deHaxHu ‘Yug | 'g'g edumde | ‘ho “H LN wwxkad nososed|| "L'zewa] | §
oviv exvHoduiaue wunewdodHu 19Lmnimee
eLeuuo chodu ‘bodu | w exmencgponired U10BLIQO 8 suheeniderHeld
Be80oBhO| | | ‘HI® ‘UEVOL "dex ‘K19 22 2 2 CHLT ‘A19 | V'Y erodu) ‘dodu “HLY M suneenun) ‘p'L ewa)] | ¢
e¥uHodLiaLe wiLtogedgo 98 xewalound
eleuuo ‘uadu1o n exuenconired X19HHawada02 8 umnewdodHn
BEE00BhO| | ‘H)® ‘OU “dex ‘A9 14 24 8¢ L2y ‘Alg 'Q'Y 9ueso)y ‘uadu 1o eiimeg ‘gL BWa| | €
1HahoY ‘esedu
oJoHauLedLOMHUWTE
1 OJOHHOWUTNALULOHON suhHarAduoundor ‘nunenwdodHu 19Lmimes
edracbex ‘Umoo0d uioeugo a uuhexnduidas
Bleuuo ‘La1quAxed nososedu L°g/p' ot TN LALMLOHN ‘aH W suHegodugHahnLr
KBE0JBhO| | -oHdeluHewAs ‘A |9 6l 61 61 “HOIM nmioxaHodog egouunLng Mo “H oI 19WBLOUD) ‘7| BWS)| Z
1HanoY ‘eaedu
oJoHguLedLOMHUWTE
N OJOHHOUTNALWNLOHON sunHatAduondor ‘uuneda’ag MoNOUNI204
edacpen ‘Uma20dq a nmhewdodHu 19Lmmee
eLeuuo ‘Larquined nosogedu L 'g/p' hott 7an LALmioumn ‘aH 1980HO0 319HHOUNEENHEIdO
KBE02BhO| | -oHde1nHewAs ‘Av. g 6l 6l 6l “HOI umiokaHodog egouunLng ‘1ot ““H oI n aiqgo8ed|| || BWS) L
(]2 6 8 & 9 S v € (4 13
aHUuumnnony d
noHHeeedA | ole08 SHCOIoLo (wysorolrou
%) BeHHOUN
WLOOHALaLKRY el v exuduresi ms:o:mmaﬂm:v d
MONOBhUIOIBTBL 9100HXUOY ‘I9L00ed 19100ed ‘auHese iz st g i g
X BuHahaLandu 0109 SOHEOHIO 10X0BhMI0IETRL 01398 | (g0HL8hOL) b 545 AINGHESHY (1 oty A n i
inint ‘h'l@ e auHamkadhA 80 | ‘08108h10 ‘BWK ‘BULIMWED (MuATow) I9HMLLMNONTT N
; Haualegosedgo
i9L0ged qHBLBLO
(VOXOBhUIOIBTOL-OHRARH) BEHOhA ooxe)|

UMIOShNIOIBITaL XEeLD

go)nHLOged Xmioahuiolerau exuiondeaniedey

1Ianwwediodu noHauaLegocedQo UOHALIALUHLIOLOT daUHBKhaL2ag0 dogodirey

L

N



HITLIOU
€ XI9HHeT X19HaLeHoodaU

eLeuuo ‘ot L€/ | NMHXSLOWSLOMD WLOOHOBLIOESQ BUHOhALIDSQO
BeE0OBhO|| | ‘H)® ‘UEVOL "Dex ‘A1g (o¥4 GZ | “not “HLN deHaxHm ‘Yug | 'g'g esumde | ‘nod “HLN BWIOLIOHX3| ‘G'Z BWS |
HITLIOW

ovIv eiHodLiaLe 8 ay1ogedgo xu ndu xi9HHe

BLBULO odu ‘tbodu | u exmenconired XI9H9LBHOOdaU NLDOHOBLIOEAQ

¢l




13

V.  OueHKa KayecTBa OCBOEHUS NporpaMmbl ((hOpMbI aTTeCTaLum, OLEHOYHbIe
M MeTOAUYECKMI MaTepuansbl)

Tekyljaa atrectaumss NPoOXoAWUT NO pe3ynbTaTaM OCBOEHUS MaTepuarnoB pasgena B
BUAE TecTa Mo COOTBETCTBYIOLUEMY pa3aeny B CUCTEME AUCTaHUMOHHOrO obpa3oBaHus
Moodle (https://edu.vsu.ru/).

[Mpumepbl TEeCTOBbIX 3a4aHunin NpUBEAEHbI B NyHKTe 6 pasgena lll.

Kputepuun npoxoxaeHus Tecta (NpaBuibHble OTBETHI):

75% wn Bonee — 3a4TeHO;

MeHee 75% — He 3a4TeHo.

WtoroBas arttectaumss npoxogut B opmMe TECTUPOBaHUS MO MaTepuanam BCeEX
pas3fenoB nporpamMmmbl C Y4ETOM BbINOMHEHWUS CnyLuaTensaMn NpakTUYECcKUx 3afaHui B
cucTeme guctaHumoHHoro obpasosanua Moodle (https://edu.vsu.ru/).

Kputepuu 3a4eTta (npaBunbHblE OTBETI):

75% v Bonee — 3a4TEHO;

MeHee 75% — He 3a4TeHo.

VI. CocraButenb nporpammbi: dununnosa H.B., goueHT kadheppbl TEXHoNoruii
obpaboTkn n sawmTtel uHdopmauum ®KH BI'Y (coBmectutens), BIAY, rymaHuTtapHo-

npaBoBON pakynbTeT, Kadpeapa KOHCTUTYLMOHHOrO W agMUHUCTPATUBHOIO npaBa
(ocHoBHOE MecTo paboTbl), K.10.H., AOLEHT.



